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In this paper, we investigate the dual-use nature of large language models (LLMs) in the phishing domain, eval-
uating both their offensive and defensive capabilities. We first assess LLMs’ capacity to automate personalized
spear phishing attacks, comparing their performance with human experts across N = 101 participants in four
experimental groups: control (12% click-through), human experts (54%), fully Al-automated (54%), and Al with
human-in-the-loop (56%). The automated tool produced accurate target profiles in 88% of cases. We then evalu-
ate LLMs’ defensive potential for phishing detection, testing Claude 3.5 Sonnet across 381 emails and achieving

97.25% detection accuracy with zero false positives. Economic analysis reveals that Al automation increases
phishing profitability by up to 50 x for large-scale campaigns. These findings highlight both the threat posed by
Al-automated phishing and the promise of Al-powered defenses, underscoring the need for balanced offensive-
defensive strategies in an Al-enabled threat landscape.

1. Introduction

Phishing attacks continue to exploit the same cognitive vulnerabili-
ties in humans that researchers identified nearly two decades ago. In
their seminal work, Dhamija et al. (2006) explained “Why Phishing
Works” and how the attacks exploit cognitive vulnerabilities in humans.
Unfortunately, phishing remains a potent attack vector, and with the
rapid development of artificial intelligence (Al), its effectiveness has
only increased (Begou et al., 2023; Roy et al., 2024; Schmitt & Flechais,
2024). Al advancements are now being leveraged by attackers, while
human cognitive weaknesses remain as exploitable as ever (Hadnagy,
2018; Vishwanath, 2022). Generative Al models, such as language mod-
els, can generate high-quality, persuasive text in various languages with
minimal cost (Alammar & Grootendorst, 2024; Raschka, 2024), and
these models are becoming widespread in everyday activities (Breum
et al., 2024; Karinshak et al., 2023; Pauli et al., 2024). By January 2023,
ChatGPT became the fastest-growing consumer software application in
history, reaching over 100 million users in two months (Hu, 2023). As
of late 2025, ChatGPT reportedly has around 800 million weekly ac-
tive users (Techcrunch, 2025), reflecting explosive continued growth
since its November 2022 launch. Meanwhile, Google Gemini has grown
rapidly from 450 million monthly active users in July 2025 to over 650
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million by October 2025 (Pichai, 2025), increasingly integrated across
Google services including Search, Gmail, and Android. This widespread
adoption underscores how LLM-based assistants are becoming embed-
ded in everyday digital tools.

Phishing attacks, and other types of social engineering, are a signif-
icant concern for national security (National Security Agency, 2023),
with the FBI reporting over a 200% increase in phishing incidents from
2019 to 2023 (Federal Bureau of Investigation, 2020; Internet Crime
Complaint Center , IC3). As phishing is well-suited for AI automation,
its threat is expected to escalate.

In this study, we evaluate large language models’ (LLMs) capac-
ity to conduct personalized phishing attacks by comparing the suc-
cess rates of four types of emails: control group scam emails, human-
crafted phishing emails, fully Al-generated phishing emails, and Al-
generated emails with human assistance. We sent these emails to 101
participants using a custom Al-powered tool that scrapes digital foot-
prints to create and evaluate personalized phishing emails. The results
show comparable performance between Al-generated and human ex-
pert emails. The control group emails received a click-through rate of
12%, the emails generated by human experts achieved 54%, the fully AI-
automated emails 54%, and the Al emails utilizing a human-in-the-loop
56%.
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We also evaluated five popular LLMs (Claude 3.5 Sonnet, GPT-4o,
Mistral, LLama 3.1, and Gemini) for phishing detection. Claude 3.5
Sonnet achieved the highest detection rate of 100% in initial tests and
97.25% in a larger dataset, with no false positives. We discovered that
models perform significantly better when primed for suspicion (asked
to determine whether the email is suspicious rather than to determine
the email’s intention). This priming did not increase false positive rates,
making it a promising strategy for future use.

Finally, we present an economic analysis showing that Al automa-
tion increases the profitability of phishing attacks by up to 50 times, un-
derscoring the need for new defense strategies. Our findings highlight
the growing threat posed by Al-enhanced phishing and the urgency for
stronger countermeasures at the technical, organizational, and policy
levels.

The goal of our research is to provide a comprehensive evaluation
of LLMs’ dual-use capabilities in phishing: both as offensive tools for
launching attacks and as defensive tools for detecting them. This dual
perspective is critical because understanding only offensive capabilities
would provide an incomplete picture of AlI's impact on the cybersecu-
rity landscape. If Al empowers attackers while offering minimal defen-
sive value, organizations face an asymmetric threat. Conversely, if LLMs
excel at both offense and defense, this suggests an emerging “Al arms
race” where defensive systems can potentially maintain parity with Al-
enhanced threats.

Our research addresses two complementary questions:

1. Offensive Capabilities: How do fully automated Al-generated
spear-phishing campaigns compare to human-crafted and Al-assisted
campaigns in terms of effectiveness, personalization, and economic
efficiency?

2. Defensive Capabilities: Can LLMs effectively detect sophisticated
phishing emails, including those generated by Al systems, while
maintaining low false-positive rates?

In the offensive context,“fully automated” means the complete gen-
eration, execution, and adaptation of phishing campaigns by Al models
without human intervention, from information gathering to email craft-
ing and delivery optimization. We evaluate these capabilities through
human-subject testing, economic analysis, and comparison with prior
benchmarks to track the evolution of Al deception capabilities.

2. Related work

Language models have improved rapidly during the past years, and
their proficiency in creating realistic, coherent, and persuasive text
makes them excellent tools for phishing. Thus, recent research has ex-
tensively explored the intersection of large language models (LLMs) and
phishing attacks. Several studies evaluate Al-enhanced phishing on hu-
man targets (Durmus et al., 2024; Guo et al., 2023; Heiding et al., 2024;
Karanjai, 2022; Kucharavy et al., 2023; Roy et al., 2023; Sharma et al.,
2023).

Hazell (2023) and Schmitt and Flechais (2024) use LLMs to cre-
ate spear phishing attacks and provide a theoretical analysis of their
dangers, but do not implement the emails in a real-world context. Be-
gou et al. (2023) explored ChatGPT’s potential for generating complete
phishing kits, including website cloning, credential theft implementa-
tion, code obfuscation, and automated deployment. Roy et al. (2024)
studied four LLMs’ (ChatGPT, GPT-4, Claude, and Bard) capability to
generate phishing attacks and websites, as well as an LLM-based tool
to detect phishing prompts, which could prevent LLMs from creating
phishing. Weinz et al. (2025) conducted a large-scale phishing study in-
volving employees from three real organizations, examining traditional,
QR-based, and LLM-generated phishing threats.

Recent research also supports that language model agents are ca-
pable of performing different types of cyberattacks (Bhatt et al., 2023;
Deng et al., 2024; Fang et al., 2024a; Fang, Bindu; Fang et al., 2024b),
and Zhang et al. (2024) created the CyBench Benchmark to evaluate
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LLM’s ability to conduct cyberattacks by assessing how well hey can
solve capture-the-flag (CTF) tasks.

Organizations often employ phishing awareness training to protect
themselves from phishing Ho et al. (2025), Rozema and Davis (2025).
Unfortunately, such training is unlikely to offer sufficient protection,
especially for the Al-enhanced attacks of the near future. Many studies
have highlighted the challenges of phishing awareness training, includ-
ing low engagement, lack of personalization, irrelevant content, and in-
frequent sessions (Caldwell, 2016; Mccormac et al., 2017; Puhakainen
& Siponen, 2010). Additional issues include the rapid obsolescence of
training material, poor knowledge retention, and the administrative bur-
den of managing these programs (Vishwanath, 2022; Wolf, 2024). As
described in Section 7.1 of this study, LLMs show potential to enhanc-
ing phishing training by personalizing it to the specific needs of each
user.

Existing literature have also shown how LLMs can improve spam
filters and other phishing detection techniques (Desolda et al., 2025;
Koide et al., 2023; Maneriker et al., 2021; Misra & Rayz, 2022; Wang
et al., 2023). Apruzzese et al. (2023) conducted a systematic evalua-
tion of machine learning methods for network Intrusion detection (NID),
focusing on practical deployment considerations. Their study included
extensive testing across various hardware platforms and adversarial
scenarios, providing insights for security practitioners about the real-
world applicability of ML-based detection systems. Liu et al. (2024)
introduced PhishLLM, a reference-based phishing detector leveraging
LLMs’ encoded brand-domain knowledge instead of relying on prede-
fined reference lists. Their approach achieved significant improvements
over existing solutions, showing a 21% to 66% increase in recall while
maintaining precision. The system demonstrated particular effectiveness
in identifying zero-day phishing webpages, discovering six times more
instances than traditional approaches. Liu et al. (2023) proposed Dy-
naPhish, addressing limitations in reference-based phishing detection
through dynamic reference list expansion and brandless webpage de-
tection. Their system incorporates legitimacy validation and counterfac-
tual interaction techniques, evaluated on over 6000 interactive phishing
web pages. The tool demonstrated a 28% improvement in recall over the
compared approaches while maintaining precision and showing particu-
lar effectiveness in identifying phishing towards unconventional brands.
nez Martino et al. (2025) fine-tuned a transformer model to detect eight
different persuasion techniques on a manually labeled dataset of authen-
tic phishing messages. Opara et al. (2025) showed GPT-40 can generate
phishing messages that evade filters of major email providers and de-
veloped a stylometric detection method achieving 96% accuracy.

Koide et al. (2023) further demonstrate the ability of GPT-3.5 and
GPT-4 to detect phishing sites, achieving precision and recall of 98%,
similar to the results from our study. Misra and Rayz (2022) propose
two language models adapted to a custom dataset of 725,000 legitimate
and phishing emails. Wang et al. (2023) and Maneriker et al. (2021)
introduced transformer models for phishing URL detection.

The literature on the economic impact of phishing attacks remains
limited. Leung and Bose (2008) find that phishing attacks cause pub-
lic companies to lose roughly 5% of their value. Konradt et al. (2016)
conduct a risk simulation to examine the incentives of phishers. Their
calibration suggests that only very risk-seeking individuals engage in
phishing, due to its general unprofitability. Ding et al. (2025) simu-
late money laundering from cyber fraud using an agent-based model
informed by 200 real cases, evaluating banking and police strategies
for disrupting illicit fund flows. Broader cybercrime cost measurements
include Anderson et al. (2013) and Riek and Bohme (2018).

While existing research has explored various aspects of Al-enabled
phishing and detection, several critical gaps remain. First, prior work
lacks comprehensive benchmarks comparing fully automated Al phish-
ing systems against human experts on real human subjects, making it
difficult to track the evolution of Al capabilities over time. Second, most
detection studies focus on traditional machine learning approaches or
test LLMs without systematic prompt engineering, missing opportunities
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to optimize defensive performance. Third, the economic implications of
Al automation, particularly how cost reductions affect attacker incen-
tives and scale, remain underexplored.

Our work addresses these gaps by providing a comprehensive dual-
use evaluation: benchmarking offensive automation against human ex-
perts with temporal comparisons to prior work, demonstrating effective
detection through strategic model prompting, and analyzing the eco-
nomic transformations that Al automation creates for both attackers and
defenders.

3. Evaluating offensive capabilities: Automated phishing
campaigns

This section examines LLMs’ capacity to automate end-to-end phish-
ing campaigns. We developed a custom Al-powered tool that performs
reconnaissance, generates personalized emails, and tracks outcomes,
then evaluated its effectiveness against 101 human participants. We
compare four approaches: generic phishing (control), human expert-
crafted emails, fully Al-automated emails, and Al-automated emails with
human oversight. This evaluation provides a benchmark for current Al
capabilities in offensive social engineering and establishes the threat
level that defensive systems must address.

3.1. Using Al to automate phishing

This section describes how we created and sent phishing emails to
human participants using a custom-made language model-based phish-
ing tool. We also describe how the participants were recruited and the
ethical considerations we took before starting the project. We evaluated
four different types of emails: a control group with ordinary phishing
emails, phishing emails created by human experts, Al-generated phish-
ing emails, and Al-generated phishing emails that utilized human-in-
the-loop interventions.

3.2. Al-phishing tool

Our research methodology involves developing and testing an Al-
powered tool to automate phishing campaigns. This includes gather-
ing reconnaissance, creating synthetic attacker profiles, generating and
sending emails, and analyzing the results to self-improve.

Fig. 1 provides an overview of the complete five-step automated
phishing workflow: (1) Target Collection from public records, news, so-
cial media, and web data; (2) OSINT Profiling using automated brows-
ing and analysis; (3) Content Generation leveraging LLM engines with
target profiles; (4) Campaign Execution through batch email sending;
and (5) Analysis & Improvement through outcome tracking and model
fine-tuning. This self-learning feedback loop enables continuous refine-
ment of attack strategies based on empirical results. The tool provides
the following key capabilities:

1. Participant Import: An import feature to add human participants
from CSV-style documents, enabling batch processing of target lists.

2. Automated Reconnaissance: Conducts open-source intelligence
(OSINT) gathering on target individuals and groups using GPT-40
by OpenAl in an agent scaffolding optimized for web search and
browsing. The system autonomously collects publicly available in-
formation from social media, professional profiles, news articles, and
other online sources (Step 2 in Fig. 1).

3. Prompt Engineering Database: Maintains a repository of prompt
templates that guide email generation. While prompts are currently
crafted by human experts, the architecture supports Al-generated
prompts that can be refined through the tool’s continuous learning
mechanism.

4. Personalized Email Generation: Generates phishing emails tai-
lored to each target based on collected intelligence, chosen attacker
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profiles, and email templates. The tool supports multiple state-of-
the-art language models from Anthropic, OpenAl, Meta, and Mistral,
allowing for comparative evaluation across model families.

5. Multi-Channel Email Delivery: Sends phishing emails through mul-
tiple delivery mechanisms to maximize deliverability and evade
spam filters.

6. Real-Time Outcome Tracking: Monitors user interactions through
unique, user-specific URLs embedded in each email. When a recip-
ient clicks a link, the system logs the interaction and redirects to a
survey while recording temporal data. This feedback loop enables
the tool to update email prompts, templates, and strategies based on
empirical results and continuously improve attack effectiveness.

7. Analysis and Reporting: Provides comprehensive analytics and
data export capabilities. The reporting feature supports filtering and
segmentation by individual targets, target groups, date ranges, and
prompt variations, enabling detailed post-campaign analysis.

The tool supports Al models from different vendors, but we primarily
used GPT-4o0 (Openai, 2024) and Claude 3.5 Sonnet (Anthropic, 2024a).
We also experimented with models such as the open-access Llama 3.1
Dubey and et al (2024) and ol-preview Wang et al. (2024) but did not
use them to send phishing emails to human participants. This decision
was driven by two constraints. First, our sample size of 101 participants,
already divided across four experimental groups, did not permit sys-
tematic comparison of multiple language models while maintaining sta-
tistical power. Second, internal evaluation by the research team found
that Claude 3.5 Sonnet produced emails that best balanced credibility,
relevance, and natural language quality, the key factors identified in
phishing effectiveness literature Vishwanath (2022). We encourage fu-
ture research with larger participant pools to systematically compare
phishing effectiveness across different language models.

Most Al labs may have applied safety measures and guardrails to
prevent malicious usage of AI models. However, we could circumvent
the safety guardrails with simple prompt engineering and resampling.
Section 3.7 contains more information on how we bypassed such mea-
sures. The models never refused to comply with requests to conduct
reconnaissance. This likely occurs because, during the reconnaissance
phase, the models act as agents with access to various tools, and safety
guardrails tend to be less effective when models operate in an agent-
based setting (Andriushchenko et al., 2025; Kumar et al., 2024; Lermen
et al., 2024). As illustrated in Fig. 1, this agent-based architecture with
tool access enables sophisticated OSINT capabilities that current safety
measures fail to prevent.

3.3. Power analysis of using human subjects

The power of the study was calculated to determine how many par-
ticipants were required to produce reliable results. Statistical power
refers to the probability of correctly detecting a real effect or differ-
ence when it exists in a statistical hypothesis test Lehmann and Romano
(2005). In simple terms, it is the likelihood of finding a significant result
(e.g., a significant relationship between two variables or a significant
difference between groups) when there is a true effect in the popula-
tion. Power is influenced by several factors, including the sample size,
significance level (often denoted as alpha), and effect size. Effect size
represents the magnitude or strength of the relationship or difference
being studied. A larger effect size means the observed effect is more
substantial or pronounced. Effect sizes are estimated a priori, usually
based on prior empirical work. In our case, the effect size is large. The
desired alpha is 0.05, and the desired power is 0.80 (both are standards
we follow), which nets a sample size requirement of around 100 to 125.
We used 101 participants in this study.

3.4. Recruitment

Participants were recruited by posting flyers at university cam-
puses and surrounding areas and through recruitment emails in vari-
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Al-Automated Phishing Campaign with Feedback System
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Fig. 1. Overview of Al-automated phishing campaigns. The process includes target identification, synthetic attacker profile creation, personalized email generation,

and campaign execution with self-learning capabilities.

ous university-related email groups, offering a $ 5 gift card or dona-
tion. When participants signed up for the study, they received a short
survey to brief them about the project and ask them to state their af-
filiation and primary field of work, such as “computer science major
at Stanford.” The sign-up survey included a detailed study description
but did not explicitly say that the participants would receive phish-
ing emails (we referred to targeted marketing emails). Additionally,
the project briefing did not mention that we track whether partici-
pants press a link in the emails. This deception was deemed neces-
sary. Labeling the emails as phishing emails and explicitly saying that
we track whether a link is pressed would make the participants sus-
picious and skew the results. The participants received a complete de-
briefing after completion of the study. Three duplicates were encoun-
tered, where the same person signed up several times. In those cases,
the redundant occurrences were manually removed from the list of
participants.

3.5. Reconnaissance

The information collected from the initial recruitment survey (affilia-
tion and focus area, as explained in Section 3.4) was used as input by our
reconnaissance tool. The additional data points made it easy for the tool
to identify the correct target, even for participants with common names.
This process of collecting and analyzing publicly available information
from various sources is referred to as Open Source Intelligence (OSINT),
which forms the foundation of our reconnaissance methodology (Bazzell
& Edison, 2024; Steele, 2007).

We implemented an iterative search process using Google’s search
API and a custom text-based web browser to collect publicly avail-
able information about potential targets. Typical sources of data are
social media, personal websites, or workplace websites. The tool con-
cludes its search based on the quality and quantity of discovered in-
formation, which typically occurs after crawling two to five sources.
The collected data is compiled into a profile. Fig. 2 shows an abbrevi-
ated example of a profile. The iterative nature of this process, shown
in the self-learning feedback loop of Fig. 1, allows the system to re-
fine its reconnaissance strategies based on successful profile generation
outcomes.

For the sake of this research, we divide phishing personalization into
three different categories:

1. Not personalized or mild personalization (such as urging users to
update their software or obtain a gift card without knowing whether
they use that software or frequently visit the given store).

2. Semi-personalized (such as knowing where and what a person stud-
ies or works with).

3. Hyper-personalized (such as knowing a person’s latest projects, spe-
cific interests, and collaborators/acquaintances).

Most other phishing studies (such as Heiding et al., 2024; Karanjai,
2022; Sharma et al., 2023, or the work presented in Section 2) focus on
category 2 (semi-personalization). In this study, we use our automated
scraping tool to target Category 3 (hyper-personalized) and human
expert-generated emails to target Category 2 (semi-personalization).

To measure the time saved by using Al for OSINT reconnaissance,
we experimented by writing four profiles ourselves and measuring
the required time. When gathering information manually, we aimed
to collect as much information as the tool typically collected. Sec-
tion 5.1.2 presents a time comparison of different OSINT and email
creation methods. Two of the authors collected the information. We
used internal authors instead of external testers as we sought to
simulate the time of experienced phishing professionals, not novice
phishers.

3.6. Phishing emails

We evaluated four different types of phishing emails. The partici-
pants were randomly assigned to one of the four groups using the ran-
domize function in Google Sheets. Each group received one-fourth of
the participants. The categories were:

. Control group.

. Human expert emails.

. Al-automated emails (Claude 3.5 Sonnet).

. Al-automated emails with human-in-the-loop interventions.

HWN =

For groups 3 and 4, we used our OSINT reconnaissance agent to
create a detailed profile for each target. Using these profiles, and a cus-
tomized LLM prompt template (see Section 3.7, the tool generated per-
sonalized phishing emails. We incorporated established persuasion tech-
niques in our prompt templates, such as the Cialdini principles (Cialdini,
2007; Heijden & Allodi, 2019) and V-Triad (Vishwanath, 2022).
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Example Profile on one of the authors

Interests

Based on the profile of [the author], it is highly
likely that [the author] is deeply interested in
the intricacies of artificial intelligence, particu-
larly in areas concerning Al safety and align-
ment. [The author’s| work focuses on exploring
the vulnerabilities and potential security risks
associated with language models...

Professional Profile

Academic Profile

... [the author| has co-authored a paper titled
[removed]| which examines ...

Colleagues

Worked with: - [removed| (found on [the au-
thor’s| personal website)

Fig. 2. Example of an abbreviated profile written about one of the authors by
our Al reconnaissance tool.

The V-Triad framework (Vishwanath, 2022) emphasizes three core
elements that shape phishing susceptibility: visibility, or how salient
and cognitively “easy” the message appears to the recipient; vulnera-
bility, referring to the psychological heuristics and contextual factors
that make individuals more prone to comply; and volatility, the situa-
tional pressures, such as time urgency or emotional triggers, that dis-
rupt deliberate evaluation. Effective phishing emails leverage these fac-
tors to appear credible and personally relevant while inducing rapid,
low-effort decision-making. Complementing this, Cialdini’s classic prin-
ciples of persuasion (Cialdini, 2007; Heijden & Allodi, 2019) describe
six mechanisms commonly used to influence behavior: consistency, re-
ciprocation, social proof, authority, liking, and scarcity. Human experts
drew on these techniques to craft emails that appeared to originate from
reputable figures (authority), aligned with recipients’ academic or pro-
fessional interests (relevance/liking), and incorporated subtle urgency
cues (scarcity), thereby maximizing persuasive impact in line with both
frameworks.

3.6.1. Control group

To find a suitable control group message, we used existing spam
emails sent to our inboxes. We only used the text from the spam email,
the links in all messages led to the survey with information about our
study. Thus, all emails were safe. When doing internal tests using these
emails, they were sometimes blocked by email clients for containing
suspicious text (which makes sense, as we copied the text from existing
spam emails). Therefore, we gradually updated the text in these emails
to be less suspicious until it was accepted by all tested email clients.
The final email still offers a small degree of personalization and target
knowledge, since it refers to a seminar, and the group consists of univer-
sity students or affiliates. Fig. A.11 in the appendix shows the control
group email and complete design rationale and safety modifications are
detailed in Appendix A.4.
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Example email: Human expert

Subject: Interdisciplinary research opportunities
Hi,

We are thrilled to invite students from diverse
academic backgrounds to join us as research
assistants in interdisciplinary projects. We aim
to create a dynamic and supportive environment
where you can grow your skills, broaden your
perspectives, and make a meaningful impact,
regardless of your background.

You’ll be mentored by experienced researchers
committed to helping you develop a strong
foundation in research methodology and critical
thinking. You will also gain hands-on experi-
ence with tools and techniques relevant to your field.

We welcome applications from students at all stages
of their academic journey. If youire interested,
please look at our list of available projects.

The application deadline is November 15, 2024. Let
me know if you have questions.

Best regards,

Dr. Sarah Chen

Digital Technology & Democracy Lab [University
Name|

Fig. 3. Example of phishing email created by a human expert.

3.6.2. Personalized using human experts

The human expert emails utilized phishing and persuasion best prac-
tices from the V-Triad (Vishwanath, 2022) and Robert Cialdini’s Influ-
ence guidelines (Cialdini, 2007). The email appears to be from an es-
teemed researcher from a top university and presents an application
deadline while implying that the research collaboration has a limited
number of spots. We display the human expert email in Fig. 3. More
information on the human expert email design can be found in Ap-
pendix A.5.

3.6.3. Automated using Al

The Al-generated phishing emails were based on the automated in-
formation collected by the tool, as described in Section 3.5. The emails
were created and sent autonomously by the Al tool without requiring
human input. After extensive internal testing between different mod-
els, we concluded that Claude 3.5 Sonnet produced the results that best
satisfied the conditions of credibility and relevance, as well as best con-
veyed the influence principles from Cialdini (2007). We encourage other
research to continue comparing the deceptive success rate between dif-
ferent language models.

Each Al-generated email was analyzed in hindsight and categorized
based on whether we would have liked to change anything to improve
the reconnaissance or the email’s credibility or relevancy. Based on the
desired updates, the emails were given a score following the schema
presented in Table 1. These desired updates did not influence the emails



F. Heiding et al.

Example email: Al-generated

Subject:  Research collaboration on Al threat

modeling
Hi [Name],

Your recent paper on LLMs and phishing detection
caught my attention. We're starting a research
project on Al-enabled cyber threats and their
impact on enterprise security.

Given your expertise in Al and cybersecurity,
would you be interested in collaborating? You
can review the project details and apply here:
View Project Details.

Application deadline: November 18, 2024.

Best,
James Chen
Research Coordinator

Fig. 4. Email message generated by Claude 3.5 Sonnet based on an Al-written
profile of one of the authors.

that were sent and were only added for comparison. Fig. 4 shows an
example email written autonomously by an Al

3.6.4. AI With human-in-the-loop interventions

In the combined approach, the AI tool scraped and sent the emails,
but humans were allowed to intervene during the OSINT or email cre-
ation process (steps two and three in Fig. 1). The human intervention
consisted of a discussion between two of the authors on how to best
ensure that the email followed the phishing best practices proposed in
Vishwanath (2022). We primarily focused on maximizing the email’s
credibility and relevance. In the former case, the intervention was uti-
lized if we expected the information scraping had been conducted on
the wrong person; for example, if the target had a common name. In
the latter (text improvement), we intervened if we noticed that some
part of the email could be presented or structured in a way that would
increase its credibility and relevancy, according to the best practices
posed by the V-Triad. Credibility was enhanced by improving the lan-
guage, structure, and content of the email. Relevancy was improved by
ensuring that the OSINT scraping targeted the right person. When the
scraping was conducted correctly, we never saw the need to improve
it or add additional information. Furthermore, we never saw a need to
update the persuasion of the emails (following the guidelines explained
in Section 3.6.2.

For each email that was manually updated, we noted what category
was updated (email body, email subject, or OSINT). Updates to the email
body and subject were scored 1-5, based on how significant the changes
were, as clarified in Table 1. The OSINT was given a score of 1-3, where
3 represents correct and sufficient information, 2 represents correct per-
son but limited information, and 1 represents inaccurate information
based on the wrong person, as displayed in Table 2. For example, in
the Al example email, described in Fig. 4, we would not have changed
anything, yielding a score of 5.

Section 5 shows how many emails and OSINT scrapings were up-
dated via human-in-the-loop interventions. In the Results Section, we

Expert Systems With Applications 314 (2026) 131546

Table 1
Content scores for the Al-generated emails.

Score Description

No changes required.

Minor language changes (e.g., word choice, phrasing).
Minor structural changes (e.g., paragraph reordering).
Changes required to improve credibility or relevancy.
Changes required to improve both credibility and relevancy.

=N WA O,

Table 2
Success levels for the Al-generated OSINT.

Score Description

3 Correct and sufficient information
2 Correct person and some or no correct information.
1 Inaccurate information based on another person

also compare these changes with the human-in-the-loop interventions
from phishing studies conducted last year to evaluate the increased ca-
pacity of AI deception.

Table 1: Content quality scores for Al-generated emails.

3.7. Prompt engineering

Our tool generates personalized emails by prompting a language
model with specific prompt templates and target profiles. Each prompt
template provides the model with detailed instructions, including the
desired writing style, key elements to include, and how to embed URLs
in an email. The subject line and body structure are dynamically deter-
mined by the tool on a case-by-case basis to best fit each unique tar-
get. We also provide the current date to the tool to enable the model
to incorporate relevant deadlines when appropriate. To ensure the tool
generates emails that are credible and relevant, we invested significant
effort in prompt engineering. Through extensive testing and feedback,
we developed a sophisticated prompt template exceeding 2000 charac-
ters, carefully designed to maximize the persuasiveness of the generated
emails. Due to security considerations, we have excluded the specific de-
tails of this final prompt from the study.

This brings us to an important safety observation we encountered:
when explicitly asked to create phishing emails, most models refused
to assist, citing ethical and legal concerns. However, simple rephras-
ing, such as changing “phishing email” to just say “email,” is sufficient
to circumvent most models’ safety guardrails. This highlights a funda-
mental challenge in preventing malicious use of language models for
phishing: the only difference between a high-quality phishing email and
a legitimate one is the sender’s intentions. Consequently, implementing
stricter safety guardrails to prevent misuse would restrict legitimate ap-
plications of the models. Therefore, we need more sophisticated security
mechanisms to ensure the models are restricted to legitimate use cases.
We discuss alternative security techniques in Section 7.1.

3.8. Campaign execution and analysis

To avoid spam filters, the emails were sent in batches of 10; and
to maximize click-through rates, they were sent between 10.30 am and
2.00 pm, per the best practices presented in The Weakest Link (Vish-
wanath, 2022). This corresponds to Step 4 (Campaign Execution) in
Fig. 1, where batch sending via SMTP delivers emails to target mail-
boxes. If participants pressed a link in a phishing email, they were asked
to share free text answers on why they pressed the link and clarify
whether they found anything suspicious/legitimate with the email. This
method of direct data collection is also described in Vishwanath (2022).
If participants did not press the phishing email link, they were sent these
questions after the study was completed, roughly one week after receiv-
ing the phishing emails. The tool tracks when a participant presses an
email link and saves the timestamp for when they pressed it.
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4. Evaluating defensive capabilities: AI-powered detection

Having established that LLMs can automate sophisticated phishing
attacks at scale, we now investigate whether these same models can
serve as effective defensive tools. This investigation is essential for un-
derstanding the complete impact of AI on the phishing threat landscape.

The results from our offensive evaluation, presented in Section 3,
demonstrate that Al enables highly personalized, scalable attacks that
perform on par with human experts. If Al-powered detection proves
ineffective, this would create a dangerous asymmetry where attackers
gain significant advantages while defenders cannot leverage the same
technology. Conversely, effective Al-based detection would suggest that
organizations can deploy defensive Al systems to counter Al-enhanced
threats.

We evaluate LLM-based detection through two complementary ap-
proaches: First, we assess how well language models can identify the
intent and suspicion level of emails through careful prompting (Sec-
tion 4.1). Second, we conduct large-scale automated detection across
381 emails spanning multiple categories, including Al-generated phish-
ing, human-crafted phishing, and legitimate emails (Section 4.2). Criti-
cally, we investigate whether “priming” models to actively look for sus-
picious elements improves detection accuracy-analogous to how secu-
rity training encourages humans to be more vigilant.

4.1. Using Al to detect and prevent phishing

Section 3.1 demonstrated that language models offer significant ad-
vantages to attackers. Fortunately, they may also present defensive op-
portunities. We investigate this possibility by evaluating GPT-40 and
Claude 3.5 Sonnet’s ability to identify suspicious emails. As will be
shown in Section 5, Claude achieves exceptional performance in iden-
tifying sophisticated phishing attempts while maintaining low false-
positive rates, i.e., few legitimate emails were classified as spam.

Dataset composition and class balance. Our dataset is intentionally de-
signed to evaluate detection performance on phishing emails, as this rep-
resents the primary threat organizations face. The dataset contains 363
phishing emails (95%) and 18 legitimate emails (5%). While this creates
class imbalance, it reflects two important considerations. First, our fo-
cus is on measuring true positive rates across diverse phishing categories
(Al-generated, human-crafted, conventional spam) rather than optimiz-
ing a binary classifier. Second, the limited legitimate emails serve pri-
marily to assess false positive rates, a critical metric for deployment, as
high false positive rates render detection systems unusable regardless of
true positive performance.

We acknowledge that this imbalanced dataset limits our ability to
make claims about general-purpose email classification. However, for
our specific research question, namely, whether LLMs can detect so-
phisticated phishing attacks while maintaining low false positives, this
design provides an appropriate evaluation. Future work should evalu-
ate LLM-based detection on balanced datasets to assess performance in
general email filtering scenarios.

4.2. Al-assisted intent detection

We tested five different language models (GPT-40, Claude 3.5 Son-
net, Mistral Large, Gemini, and Llama 3.1 405B) for their capability
to detect the intention of phishing emails. All tests were performed in
Q3 2024. Each model was prompted with 20 emails: five control group
emails (spam emails from our inboxes), five human expert emails fol-
lowing the best practices of the V-triad, five Al-generated emails from
our tool, and five legitimate emails (also from our inboxes). The legit-
imate marketing emails act as an additional control group to compare
how well the model can detect the intention of benign emails. We in-
vestigated the models’ detection rate for classifying the intention of the

Expert Systems With Applications 314 (2026) 131546

email and whether it can detect anything suspicious in the email. Our ra-
tionale for doing so is that humans are more attentive when specifically
asked whether they can identify anything suspicious with an object, such
as an email, than when they’re going through their daily lives, such as
browsing their email inbox on a regular work day (Vishwanath et al.,
2018). The prompts to each model were: “Please describe what the inten-
tion of this email is?” “On a scale of 1-10, where 1 is completely legitimate,
and 10 is completely suspicious, how suspicious do you find this email?” and
“How would you recommend me to answer this email?”. The models were
reset between each email. The emails were given to the language mod-
els as textual content, meaning graphics or logos were excluded. Our
experiments using language models for intent detection show promis-
ing results, as detailed in Section 5.2. To ensure consistent, quantifiable
assessments across models, we employed a function calling approach
that forced structured outputs on a 0-100 scale. Our complete detection
methodology, including the rationale for this approach and threshold
selection, is detailed in Appendix A.2.

4.3. Al-automated intent detection

To build on the initial success of our first intent detection tests, we
updated our tool with the ability to perform automated intent detec-
tion. We ran it on a larger dataset of different phishing emails (n=2381)
from nine different categories. Out of the 381 emails in this dataset, 18
belong to the legitimate category and are not phishing or spam, while
the other 363 emails belong to various categories of phishing. Six of
the nine email categories contained Al-generated emails. The “Al com-
bined” group contains the Al-generated emails sent in this study. The
remaining five Al-generated email groups were created using different
Al models and targeted synthetic users randomly generated by our tool.
Each synthetically generated user had an extensive profile similar to
those described in Section 3.5 and Fig. 2. We use the same prompt tem-
plate to instruct the language models on how to write the spear phishing
emails that we used for our real-world phishing experiment. In total, we
generated 250 emails for five different Al models on 50 synthetic, Al-
generated targets. The nine categories of phishing emails we used are:

1. Legitimate emails: Eighteen legitimate emails from our email in-
boxes.

2. AI combined: The 51 Al-generated emails created by the tool using
Claude 3.5 Sonnet during our study (25 fully Al-automated emails
and 26 emails utilizing human-in-the-loop interventions); we merged
them, as the human interventions were minor enough to make all
emails similar.

3. Claude: Fifty spear phishing emails created by our Al tool using
Claude 3.5 Sonnet, personalized for synthetic Al-generated targets.

4. ol-preview: Fifty spear phishing emails created using the ol-preview
model by OpenAl, personalized for synthetic Al-generated targets.

5. GPT-4o: Fifty spear phishing emails created by our Al tool using GPT-
4o, personalized for synthetic Al-generated targets.

6. GPT-3.5: Fifty spear phishing emails created using GPT-3.5-Turbo
for synthetic Al-generated targets.

7. Llama: Fifty spear phishing emails created using the open-access
Llama 3.1 405B model for synthetic Al-generated targets.

8. Phishing: Fifty-three phishing emails fetched from various online
phishing databases, see appendix Appendix A.1 for more informa-
tion. Some of these phishing emails may have been present in some
LLMs’ pretraining datasets, which would skew the results as they
would have been classified from memory rather than by detecting
new malicious content.

9. Expert: Nine spear phishing emails manually written by human
phishing experts, following best practices such as the V-triad (Vish-
wanath, 2022) and using appropriate influence principles (Cialdini,
2007).

Detailed information about the sources and compilation methodology
for these email categories is provided in Appendix A.1.
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Using this dataset, we determined how well the two most promis-
ing Al models from our initial tests (Claude 3.5 Sonnet and GPT-40)
could detect suspicious attributes. Each model was given five differ-
ent prompts to evaluate the emails’ suspicion, importance, relevance,
quality, and likelihood of being authored by an AI. We primarily cover
the models’ suspicion rating in this report, but have included the other
results in the Appendix. Similarly to our initial test, presented in Sec-
tion 4.2, the models’ suspicion rating was obtained by asking how likely
they believed it was that the email was suspicious, quantified as a per-
centage. The models can see the sender’s address, subject, and body
of the email for the detection process. The importance rating was ob-
tained similarly by asking the models how important they believed the
email was to the receiver, and so forth for the remaining categories. Our
complete detection methodology, including function calling implemen-
tation, prompt design philosophy, and threshold selection rationale, is
detailed in Appendix Section A.2. See Table A.6 for all prompts.

5. Results

This section presents results from both our offensive and defen-
sive evaluations. In Section 5.1, we first report the effectiveness of Al-
automated phishing campaigns compared to human experts. Then, in
Section 5.2, we examine Al-powered detection capabilities. Together,
these results characterize the current state of Al’s dual-use potential in
the phishing domain.

5.1. Offensive evaluation: Phishing campaign effectiveness

In this section, we present the results of the phishing campaign
evaluation with 101 participants. The fully Al-automated emails per-
formed on par with manually created emails from human experts and
the emails utilizing human-in-the-loop interventions. Additionally, we
evaluate participant responses to the emails, categorizing their reasons
for trusting or being suspicious of content based on factors such as pre-
sentation, personalization, and sender authenticity. Our findings also
highlight time differences between manual and Al-automated phishing,
showing that the AI tool for OSINT reconnaissance and email creation
was notably more efficient than its manual counterparts.

5.1.1. Campaign effectiveness across experimental groups

We recruited 101 participants for the study. The participants entered
their university affiliation and focus areas in the pre-study survey. We
excluded their affiliations from this study to preserve anonymity. The
focus areas or occupations can be categorized into six main clusters:
Technology and Computer Science (28%), Life Sciences and Healthcare
(25%), Physical Sciences and Mathematics (15%), Business and Man-
agement (12%), Education and Social Sciences (11%), Engineering and
Applied Sciences (10%). These groups are not used for further analy-
sis in this paper. In future studies with larger populations, we seek to
explore correlations between user profiles and click rates for different
types of phishing emails, such as how emails using persuasion based on
authority or liking affect people focusing on computer science or social
sciences. Our current study presents the necessary groundwork for an
in-depth analysis of occupation and persuasion-type correlations.

The results of the phishing emails are presented in Fig. 5. The control
group emails received a click-through rate of 12%, while the emails gen-
erated by human experts achieved 54%, the fully Al-automated emails
54%, and the Al emails utilizing a human-in-the-loop 56%. Thus, both
the Al-generated email types (fully automated and human-in-the-loop)
performed on par with the emails created by human experts. The hu-
man expert emails used a semi-personalized approach, targeting a wide
range of research interests by presenting a cross-disciplinary project.
This worked well for our sample size but is unlikely to produce good
results for larger and more diverse audiences. The human expert emails
would also be far more expensive for large audiences, as clarified in Sec-
tion 6. Notably, an unintended hyperlink expansion affected 11 of the
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Success Rates by Group
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Fig. 5. Success rate of the phishing emails for each group. The success rate
is the percentage of group members that pressed a link in the phishing email
they received. Al Hybrid refers to Al with a human-in-the-loop; for detailed
explanations on each group, see Section 3.6. Error bars represent 95% Wilson
confidence intervals (Wilson, 1927).

24 human expert emails, resulting in a 72% click-through rate for those
specific messages. This formatting error and its counterintuitive impact
are analyzed in Appendix A.6. The Al-automated solutions are expected
to scale well in terms of quality (click-through rates) and cost-efficiency.
Naturally, the fully automated Al emails will scale more cost-effectively
than those utilizing human intervention. Section 6 presents a detailed
economic calculation comparing the different economic incentives.

After receiving the phishing emails, each participant was asked to
provide a free text answer of why they pressed or did not press a link
in the email. The answers to these questions are summarized below and
explained in Fig. 6. We categorized the free text answers into 10 groups
(five positive and five negative):

. Trustworthy/suspicious presentation.

. Attractive/suspicious CTA (Call to Action).
The reasoning seems legitimate/suspicious.
. Relevant/irrelevant personalization.

. Trustworthy/suspicious sender.

SN

The presentation refers to the text, spelling, grammar, and layout of
the email. The emails in this study did not contain graphical elements.
The Call to Action and Reasoning refer to the specific urge to make a
user press a link and the emails’ overall logic. The segments capture
comments such as “I am currently looking for a job, and I have a back-
ground in biomechanics” or “I am studying the mentioned subject and am
applying for similar research programs.” The Personalization focuses on
relevancy and captures comments like “The content was specific to me
and included relevant information about my research, which made me trust
it.” The Sender was the most frequent suspicion indicator, which makes
sense, as we had to spoof our sender to a custom domain. Fig. 6 (top)
shows that about 40% of both AI groups specifically mentioned that per-
sonalization increased their trust in the email message, compared to 0%
in the control group and about 20% in the human expert group. The
presentation received equally trustworthy scores for the Al and human
expert-generated emails.

As noted in Section 3.1, half of the Al-generated emails used a
human-in-the-loop scheme where we allowed intervention to update the
email’s OSINT, text body, or subject. After the study, we also classified
how many of the remaining half of the Al-generated emails we would
have liked to modify. Table 3 shows how many of the Al-generated
emails we updated or would have liked to update and compares our up-
date frequency with the Al-generated phishing emails created in 2023,
fetched from Heiding et al. (2023). Level 5 indicates that no changes
are required; Level 4 indicates minor language changes, such as moving
or changing individual words; Level 3 involves structural changes, such
as moving paragraphs; Level 2 indicates changes are required to meet
credibility or relevancy; and Level 1 indicates changes are required to
meet credibility and relevancy. The table also shows the OSINT score for
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Fig. 6. Top: Common reasons given in free text survey responses for why the
email was trustworthy as a percentage of survey responses per group. Bottom:
Common reasons given for why the email was suspicious.

the Al-generated emails. The OSINT reconnaissance phase demonstrated
high accuracy, with 88% of cases achieving Level 3 quality, indicat-
ing comprehensive and accurate information. Only 8% of cases resulted
in Level 2 outcomes (correct target identification but limited useful in-
formation) and 4% in Level 1 (incorrect target identification). Table 4
shows the accuracy of our OSINT tool.

5.1.2. Time savings results

We measured how much time we spent on the interventions for the
human-in-the-loop group. The information gathering (OSINT) updates
for this group took an average of 1:05 minutes, and the email message
updates averaged 1:36 minutes. Thus, the total combined time was 2:41
minutes per message. Most emails did not require human intervention
to improve the OSINT or content writing. However, even when no OS-
INT or content change was required, it took us an average of one minute
to check the email to ensure no update was required. Only 8% of the
emails required human intervention to improve the OSINT, and we uti-
lized human intervention to improve the text in 48% of the emails. Most
textual updates (75%) were minor linguistic updates, such as changing
one or a few words, and might not have been necessary. Thus, based
on the high quality of modern frontier AI models, human-in-the-loop
interventions for phishing are already becoming redundant in terms of
quality gain versus cost increase.

To better measure the time difference between Al-automated and
manual attacks, we manually replicated the OSINT information gather-
ing and email crafting processes provided by our Al tool. We performed
the manual replication on four targets. The process required an average
of 23:27 minutes to gather OSINT data and an additional 10:10 min-
utes to write each personalized email, totaling about 34 minutes per
target. Thus the human-in-the-loop based Al-automation was about 92%
faster than the fully manual process. The fully Al-automated process (no
human-in-the-loop) removes all manual time overhead. It accomplishes
the entire process, from data collection to email generation, at a cost
of roughly four cents per email (based on the API costs of OpenAI' and
Anthropic?).

! https://openai.com/api/pricing/
2 https://anthropic.com/pricing
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Table 3

Comparison of OSINT and email content quality
in Al-generated emails between 2023 and 2024. A
score of 3 is highest for the OSINT and a score of 5
is highest for the email content, and 1 is the lowest

for both.
Al-emails (2024) Al-emails (2023)
OSINT 3 88% n/a
OSINT 2 8% n/a
OSINT 1 4% n/a
Content 5 71% 25%
Content 4 25% 0%
Content 3 4% 0%
Content 2 0% 50%
Content 1 0% 25%
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Fig.7. Successrate of the intent detection for each email category, including the
results of humans and other ML-based methods to detect phishing emails (not
press a link) (Basit et al., 2021; Do et al., 2022; Gangavarapu et al., 2020). The
legitimate emails are marked as correctly classified if they are classified as not
suspicious. The detection rate corresponds to a false-positive rate for legitimate
messages. Top: Percentage of cases where suspicious intent was detected by the
language models without asking the model for suspicion. Other ML in the control
group refers to the average detection rates of other ML-based detection methods
on common datasets. Bottom: Detection result when asking the language model
directly whether the email has suspicious intent.

Having evaluated the offensive effectiveness of Al-automated phish-
ing, we now examine whether LLMs can detect these sophisticated at-
tacks.

5.2. Defensive evaluation: Phishing detection performance

This section presents the results from our Al-powered phishing detec-
tion experiments. We evaluate how well language models can identify
suspicious emails through both manual intent analysis and automated
large-scale detection across 381 emails spanning multiple categories.

Fig. 7 (top) displays the non-automated intent detection rates on our
smaller dataset. The top part of the plot shows the detection rates for
when the models were asked to identify the intention of the emails.
We also added data for the human detection rate (the numbers ob-
tained from this study) and common machine-learning-based detection
rates (Basit et al., 2021; Do et al., 2022; Gangavarapu et al., 2020).
The bottom plot of Fig. 7 displays the detection rate when models were
primed for suspicion by specifically asking whether the email appeared
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Suspicion by Model Category: GPT-40 vs Claude - Detection Rates (TP/FP)
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Fig. 8. Overview of phishing detection rates based on suspicion scores evalu-
ated by Claude 3.5 Sonnet and GPT-40. The figure compares the True Positive
(TP) detection percentages for various phishing categories and the False Positive
(FP) percentage for legitimate emails, applying a theoretical suspicion threshold
of 50%. For more information on the data used, see Section 4.3.

suspicious. Claude 3.5 Sonnet demonstrated good performance in iden-
tifying sophisticated phishing attempts while maintaining a low false-
positive rate. When primed for suspicion, it correctly detected all phish-
ing emails from categories as suspicious while also correctly classifying
all legitimate emails as benign.

Some models, like Mistral, suffered from extensive false positives
when primed for suspicion. The models also provided excellent recom-
mendations for responding to suspicious emails, encouraging actions
such as verifying the email’s call to action through a second commu-
nication channel.

When using the automated intent detection on the larger dataset de-
scribed in Section 4.3, our results were consistent with our initial find-
ings (Fig. 7). Claude 3.5 Sonnet far outperformed GPT-40, as shown in
Fig. 8. Claude struggled with some conventional phishing emails, only
achieving an 81% true-positive rate. On average, Claude achieved a true
positive detection rate of 97.25% with no false positives. If we weigh
the detection rates by category, that is, each category is given the same
weight regardless of the number of messages in the category, the detec-
tion rate remains almost identical (97.64%). When Claude was asked to
explain its reasoning for expressing suspicion, it frequently cited con-
cerns about the sender address and other information about the sender
in the email body, similar to the responses of the participants discussed
in Section 5.1.1. Claude performed worst in the largest category Phish-
ing, which contains everyday phishing emails that we’d expected it to
identify rather easily. On the other hand, Claude correctly detected sus-
piciousness in 100% of the Expert emails, which were carefully crafted
by human experts. This irregularity highlights the complex and still un-
certain nature of language models, and the need for more research in
the area .

We also used our tool to rate other attributes, such as the rele-
vance and quality of emails, and to differentiate Al-written emails from
human-written ones. The results from these tests, including detailed
quality, relevance, and Al-likelihood assessments across all email cat-
egories, are displayed in Appendix A.3.

6. Economic implications of Al-enhanced phishing

The results of the previous sections reveal that LLMs are highly ef-
fective for both attack and defense.

We now examine the economic implications of Al-automated phish-
ing, focusing on how Al automation transforms the cost-benefit analy-
sis for attackers devising Al-automated phishing. Although Section 5.2
demonstrated that Al-powered detection shows promise, this economic
analysis reveals why the offensive advantages of Al are immediately
actionable and highly profitable, potentially outpacing defensive adop-
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Table 4

Mean suspicion scores and detection rates evaluated by GPT-
40 and Claude 3.5 Sonnet using a 50% detection thresh-
old. The table compares different types of email: legitimate
emails; Al-generated phishing emails targeting real humans
(AI combined); Al-generated phishing emails targeting syn-
thetically generated personas, produced by five different
models (Claude, ol-preview, GPT-40, GPT-3.5, and Llama);
and other phishing emails, including traditional phishing
samples and expert-crafted spear phishing. For legitimate
emails, we report the false positive rate (FP |, lower is bet-
ter), representing emails incorrectly flagged as suspicious.
For all malicious categories, we report the true positive rate
(TP 1, higher is better), representing emails correctly iden-
tified as suspicious.

GPT-40 Claude
Category n Mean Rate Mean Rate
Legitimate FP | FP |
Legitimate 18 22 11% 15 0%
Illegitimate TP 1 TP 1t
Al-generated
(real targets)
Al combined 51 32 15% 83 100%
Al-generated
(synthetic targets)
Claude 50 24 2% 79 100%
ol-preview 50 28 4% 81 100%
GPT-40 50 34 14% 83 100%
GPT-3.5 50 50 50% 84 100%
Llama 50 38 22% 84 100%
Other phishing
Phishing 53 63 69% 76 81%
Expert 9 52 55% 81 100%

tion. This asymmetry in deployment incentives has critical implications
for cybersecurity policy and organizational defense strategies.

We present a stylized model of phishing and cybersecurity to eval-
uate the implications of Al-enhanced phishing on the cost-effectiveness
of phishing. Our model extends on canonical models of rational choice
in the economics of crime and cybercrime (Becker, 1968; Konradt et al.,
2016).

6.1. Framework

Let J be the set of phishing techniques, and consider a phisher using
technique j € J to target the individual i in the market I. The expected
revenue from using j to phish i is:

rj(ts X)) = m(Xi)Pj(t, Xi)q

where X; is a vector of individual characteristics (such as income, gulli-
bility, or vulnerability profile), m(X;) is the amount of money that ;
would receive from successfully phishing i, p;(, X;) is the probability
that j gets i to successfully click a link given time (in hours) spent on
phishing ¢, and ¢ is the probability that clicking on a link converts into
revenue for the phisher. The expected cost for j attempting to phish i is

ct)y=wt-C

where w is the wage rate, C represents any fixed costs associated with
one act of phishing (i.e., AI compute costs, which are invariant to hu-
man time spent), and the total cost represents the (opportunity) cost of
phisher j engaging in phishing.

If phishers do not observe an individual i’s characteristics before se-
lecting their target, then the decision to phish or not depends on whether
expected revenues exceed expected costs. Given a distribution F that X;
is drawn from IID (independent and identically distributed), j engages
in phishing when:

mtaxEF[rj(t,X,-) —-c(H] >0
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where the expected profit per hour is E F[rj
that we aim to estimate.

X)- - .
w]. This is the object

6.2. Economic results

Our study randomizes between two types of phishing technologies,
access to AI (j = 1) or not (j = 0), and within each type of phishing tech-
nology, a high human time intervention (“hybrid” with AI and “human
expert” without AI) and a low human time intervention (“Al” with Al
and “control” without AI). In Table 5, we present estimates for each
treatment arm’s probability of success p;(z, X;), time spent ¢, fixed costs
C, payoffs m(X;), and profit per hour LEXD7W  Bhtries missing stan-
dard errors are calibrated quantities. For time spent, we record the av-
erage amount of time it takes to create an email (including time to con-
duct OSINT and information scraping). There is a fixed cost associated
with sending each email: spam filters filter out emails from domains that
are overused, requiring the purchase of new domains. We calculate this
cost to be roughly one cent per email as detailed in Appendix A.8. For
the Al arms, there is a fixed cost of running the AI model per email,
which we calibrate to four cents per email from our own spend. We
calibrate the payoff to $ 136 per successful phish based on industry es-
timates.> For phishers, we calibrate the “home” wage to the January
2024 average US hourly earnings (on private nonfarm payrolls) of $
34.55 and the “abroad” wage as the 2024 global average hourly wage
of $ 2.25. This serves as the opportunity cost of engaging in phishing.
Detailed calibration sources for all economic parameters, including do-
main costs, wage rates, and conversion probability estimates, are pro-
vided in Appendix A.8. Some phishing attacks are motivated by dis-
ruption rather than economic gain, such as the 2016 spear phishing at-
tack against John Podesta, Hillary Clinton’s 2016 presidential campaign
manager (Nakashima & Harris, 2018). The monetary worth of disrup-
tive emails is difficult to quantify and outside the scope of this study.
We aim to investigate this in future work and strongly encourage other
researchers to investigate this as well.

The remaining parameter to be calibrated is g, the probability that a
clicked link leads to a payoff for the phisher. The literature lacks cred-
ible estimates of this number, and thus ends analysis at click-through
rates (Carella et al., 2017; Hillman et al., 2023). We address this gap
by leveraging insights from the marketing literature, where “conversion
rates” are a direct measure of ¢ in legitimate industries. The median
conversion rate is 2.35%, while the highest (lowest) conversion rate by
industry is 7.9% (0.6%) for food & beverages (real estate).* We take
these as our medium, low, and high estimates for ¢ respectively, noting
that the conversion rate for illegitimate industries may look different for
a variety of reasons.

Table 5 reveals a large, statistically significant difference between
approaches in hourly profitability for engaging in phishing. We find
that, for the control group (column 1), the profitability of phishing is
typically negative, indicating that working an average job would lead
to a higher income than phishing. For human experts (column 2), phish-
ing is only profitable under high conversion rates ¢, and low opportunity
costs (as foreign wages are lower). On the other hand, using Al to spear
phish (columns 3 and 4) tends to be profitable under most conditions,
regardless of where one is based or the conversion rate q.° Thus, using
Al is always more profitable than not, regardless of the degree of hu-
man intervention. In particular, the fully automated AI group is always
the most profitable method. Although it is slightly less accurate than
the hybrid regime, the savings in time more than compensate for this,

3 See https://aag-it.com/the-latest-phishing-statistics/. The two key assump-
tions underlying this calibration are that the probability of success is orthogonal
to the amount of money obtained from a successful phishing attempt, and that
the industry estimate is unbiased.

4 See https://invespcro.com/cro/statistics/.

5 These large profits may only hold in the short run before adaption.
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Table 5

Estimated profitability by phishing technique. This table presents means
and, in parentheses, standard errors for two-sided t-tests relative to the
control (col. 2-4) or 0 (col. 1). ¢ is the probability that a clicked link
converts into revenue. Low/medium/high ¢ = 0.6%/2.35%/7.9% respec-
tively. Home uses US wages and abroad uses global avg. wages for op-
portunity cost of time. Standard errors omitted for calibrated quantities.
* significant at 10% ** significant at 5% *** significant at 1%.

Manual Al
Control Expert Al Hybrid
@ (2) 3) 4
Phishing success 11.5%* 54.20%%** 53.8%%** 56.0%***
(6.4%) (12.2%) (11.8%) (12.0%)
Time spent (min) 15 30 1 4:24%%*
) ()] ) (0:58)
Fixed costs $0.01 $0.01 $0.05 $0.05
Payoff $136 $136 $136 $136
Profit/hour:
Low ¢, home —$34.2%%*%  _$33.7%* —$11.2%** -$24.6%**
(0.2) (0.3) (4.9) 2.3)
Med. ¢, home -$33.1%%*  —$31.1* $65.7%** $7.4%%*
(0.8) (1.1) (19.1) (9.0)
High ¢, home -$29.6%**  —$22.9* $309.6%** $108.8%**
2.7) (3.5) (64.4) (30.6)
Low ¢, abroad —$1.9%%* —$1.4%* $21.17%** $7.7%%*
(0.2) (0.3) (4.9) (2.3)
Med. g, abroad -%0.8 $1.2% $98.0%** $39.7%**
(0.8) 1.1 (19.1) (9.0)
High ¢, abroad $2.7 $9.4* $341.9%%* $141.1%%*
2.7) (3.5) (64.4) (30.6)

leading to extremely high hourly profits. This emphasizes an interesting
point: although using human expertise is more profitable than the con-
trol group, the pure Al group is more profitable than the hybrid group.
The value of human skill reverses once Al is introduced. Although pure
Al automation is always preferred in our model, we note that there are
real-world exceptions to this, such as when creating single, targeted,
disruptive emails like the one mentioned above targeting John Podesta.
Finally, we note that we do not include the time required to convert
a click into revenue in our analysis: this likely makes our estimates of
phishing profitability an overestimate.

Although AI phishing might be more profitable than non-Al phishing,
developing an Al system for phishing is costly, requiring the application
of technical skills for an extended period of time. We next analyze the
scale required before Al phishing becomes more profitable than non-
Al phishing. Based on our own work in this project, we estimate that
the development time for an Al phishing system is roughly 260 hours,
which corresponds to 5 hours per week for 52 weeks. Given that the
average hourly wage for a machine learning engineer is roughly $ 62
per hour Ziprecruiter (2025), this amounts to a sunk cost of roughly $
16,120 to develop such a tool. In Fig. 9, we present estimates for the
profitability of phishing groups of various sizes, incorporating the sunk
costs of developing an Al tool. We focus on the more profitable type
of phishing within each category (“human expert” for non-Al, and pure
“Al” for Al), and the case where wages are calibrated to foreign levels.
We find that even when targeting relatively small groups, Al phishing
can be profitable. For groups containing around 5000 individuals (for
instance, a local community or a medium-size enterprise), Al phishing is
more profitable than human expertise spear phishing, regardless of the
level of g. The break-even point for 0 profits is a group size of 2832 under
a high ¢, 9878 under a medium ¢, and 45,860 under a low ¢, indicating
the scale at which conducting AI phishing may be more profitable than
working a regular job. This analysis suggests that, for phishers with some
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Fig. 9. Estimated profitability of phishing groups of various sizes, using Al vs.
not. For Al, profitability estimates also include sunk costs of tool development.
q is the conversion rate (probability that a successful click leads to revenue).

degree of tech savyness, Al-based spear phishing may quickly become
the dominant mode of phishing.®

How will Al affect the offense-defense balance in phishing? In Sec-
tion 5.2, we show that LLMs are capable of detecting phishing emails.
We present costs for conducting defense in Table A.7; screening 1000
emails costs between $ 3 to $ 9 depending on the model. Based on the
effectiveness of each model at detecting phishing, in Appendix A.8 we
estimate that most LLMs are likely already economically viable as tools
for defense, capable of averting more losses to phishing than the models
cost to run.

Our economic analysis focuses on financially motivated phishing.
However, several important attack types fall outside this model. Espi-
onage sponsored by certain groups, institutions or states, such as the
2016 DNC hack (Nakashima & Harris, 2018), seeks information rather
than money. The payoff in such cases is geopolitical rather than finan-
cial and cannot be easily quantified in our framework. Similarly, de-
structive attacks involving ransomware or wiper malware deployed for
disruption rather than profit operate under fundamentally different cost-
benefit calculations when the goal is causing harm rather than extract-
ing value. Ideologically motivated attacks, including hacktivism or cam-
paigns seeking reputational damage, also have non-monetary objectives
that resist financial modeling.

For these scenarios, Al automation still provides significant advan-
tages through reduced time costs and increased scale. However, quan-
tifying profitability requires different frameworks that account for non-
financial objectives and geopolitical considerations. We strongly encour-
age future research to develop economic models that capture the full
range of phishing motivations beyond immediate financial gain.

7. Discussion

In this article, we have examined LLMs’ dual-use capabilities in the
phishing domain, evaluating both their offensive potential for automat-
ing attacks and their defensive potential for detecting them. Our findings
reveal a nuanced picture: Al dramatically enhances both attack and de-
fense, but with different timelines and economic incentives that may
favor attackers in the near term.

© This analysis neglects the impact of longer-run adaptation to phishing. If an
increased prevalence of phishing leads users to adopt better defensive strate-
gies, such as those proposed in Sections 5.2 and 7.2, this could decrease the
profitability of Al-enhanced phishing.
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Offensive Capabilities: Our results demonstrate that frontier Al
models have advanced significantly in their deceptive capabilities. Fully
automated Al-generated phishing emails achieved 54% click-through
rates, matching human experts (54%) and nearly matching AI with
human-in-the-loop (56%), and far exceeding the control group (12%),
while requiring 92% less human time and costing roughly four cents per
email. The Al tool produced accurate reconnaissance profiles in 88% of
cases, compared to only 25% achieving the highest quality rating in
2023 (Heiding et al., 2023). Economic analysis shows that AI automa-
tion makes phishing profitable even at modest scale, with break-even
points as low as 2859 targets for high conversion rates.

Defensive Capabilities: Encouragingly, our detection experiments
show that LLMs can also serve as powerful defensive tools. Claude 3.5
Sonnet achieved 97.25% detection accuracy across 381 diverse emails
with zero false positives. Critically, we discovered that “priming” models
for suspicion—-asking them to actively look for suspicious elements rather
than simply categorize intent-dramatically improved detection without
increasing false positives. This finding suggests a practical deployment
strategy for Al-powered email filtering.

The Asymmetry Challenge: Despite promising defensive capabil-
ities, several factors may create an asymmetric advantage for attack-
ers. First, economic incentives strongly favor offensive automation: our
analysis shows potential profit increases of 50 X for large-scale cam-
paigns. Second, deploying effective Al detection requires organizational
infrastructure, policy changes, and user trust-barriers that attackers do
not face. Third, current safety guardrails prove inadequate, with sim-
ple prompt modifications circumventing restrictions on malicious use.
Finally, the ability to rapidly test and refine attacks at scale gives offen-
sive actors an iterative advantage.

7.1. Future directions: Advancing both offensive and defensive research

Future research should continue tracking the evolution of both of-
fensive and defensive Al capabilities to ensure defenses keep pace with
threats.

Offensive capability research: For future work, we hope to scale up
studies on human participants by multiple orders of magnitude and mea-
sure granular differences in various persuasion techniques. Detailed per-
suasion results for different models would help us understand how Al-
based deception is evolving and how to ensure our protection schemes
stay up-to-date. Additionally, we will explore fine-tuning models for cre-
ating and detecting phishing. We are also interested in evaluating Al’s
capabilities to exploit other communication channels, such as social me-
dia or modalities like voice. Recent research from Anthropic has demon-
strated that with appropriate fine-tuning and scaffolding, Al agents like
Claude 3.5 Sonnet can use computers by visually processing and inter-
acting with screens similar to humans (Anthropic, 2024b). This capabil-
ity opens new avenues for evaluating AI’s capabilities at reconnaissance
and message distribution. Lastly, we want to measure what happens af-
ter users press a link in an email. For example, how likely is it that a
pressed email link results in successful exploitation, what different at-
tack trees exist (such as downloading files or entering account details
in phishing sites), and how well can AI exploit and defend against these
different paths? We also encourage other researchers to explore these
avenues.

Defensive capability research: We also plan to explore fine-tuning
models specifically for phishing detection, evaluating robustness against
adversarial evasion attempts, and testing deployment in real-world
email filtering systems. Understanding whether detection capabilities
improve at the same rate as offensive capabilities will be critical for
maintaining balanced security.

7.2. Bridging offense and defense: Personalized mitigation strategies

Our evaluation of both offensive and defensive AI capabilities
points toward a future where Al systems operate on both sides of the
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security equation. The cost-effective nature of Al phishing, discussed in
Section 6, combined with effective Al detection, analyzed in Section 5.2,
suggests that the future will consist of Al phishing agents competing
against Al detection agents. Critically, both can leverage the same capa-
bility: personalized profiling.

As displayed in this paper, attackers can use Al agents to create per-
sonalized vulnerability profiles, which enable cheap and effective Al-
automated spear phishing. Defenders can use the same personalized vul-
nerability profiles to teach users what attacks they are most susceptible
to. The profiles could be integrated into existing security systems to pro-
vide targeted protection, such as spam filters that adapt based on a user’s
cognitive biases and provide real-time actionable recommendations for
how to respond to persuasive emails.

The vulnerability profiles also provide a comprehensive view of an
individual’s digital footprint. Thus, the tool can help users understand
what content they expose publicly and how attackers can exploit it. It
is rarely desirable or possible to restrict all one’s digital information.
Certain data, such as a LinkedIn, GitHub, or Google Scholar profile, can
be critical for a person applying for jobs or aiming to be easily recogniz-
able to potential collaborators. Still, we hypothesize that certain parts
of most users’ digital footprint could be removed with no or minimal
utilization loss to the individual. To that end, our tool aspires to catego-
rize a user’s information into four types of information: (i) information
that is useful for the individual and attackers, (ii) information that is
useful for the individual but not for attacks, (iii) information that is not
useful for the individual but is useful for attackers, and (iv) information
that is not useful for the individual or attackers. Cyber defenders could
start by urging users to remove the information in the third category
(useful for the attacker, but not for the individual). By understanding
what parts of our digital footprint pose the highest risk, we can make
informed decisions about our online presence to balance security with
benefits, such as personal marketing.

Our qualitative analysis of participant free-text responses, while pro-
viding useful insights, did not follow rigorous thematic analysis pro-
cedures (Braun & Clarke, 2006). In formal qualitative analysis, mul-
tiple researchers independently categorize the same data without dis-
cussing their interpretations first, then calculate statistical agreement
measures (e.g., Cohen’s kappa) to verify that identified patterns are not
merely subjective. Researchers also typically analyze data across mul-
tiple rounds, refining categories to ensure they capture all meaning-
ful themes. In contrast, we used a collaborative approach where the
categories were developed together through discussion, guided by es-
tablished phishing theory (V-Triad and Cialdini principles). While this
theory-driven approach has value, we cannot quantitatively demon-
strate that independent researchers would arrive at the same catego-
rizations, and we may have overlooked patterns not predicted by our
theoretical framework. Future work should employ systematic qualita-
tive methods, including independent categorization, statistical reliabil-
ity assessment, and iterative refinement, to more thoroughly investigate
the cognitive processes underlying phishing susceptibility.

Our findings also raise important regulatory implications. The Al-
enhanced phishing capabilities demonstrated in this study directly chal-
lenge multiple prohibited practices outlined in the EU Artificial Intelli-
gence Act, including subliminal manipulation and exploitation of vul-
nerabilities. A detailed analysis of alignment with the EU AI Act frame-
work is provided in the Appendix A.9.

8. Conclusion

Our comprehensive evaluation reveals that frontier Al models have
achieved a critical threshold in both offensive and defensive phishing ca-
pabilities. On the offensive side, Al-automated systems now perform on
par with human experts (54% click-through rate) while reducing costs
by 92% and enabling unprecedented scale. On the defensive side, Al
detection systems achieve over 97% accuracy when properly prompted,
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demonstrating that effective Al-powered defenses are technically feasi-
ble.

However, this dual-use capability creates a complex security land-
scape. While Al empowers both attackers and defenders, economic in-
centives and deployment barriers may favor offensive applications in the
near term. Attackers can immediately leverage Al automation for profit,
while defenders face organizational, technical, and trust challenges
in deploying Al-powered detection systems. Current safety guardrails
prove inadequate, with simple prompt engineering circumventing re-
strictions on malicious use.

These findings have several critical implications. First, organizations
should not wait for attacks to intensify before deploying Al-powered
defenses. Indeed, the technology is ready and effective. Second, policy-
makers and Al developers must address the asymmetry in deployment
incentives, potentially through regulations, better safety mechanisms,
or incentives for defensive Al adoption. Third, the cybersecurity com-
munity must continue benchmarking both offensive and defensive Al
capabilities to ensure defenses evolve alongside threats.

Ultimately, our work demonstrates that Al neither dooms nor saves
cybersecurity. It rather transforms the battlefield. The question is not
whether AI will impact phishing, but whether defenders can deploy ef-
fective Al systems before attackers fully exploit their advantages.

Ethics considerations

Before the participants and background information could be col-
lected, an extensive review was done by the university’s Institutional
Review Board to ensure that the inclusion of human subjects was ethi-
cal and did not use more personal information than necessary.

Our research raises important ethical questions about the dual-use
nature of Al in cybersecurity. We emphasize the need for responsible
disclosure and collaboration with cybersecurity professionals and pol-
icymakers. The study design has been reviewed and approved by the
relevant university’s Institutional Review Board (IRB) to ensure ethical
standards and participant protection. We do not disclose the organiza-
tion at which this study was performed. We only needed ethical approval
from the IRB of the main authors’ institution, as only authors from this
institution operated with personally identifiable data from the partici-
pants.

By participating in the study, the participants improved their digi-
tal awareness and protection against phishing attacks. After the study
was completed, all participants were given an extensive description of
phishing and how they can increase their chances of staying protected,
as well as guidance on cleaning their digital footprint. Furthermore, all
participants were given the choice to get a copy of the article once it
was published. Thus, all participants benefited from the study by learn-
ing cutting-edge security techniques to resist phishing and maintain a
conscious digital footprint. Several participants reached out with posi-
tive feedback, saying they enjoyed being part of the study and had been
inspired to learn more about phishing and online safety. No participant
reached out with criticism or negative remarks regarding the study or
their participation. Furthermore, all participants received a $ 5 gift card
to Amazon, or we donated $ 5 to the Against Malaria Foundation for
their participation.

Before the study began, the participants received an initial brief-
ing saying that we would send them emails based on the information
they provided, but we withheld some information, such as that we were
tracking the emails and would use spoofed email addresses to send the
emails. This deception was deemed necessary (the decision was reached
together with the Institutional Review Board) to maintain the study’s
validity. After completing the study, the participants immediately re-
ceived a full briefing containing all information about that study, in-
cluding that we tracked whether participants pressed the email links,
the different email groups we compared, and how the user’s publicly
available information could expose them to digital attacks. After hear-
ing this, no participant mentioned any criticism or negative remarks,
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and several reached out with grateful remarks saying they felt more se-
cure after having been part of the study and learned about phishing and
their digital footprint.

We used welcoming language in our briefings, highlighting that it
is not bad if a user pressed a link, as opening links is a natural part of
online behavior, and legitimate emails often contain useful links. How-
ever, we clarified that malicious actors often use links to inflict damage
and that modern malicious actors can send emails or other messages
that are almost identical to legitimate ones. All emails sent to the stu-
dent contained the same link, which led to the survey with information
about the study and questions about whether the participant found the
email suspicious. No other links were included in the emails. Thus, all
emails were safe, even those we sent to ourselves during the beta tests
that got flagged by spam filters for having suspicious text.
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Appendix A.

This appendix provides supplementary materials, detailed method-
ologies, and additional analyses referenced throughout the main text.
The appendix is organized as follows:

Methodology and Implementation Details:

Section A.1: Email Dataset Sources: Describes the three data
sources used for phishing detection experiments (Section 4.3), in-
cluding NIST datasets, Berkeley security archives, and real-world
samples.

Section A.2: Methodology for Detection Evaluation: Details the
function calling approach and prompt templates used to evaluate
email suspicion, quality, relevance, and Al-likelihood across differ-
ent language models.

¢ Section A.3: Additional Detection Results: Presents supplementary
detection metrics including quality assessment, relevance scoring,
and Al-generation likelihood across email categories.

Experimental Design Considerations:

Section A.4 Control Group Email Design: Full text and design ra-
tionale for the control group emails used in the human-subject study
(Section 3.6.1).

Section A.5: Human Expert Email Design: Detailed explanation of
persuasion principles and influence tactics employed in manually
crafted phishing emails (Section 3.6.2).

Section A.6: Hyperlink Presentation Error Analysis: Documents
an unintended hyperlink expansion in 11 human expert emails and
its surprising impact on click-through rates.

Extended Analysis and Ethical and Regulatory Context:

Section A.7: Temporal Evolution of AI Phishing Capabilities:
Compares 2023 and 2024 Al performance metrics and projects lin-
ear growth trends for 2025, demonstrating rapid capability advance-
ment.

Section A.8: Economic Model Assumptions and Data Sources:
Provides detailed calibration sources for domain acquisition costs,
spam filter thresholds, wage rates, and conversion probabilities used
in Section 6.

Section A.9: Alignment with EU AI Act Prohibited Practices: Ana-
lyzes how Al-enhanced phishing capabilities challenge three of eight
prohibited Al practices under the EU Artificial Intelligence Act.

A.1. Email data sources

The phishing detection experiments presented in Section 4 required
a diverse dataset spanning multiple email categories. This section de-
scribes the three primary data sources used to compile our 381, namely,
email evaluation dataset, along with considerations regarding potential
training data contamination.

We used three data sources to collect arbitrary phishing emails used
for the detection presented in Section 4.3:

e A NIST dataset containing phishing and spam emails from 2007.
These emails could be in the training dataset of the language models,
potentially influencing the results. 7

7 https://trec.nist.gov/pubs/trec16/papers/SPAM.OVERVIEW16.pdf
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e Phishing emails from Berkeley’s security group &.
e Phishing emails from the inbox of one of the authors.

Dataset Composition and Potential Contamination: The NIST
dataset from 2007 predates the training cutoffs of all tested language
models, creating the possibility that some emails appear in their training
data. This could artificially inflate detection rates through memoriza-
tion rather than genuine pattern recognition. However, we observe that
models struggled more with these older conventional phishing emails
(81% detection rate for Claude on the “Phishing” category) compared
to never-before-seen Al-generated emails (100% detection rate), sug-
gesting memorization is not the primary detection mechanism. Future
work should evaluate detection performance exclusively on post-2025
phishing samples to eliminate contamination concerns. Our final dataset
contains: 18 legitimate emails (5%), 51 Al-generated emails targeting
real humans (13%), 250 Al-generated emails targeting synthetic per-
sonas across five models (66%), 53 conventional phishing emails from
databases (14%), and 9 expert-crafted spear phishing emails (2%). This
composition prioritizes evaluating detection of sophisticated, personal-
ized attacks while including traditional phishing for baseline compari-
son.

A.2. Detection evaluation methodology

To systematically evaluate language models’ detection capabilities,
we developed a structured prompt engineering approach using func-
tion calling. This section details our methodology for obtaining quanti-
tative suspicion ratings and supplementary metrics (quality, relevance,
Al-likelihood) from Claude 3.5 Sonnet and GPT-4o0.

Rationale for Function Calling
We used function calling (also known as tool use or structured out-
puts) rather than free-form text generation for three critical reasons:

1. Quantitative Comparability: Function calling forces models to re-
turn numerical scores on a consistent 0-100 scale, enabling statisti-
cal analysis and threshold-based classification. Free-form responses
like "this email seems somewhat suspicious" are difficult to compare
across models and emails.

2. Elimination of Verbosity Bias: Without constraints, language mod-
els often provide lengthy explanations that vary in format. Function
calling ensures we capture only the core judgment, reducing noise
from different explanation styles.

3. Automated Processing at Scale: Structured outputs allow program-
matic extraction of scores across 381 emails without manual parsing.
This was essential for our large-scale evaluation.

Prompt Design Philosophy

Our prompts were designed to mimic how a deployed email filtering
system might query an LLM: providing the email content and request-
ing a specific judgment. We intentionally avoid providing examples of
phishing indicators (which would constitute “teaching” the model) and
instead rely on the model’s pre-existing knowledge. This tests whether
off-the-shelf language models, without fine-tuning or few-shot exam-
ples, can serve as effective email filters.

Detection Threshold Selection

We report results using a 50% suspicion threshold (emails scoring
> 50 are classified as phishing). This represents a conservative balance
between true positive and false positive rates. In practice, organizations
might adjust this threshold based on their risk tolerance: a higher thresh-
old (e.g., 70%) would reduce false positives but miss more sophisticated
attacks, while a lower threshold (e.g., 30%) would catch more threats

8 https://security.berkeley.edu/education-awareness/phishing/
phishing-examples-archive
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Average Scores by Category (Evaluated by Claude 3.5 Sonnet)
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Fig. A.10. Overview of email metrics as evaluated by Claude 3.5 Sonnet. The
values in this figure show the Al Likelihood, Quality, and Relevance scores across

different mail categories as determined by the model.

but increase false alarms. Our 50% threshold was selected because it
represents the midpoint of the model’s confidence scale-scores above
50% indicate the model believes the email is more likely suspicious than
legitimate.

Function Calling Implementation

Table A.6 presents the five functions we implemented. Each function
requests a specific judgment and enforces an integer response in the
0-100 range. The models were given the sender address, subject line,
and email body as context. For each email in our dataset, we made five
separate API calls (one per function) to avoid crosstalk between judg-
ments. For example, asking about suspicion and quality in the same call
might cause the model to use quality as a proxy for legitimacy, creating
confounding effects. Separate calls ensure independent assessments.

A.3. Additional detection results

Beyond suspicion detection, we evaluated how language models as-
sess email quality, relevance, and Al-generation likelihood. These sup-
plementary metrics serve two purposes: (1) understanding what signals
models use to detect phishing, and (2) evaluating whether models can
assist in selecting effective phishing templates (quality/relevance) or
detecting Al-generated content.

We applied the same method used for detecting phishing emails to as-
sess the quality and relevance of emails, as well as their likelihood of be-
ing Al-generated. Quality and relevance scores help the language model
facilitate a quicker selection of templates for future phishing emails and
reduce the need for human-in-the-loop interventions.

The models were fairly good at detecting whether emails were gen-
erated by an AI or humans but less accurate than when detecting suspi-
cion. This was particularly evident in Claude 3.5 Sonnet, which excelled
at detecting suspicion. As shown in Fig. A.10, Claude can better detect
Al-generated content from older models, such as GPT-3.5-turbo, indicat-
ing that AI models and humans become more similar. Fig. A.10 shows
the Al-estimated quality and relevance of the emails. Claude rated most
Al-generated emails as being relevant and of high quality.

A.4. Control group email design

The control group serves as a baseline representing conventional,
untargeted phishing emails that typical users encounter. This section
details our design process and rationale.

Design Rationale

We created the control group by adapting real spam emails from
our inboxes, ensuring ecological validity. Indeed, these emails reflect
actual phishing tactics deployed at scale. The email offers a generic “re-
search workshop” requiring payment, a common phishing scheme tar-
geting academic communities.
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Table A.6

Email analysis functions and parameters.
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Function Name

Description

Parameter (Type, Range)

rate_suspicion

rate_importance

rate_relevance

rate_quality

rate_ai_written

How likely would you say it is that this email is suspicious. Please
quantify as a percentage without percentage sign, e.g. 50 for
50%

I’'m about to give you an email, can you please tell me how im-
portant it is to the receiver. Please quantify as a percentage with-
out percentage sign, e.g. 50 for 50%. We did not publish these
results as they are similar to relevance.

I’'m about to give you an email, can you please tell me how rele-
vant it is to the receiver. Please quantify as a percentage without
a percentage sign, e.g., 50 for 50%

I’'m about to give you an email, can you please tell me how good
the writing is. Please quantify as a percentage without a percent-
age sign, e.g., 50 for 50%

I’'m about to give you an email, can you please tell me how likely
it is that the email was written by an Al system. Please quantify
as a percentage without a percentage sign, e.g. 50 for 50%

suspicion_level (integer, 0-100)
0 = not suspicious

100 = extremely suspicious
importance (integer, 0-100)

0 = not important

100 = very important

relevance (integer, 0-100)

0 = not relevant

100 = highly relevant
quality (integer, 0-100)

0 = poor quality

100 = excellent quality
ai_likelihood (integer, 0-100)
0 = human-written

100 = certainly Al-written

Modifications for Safety and Validity: We made two critical mod-
ifications to the original spam emails: Safe Link Replacement: All links
were replaced with URLs pointing to a landing page with informa-
tion about the study. No participant was ever directed to a malicious
site. Spam Filter Evasion: All phishing emails used in this study were
delivered as live emails via external infrastructure and were neither
whitelisted nor otherwise exempted by any institutional IT department.
To preserve ecological validity, we purchased and configured exter-
nal domains specifically for the experiment and were therefore sub-
ject to standard commercial spam and scam filtering by recipient email
providers. Prior to deployment, domains were minimally “warmed up”
by sending low volumes of emails to the researchers’ own accounts,
replying to those messages, and marking them as starred within com-
mon email clients, reflecting typical benign domain activity. During pi-
lot testing, several control group emails from Berkeley’s Online Phish-
ing Archive were blocked due to suspicious content signals. In these
cases, delivery failure notices indicated content-based filtering rather
than infrastructure-level blocks. These emails were removed from the
study because we measured human sentiment toward phishing emails,
not scam filter success rates. No Al-generated email was blocked by scam
filters. This process ensured that all emails reaching participants had
successfully bypassed real-world filtering systems, providing a realistic
assessment of both offensive capability and defensive exposure under
contemporary email security conditions.

Minimal Personalization: The control email includes slight target-
ing (mentions researchers and university, relevant to our participant pool)
but lacks individual personalization. This represents a middle ground
between completely random spam and targeted attacks. Expected vs.
Actual Performance: We expected that the control group would re-
ceive very low click-through rates (<5%) based on prior literature on
conventional phishing. The observed 12% rate suggests that even crude
phishing remains moderately effective, particularly against busy users
who may not carefully scrutinize every email. Fig. A.11 shows the con-
trol group email message that was sent out.

A.5. Human expert email design

The authors crafted the human expert email by using phishing and
persuasion best practices from the V-Triad (Vishwanath, 2022) and
Robert Cialdini’s Influence guidelines (Cialdini, 2007). The former high-
lights the importance of making emails credible and relevant for the
target and provides extensive examples for doing so. The latter catego-
rizes influence into six groups: Reciprocity, Consistency, Social Proof,
Authority, Liking, and Scarcity.

When crafting the manual emails, credibility was met by care-
fully choosing the language to sound legitimate, with brief content of
100-150 words, using a well-known university brand name, including
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Example email: Control group

Subject: Join Our Research Collaboration - New
Workshop Starting Soon!

Dear Researcher,

I hope this email find you well. We’re excited to
invite you to join our upcoming research workshop,
designed for researchers from all fields.

Workshop Details:

- Start Date: February 1st, 2024

- Duration: 8 weeks

- Schedule: Tuesdays & Thursdays, 6:00-7:15 PM
- Location: Research Hub, 123 University Street,
Downtown

- Investment: $320 for the full workshop (16
sessions, just $20 per session)

What you’ll experience:

Expert guidance through various research methods
Collaboration with other researchers

Access to state-of-the-art research facilities

A supportive community of like-minded researchers

Early bird discount: Save 15% when you register
before January 25th! (Early bird price: $272
for the full workshop) To register or view more
information, click here.

Space is limited to 12 participants to ensure
personal attention for each researcher.

Looking forward to sharing this research journey
with youl!

Best regards,

Sarah Johnson
Research Hub

Fig. A.11. Control group email message used in the study.
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the recipient’s name, and by spoofing the sender name. Relevance was
met by offering a research collaboration that suited the target audience
(students or researchers). We chose to present a cross-disciplinary re-
search project to be able to target all participants in the group (25)
with the same email. This demonstrates the power of semi-personalized
phishing when the attacker knows a few data points about the target
and how general emails can successfully target small groups. However,
as shown in Section 6, even though they scale well to small groups, such
as using the same email for 25 participants, they are unlikely to scale
to larger groups with diverse target profiles. The email used the author-
ity influence principle by claiming to be an esteemed researcher from
a top university and scarcity by presenting an application deadline and
implying that the research collaboration has a limited number of spots.

Limitations of Semi-Personalization
While the human expert email achieved 54% click-through, its semi-
personalized approach has inherent scaling limitations:

e Requires Demographic Homogeneity: The cross-disciplinary re-
search framing works because our participant pool consists entirely
of university-affiliated students and researchers. Applying this same
email to a corporate setting or mixed demographic would likely fail.

e Cannot Compete with Hyper-Personalization: Unlike AI-
generated emails that reference specific projects, publications,
or interests, the human expert email relies on broad appeals to
academic identity. For individual targets with publicly available
detailed information, hyper-personalization should be more
effective.

e High Time Cost Per Target: Creating a new semi-personalized email
for each demographic segment (e.g., medical students, engineers, so-
cial scientists) requires significant human effort, limiting scalability
to diverse populations.

These limitations explain why Al automation represents such a sig-
nificant shift: it enables hyper-personalization at scale without requiring
human targeting expertise.

A.6. Expanded hyperlink in the phishing emails

For 11 of the 24 emails in the human expert group, the URL was
added to more words than originally intended. The URL was supposed
to be added to the words “list of available projects.” However, for the
11 participants, the URL was not stopped after "projects" but added to
the remaining 25 words of the phishing emails, creating a large hyper-
linked block of text spanning multiple lines. Interestingly, only one of
the participants mentioned the URL error in the free text answers, and
other participants specifically wrote that the email seemed legitimate
and contained no suspicious elements. Furthermore, eight of the eleven
participants pressed a link in the email (72%), compared to 13 of 24
(54%) in the full human expert group.

This counterintuitive result, where an obvious error increased click-
through rates, suggests several possibilities. First, the large hyperlinked
region may have provided increased visual salience, drawing more at-
tention to the call-to-action and increasing the probability that users
noticed and clicked the link. Second, the mistake may have paradoxi-
cally caused humanization through error, making the email appear more
legitimate by signaling human fallibility. Phishing awareness training
often emphasizes that phishing emails contain errors, but this guidance
may lead users to assume that any email with errors is either legitimate
(because humans make mistakes) or low-quality phishing (not worth
their personal data). Professional spear phishing, whether human or AlI-
generated, may intentionally avoid perfection to exploit this heuristic.
Third, it is important to note that with only 11 affected emails, the dif-
ference (72% vs. 54%) is not statistically significant and may simply
reflect statistical noise rather than a genuine effect.
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This observation needs systematic investigation. Deliberately intro-
ducing subtle errors such as typos, formatting inconsistencies, or hyper-
link anomalies might counter-intuitively increase phishing effectiveness
by triggering “human legitimacy” heuristics. If confirmed, this would
represent a sophisticated social engineering technique that Al systems
could easily automate.

A.7. Temporal evolution of Al phishing capabilities

One of our study’s key contributions is establishing a benchmark for
tracking Al phishing capabilities over time. This section presents a de-
tailed comparison between 2023 and 2024 Al performance and projects
future trends.

Methodology for Temporal Comparison
We compare our 2024 results with Heiding et al. (2023). This allows
direct comparison of:

¢ OSINT Quality: How accurately Al reconnaissance identifies the cor-
rect target and gathers useful information

¢ Email Content Quality: How much human intervention is required
to achieve credible, relevant phishing emails

¢ Click-Through Performance: How Al-generated emails compare to
human expert baselines

Table 3 shows a dramatic improvement across all metrics. In 2023,
only 25% of Al-generated emails required no changes (Content Score 5),
while 75% required substantial revisions to meet basic credibility stan-
dards. In 2024, 71% of emails required no changes, with an additional
25% requiring only minor linguistic adjustments.

A.8. Economic model assumptions and data sources

The economic analysis in Section 6 relies on several calibrated pa-
rameters representing costs, wages, and the probability of success. This
section provides detailed sources for each assumption and enables repli-
cation and sensitivity analysis.

Email Infrastructure Costs

The fixed cost per email includes two components: domain acquisi-
tion and API compute costs. Email spam filters typically flag domains
after approximately 100 emails are sent, requiring phishers to purchase
new domains to maintain deliverability (Allegrow, 2025). Domain reg-
istration costs approximately $ 1 through budget registrars (Themeisle,
2025), yielding a per-email domain cost of roughly $ 0.01 when amor-
tized across 100 emails. For Al-automated campaigns, an additional
compute cost of approximately $ 0.04 per email accounts for API calls to
language models for both OSINT reconnaissance and email generation,
based on current pricing from OpenAl and Anthropic. Combined, these
yield a total fixed cost of $ 0.05 per email for Al campaigns and $ 0.01
per email for non-Al campaigns.

Wage Rates and Opportunity Costs

The opportunity cost of time spent on phishing activities depends
critically on the phisher’s alternative employment options. We calibrate
two wage scenarios to capture geographic variation in phishing incen-
tives. The “home” wage represents attacks originating from high-income
countries and uses the January 2024 average US hourly earnings among
all employees on private nonfarm payrolls of $ 34.55 (U. S. Bureau of La-
bor Statistics, 2025). The “abroad” wage represents attacks from lower-
income regions and uses the global average wage of $ 2.25 per hour,
calculated by dividing monthly wage data for men by 20 working days
and 8 hours per day (Our World in Data, 2024b). These wage rates de-
termine whether phishing is economically rational-at US wage rates,
manual phishing is typically unprofitable, while Al automation changes
this calculus dramatically even in high-wage contexts.
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Conversion Rates

The conversion rate parameter g represents the probability that a
clicked phishing link converts to monetary gain for the attacker. Aca-
demic literature provides limited empirical estimates of this critical pa-
rameter due to the illicit nature of phishing and restricted data sharing
by law enforcement. We therefore calibrate ¢ using marketing industry
conversion rates as the best available proxy, since both phishing and
marketing attempt to convert user attention (clicking a link) into a de-
sired action. Our low, medium, and high estimates of 0.6%, 2.35%, and
7.9% respectively correspond to the lowest-converting industry (real es-
tate), the cross-industry median, and the highest-converting industry
(food and beverages) reported in marketing analytics data (Saleh, 2024).

This calibration approach assumes that phishing conversion rates re-
semble legitimate marketing conversion rates. However, actual phishing
conversion could be systematically higher if users who fall for initial
deception are more vulnerable to subsequent exploitation, or system-
atically lower if some users recognize the deception after clicking but
before providing credentials or payment information. Importantly, our
qualitative findings, i.e., that AI phishing is more profitable than non-
Al phishing, hold across the entire range of g values, while quantitative
profit estimates scale linearly with the conversion rate.

Payoff Per Successful Attack

We calibrate the expected monetary gain per successful phishing at-
tack at $ 136 based on industry estimates aggregated from multiple cy-
bersecurity vendors (Griffiths, 2025). This figure represents an average
across diverse phishing objectives including credential theft, financial
fraud, and ransomware installation. Individual attacks may range from
near-zero value (credentials that prove unusable or accounts with no
accessible funds) to millions of dollars (successful business email com-
promise targeting high-value corporate transfers). This estimate is delib-
erately conservative, reflecting typical consumer-focused fraud rather
than high-value targeted attacks against corporate or high-net-worth
individuals. Since profit scales linearly with this parameter, scenarios
involving more valuable targets would proportionally increase all prof-
itability estimates.

Tool Development Costs

Developing an Al-automated phishing system requires upfront tech-
nical investment. We estimate 260 hours of development time at $ 62
per hour, which is the average wage for machine learning engineers
(Ziprecruiter, 2025), yielding a total development cost of $ 16,120.
This estimate reflects our own development experience building the sys-
tem described in Section 3.2, which included designing the reconnais-
sance architecture, implementing multi-model API integration, develop-
ing the prompt engineering database, building email delivery infrastruc-
ture with click tracking, and creating analysis and reporting interfaces.
A motivated individual with intermediate programming skills and ba-
sic prompt engineering knowledge could plausibly replicate this system
within this timeframe. However, we note that simply downloading an
open source model and prompting it does not create an automated and
scalable method for phishing en masse.

These development costs are fixed and amortized across all future
phishing campaigns. Even doubling this cost estimate to $ 32,240 would
only modestly increase the size of the break-even campaign (from ap-
proximately 2800 to 5600 targets under high conversion rate scenarios)
due to the recurring profitability of each subsequent campaign. This
highlights a key asymmetry in the economics of Al phishing: high up-
front costs are quickly offset by near-zero marginal costs for scaling at-
tacks.

Sensitivity Analysis

Several parameters warrant sensitivity consideration. The conver-
sion rate g exhibits the highest uncertainty, as our marketing-based cal-
ibration may not accurately reflect phishing contexts. However, varying
q across its plausible range (0.6% to 7.9%) affects only the magnitude of
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Table A.7

Estimated costs of screening 1000 emails for phishing by model. Input
and output costs are 2025 costs for input and output tokens. Breakeven
«a refers to the minimum rate of emails that are phishing in order for
the model to be worth implementing for defensive purposes, under the
assumption that the conversion rate g is low (¢ = 0.6%). Under a high
conversion rate (q = 7.9%), the breakeven a for GPT-5 is 0.05%, for
Gemini 3 Pro-is 0.19%, and for Claude Opus is 0.08%.

Costs to screen 1000 emails

Input cost Output cost  Total cost Breakeven a
(€3] 2) 3) (€3]
GPT-5 $0.36 $3.00 $3.36 0.69%
Gemini 3 Pro-  $0.57 $3.60 $4.17 2.56%
Claude Opus $1.44 $7.50 $8.94 1.12%

profits, not the relative ranking of different phishing approaches. Simi-
larly, payoff values could range from $ 10 (low-value credential theft) to
$ 10,000 + (targeted corporate fraud), scaling all results proportionally.
Wage rates vary substantially by geography and skill level, but our two-
scenario approach (US wages vs. global average) brackets the realistic
range for economically motivated attackers. Development costs could
be lower for individuals reusing existing open-source tools or higher for
more sophisticated implementations, but these fixed costs diminish in
importance as campaign scale increases.

Defense costs

As discussed in Section 5.2, LLMs can be used to screen for phish-
ing. In Table A.7, columns 1-3, we present the costs of using LLMs to
screen for phishing. The input prompt requires 287 tokens, while output
(including reasoning and function calling) averages around 300 tokens.
Total costs sum input and output costs.

Given these costs, we ask: when are LLMs worth investing in for
defense? On a per-email basis, the expected return to using LLMs to
defend against phishing is:

ay,ri(t, X)) - d,
— =

loss averted marginal cost
where « is the fraction of emails that are phishing, y,, is the fraction of
phishing emails detected by model m, r;(-) is the revenue for phishers
defined in Section 6 (which are symmetrically the losses to defenders),
and d,, the model-specific marginal cost of detecting phishing. We use
the results in Section 5.2 to calibrate y,, and, for each model, calculate
the breakeven rate of phishing a above which investing in LLMs for
defense becomes economically viable. These are presented in column 4
of Table A.7. Estimates of the breakeven « (natural rate of emails being
phishing for the model to be worth implementing) range from 0.69% to
2.56%. For comparison, it is estimated that phishing emails currently
make up roughly 1% of all emails.” This suggests that utilizing LLMs
for defense may already be economically viable in some circumstances.
If quality continues to rise and costs continue to fall, this should only
make LLMs for defense a more attractive option.'?

A.9. Alignment with EU Al act prohibited practices

The European Union’s Artificial Intelligence Act (Eu, 2025) estab-
lishes eight categories of prohibited Al practices designed to prevent

9 https://jumpcloud.com/blog/phishing-attack-statistics
10 We abstract away from the equilibrium response of how attackers and de-
fenders interact: defense being utilized by some individuals and firms will reduce
payoffs for attackers; this may reduce the incentive for phishers to phish and
hence reduce the likelihood of defense being profitable to implement. A proper
accounting of these equilibrium effects would require rich individual level data
covering heterogeneity in costs for phishers and defenders, which we lack.
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unacceptable risks to fundamental rights: subliminal manipulation, ex-
ploitation of vulnerabilities, social scoring, predictive policing, untar-
geted facial recognition database creation, emotion recognition in spe-
cific contexts, biometric categorization based on sensitive data, and real-
time remote biometric identification in public spaces. This section an-
alyzes how Al-enhanced phishing capabilities, as demonstrated in our
study, directly violate multiple provisions of the Act.

Subliminal Manipulation of Behavior

(1)(a) prohibits AI systems that “deploy subliminal subliminal tech-
niques beyond a person’s consciousness or purposefully manipulative or de-
ceptive techniques, with the objective, or the effect of materially distorting
the behaviour of a person or a group of persons by appreciably impairing
their ability to make an informed decision, thereby causing them to take a
decision that they would not have otherwise taken in a manner that causes or
is reasonably likely to cause that person, another person or group of persons
significant harm.” Our study provides direct evidence that AI phishing
systems meet this standard. When we analyzed participant responses,
40% of those who clicked Al-generated emails cited personalization as
increasing trust, yet many reported that the email “felt legitimate” with-
out articulating specific reasons for that judgment. This gap between
feeling and reasoning is characteristic of subliminal manipulation. The
Al’s use of V-Triad principles (Vishwanath, 2022) explicitly targets auto-
matic, heuristic-driven responses rather than deliberative evaluation. By
exploiting cognitive shortcuts related to authority, liking, and scarcity,
these systems bypass conscious scrutiny to manipulate behavior, caus-
ing both psychological harm (loss of autonomy in decision-making) and
potential physical harm through financial loss and identity theft.

Exploitation of Vulnerabilities

(1)(b) prohibits Al that “exploits any of the vulnerabilities of a natural
person or a specific group of persons due to their age, disability or a specific
social or economic situation, with the objective, or the effect, of materially
distorting the behavior of that person or a person belonging to that group in
a manner that causes or is reasonably likely to cause that person or another
person significant harm;”. Our reconnaissance system, discussed in Sec-
tion 3.5, demonstrates this capability in practice. The OSINT profiling
automatically identifies professional circumstances that create vulnera-
bility, such as job seeking status, upcoming project deadlines, collabo-
ration opportunities, and generates emails that exploit recipients’ career
ambitions and professional insecurities. The system’s self-learning feed-
back loop continuously optimizes for vulnerabilities that successfully
convert to clicks.

While our study targeted university students and researchers rather
than explicitly protected classes, the technical capability extends natu-
rally to more vulnerable populations. The same system could easily be
adapted to target elderly individuals with tech support scams exploit-
ing digital literacy gaps, or financially distressed people with fraudulent
loan offers exploiting economic desperation. The automation of vulner-
ability identification and exploitation represents precisely the kind of
systematic harm the EU AI Act seeks to prevent.

Emotion Recognition in Educational Contexts

(1)(f) prohibits emotion recognition systems in workplace or edu-
cational contexts “except where the use of the Al system is intended to
be put in place or into the market for medical or safety reasons.” While
our study does not explicitly implement emotion recognition technol-
ogy, the OSINT reconnaissance analyzes public communications to in-
fer psychological states. By examining social media posts for emotional
tone, such as excitement about new projects or frustration with chal-
lenges, the system can time attacks to coincide with periods of in-
creased vulnerability. Identifying life events such as job changes or
academic pressures enables the generation of urgency language cal-
ibrated to inferred stress levels. This analysis of researcher profiles
and university affiliations in academic contexts arguably constitutes
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emotion inference in educational settings, potentially violating this
provision.

Implications for AI Governance

Our findings demonstrate three critical challenges for Al regulation.
First, the prohibited capabilities outlined in the EU Al Act are not hy-
pothetical future risks. Indeed, they can be implemented today with
frontier models and modest technical expertise. Second, the dual-use
nature of these capabilities makes enforcement exceptionally difficult.
The same Al systems that enable prohibited phishing also power legit-
imate marketing, recruiting, and communication tools. Distinguishing
malicious intent from beneficial use requires more than technical detec-
tion of capabilities. Third, current voluntary safety measures prove in-
adequate. We circumvented model safety guardrails with simple prompt
engineering, discussed in Section 3.7, and reconnaissance agents faced
no restrictions whatsoever, suggesting that Al labs’ self-regulation can-
not reliably prevent prohibited use cases.

Effective enforcement requires moving beyond capability restrictions
to accountability frameworks. This includes holding AI developers li-
able when their models enable prohibited practices, thereby creating
market incentives for robust safety measures; requiring mandatory pre-
deployment evaluation of whether models can execute prohibited tasks
using methodologies similar to ours; implementing user authentication
and API monitoring systems to detect malicious use patterns; and es-
tablishing international cooperation mechanisms, since the EU AI Act’s
jurisdiction ends at European borders while Al phishing operates glob-
ally. Without such comprehensive measures, the Act’s prohibited prac-
tices will remain aspirational rather than enforceable constraints on Al
development and deployment.
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