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AFTERSHOCK

The field of machine learning (ML) security—
and corresponding adversarial ML—is rapidly 
advancing as researchers develop sophisticated 
techniques to perturb, disrupt, or steal the ML 

model or data. It’s a heady time; because we know so little 
about the security of these systems, there are many op-
portunities for new researchers to publish in this field. In 
many ways, this circumstance reminds me of the crypt-
analysis field in the 1990s. And there is a lesson in that 
similarity: the complex mathematical attacks make for 
good academic papers, but we mustn’t lose sight of the 
fact that insecure software will be the likely attack vec-
tor for most ML systems.

We are amazed by real-world demonstrations of ad-
versarial attacks on ML systems, such as a 3D-printed 
object that looks like a turtle but is recognized (from any 

orientation) by the ML system as a 
gun.1 Or adding a few stickers that 
look like smudges to a stop sign so 
that it is recognized by a state-of-the-
art system as a 45 mi/h speed limit 
sign.2 But what if, instead, some-
body hacked into the system and just 
switched the labels for “gun” and “tur-
tle” or swapped “stop” and “45  mi/h”? 

Systems can only match images with human-provided 
labels, so the software would never notice the switch. That is 
far easier and will remain a problem even if systems are devel-
oped that are robust to those adversarial attacks.

At their core, modern ML systems have complex math-
ematical models that use training data to become compe-
tent at a task. And while there are new risks inherent in 
the ML model, all of that complexity still runs in software. 
Training data are still stored in memory somewhere. And 
all of that is on a computer, on a network, and attached to 
the Internet. Like everything else, these systems will be 
hacked through vulnerabilities in those more conven-
tional parts of the system.

This shouldn’t come as a surprise to anyone who has 
been working with Internet security. Cryptography has 
similar vulnerabilities. There is a robust field of cryptan-
alysis: the mathematics of code breaking. Over the last 
few decades, we in the academic world have developed 
a variety of cryptanalytic techniques. We have broken 
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ciphers we previously thought secure. 
This research has, in turn, informed 
the design of cryptographic algorithms. 
The classified world of the National 
Security Agency (NSA) and its foreign 
counterparts have been doing the 
same thing for far longer. But aside 
from some special cases and unique 
circumstances, that’s not how encryp-
tion systems are exploited in practice. 
Outside of academic papers, crypto-
systems are largely bypassed because 
everything around the cryptography 
is much less secure.

I wrote this in my book, Data and 
Goliath:

The problem is that encryption is 
just a bunch of math, and math has 
no agency. To turn that encryption 
math into something that can 
actually provide some security for 
you, it has to be written in com-
puter code. And that code needs to 
run on a computer: one with hard-
ware, an operating system, and 
other software. And that computer 
needs to be operated by a person 
and be on a network. All of those 
things will invariably introduce 
vulnerabilities that undermine the 
perfection of the mathematics…3

This remains true even for pretty 
weak cryptography. It is much easier to 
find an exploitable software vulnera-
bility than it is to find a cryptographic 
weakness. Even cryptographic algo-
rithms that we in the academic com-
munity regard as “broken”—meaning 
there are attacks that are more efficient 
than brute force—are usable in the real 
world because the difficulty of breaking 
the mathematics repeatedly and at scale 
is much greater than the difficulty of 
breaking the computer system that the 
math is running on.

ML systems are similar. Systems 
that are vulnerable to model stealing 
through the careful construction of 

queries are more vulnerable to model 
stealing by hacking into the comput-
ers they’re stored in. Systems that are 
vulnerable to model inversion—this is 
where attackers recover the training 
data through carefully constructed 
queries—are much more vulnerable 
to attacks that take advantage of un-
patched vulnerabilities.5

But while security is only as strong 
as the weakest link, this doesn’t mean 
we can ignore either cryptography or 
ML security. Here, our experience with 
cryptography can serve as a guide. 
Cryptographic attacks have different 
characteristics than software and net-
work attacks, something largely shared 
with ML attacks. Cryptographic at-
tacks can be passive. That is, attackers 
who can recover the plaintext from 
nothing other than the ciphertext can 
eavesdrop on the communications 
channel, collect all of the encrypted 
traffic, and decrypt it on their own 
systems at their own pace, perhaps in a 
giant server farm in Utah. This is bulk 
surveillance and can easily operate on 
this massive scale.

On the other hand, computer hack-
ing has to be conducted one target com-
puter at a time. Sure, you can develop 
tools that can be used again and again. 
But you still need the time and exper-
tise to deploy those tools against your 
targets, and you have to do so individ-
ually. This means that any attacker has 
to prioritize. So while the NSA has the 
expertise necessary to hack into ev-
eryone’s computer, it doesn’t have the 
budget to do so. Most of us are simply 
too low on its priorities list to ever get 
hacked. And that’s the real point of 
strong cryptography: it forces attack-
ers like the NSA to prioritize.

This analogy only goes so far. ML is 
not anywhere near as mathematically 
sound as cryptography. Right now, it 
is a sloppy misunderstood mess: hack 
after hack, kludge after kludge, built 
on top of each other with some data 

dependency thrown in. Directly at-
tacking an ML system with a model 
inversion attack or a perturbation 
attack isn’t as passive as eavesdrop-
ping on an encrypted communications 
channel, but it’s using the ML system 
as intended, albeit for unintended 
purposes. It’s much safer than actively 
hacking the network and the computer 
that the ML system is running on. And 
while it doesn’t scale as well as crypt-
analytic attacks can—and there likely 
will be a far greater variety of ML sys-
tems than encryption algorithms—it 
has the potential to scale better than 
one-at-a-time computer hacking does. 
So here again, good ML security denies 
attackers all of those attack vectors.

We’re still in the early days of 
studying ML security, and we don’t 
yet know the contours of ML security 
techniques.4,6,7 There are really smart 
people working on this and making 
impressive progress,8 and it’ll be years 
before we fully understand it. Attacks 
come easy, and defensive techniques 
are regularly broken soon after they’re 
made public. It was the same with cryp-
tography in the 1990s, but eventually 
the science settled down as people bet-
ter understood the interplay between 
attack and defense. So while Google, 
Amazon, Microsoft, and Tesla have all 
faced adversarial ML attacks on their 
production systems in the last three 
years,9 that’s not going to be the norm 
going forward.

All of this also means that our se-
curity for ML systems depends largely 
on the same conventional computer 
security techniques we’ve been us-
ing for decades. This includes writing 
vulnerability-free software, design-
ing user interfaces that help resist 
socia l engineering, and bui lding 
computer networks that aren’t full 
of holes. It’s the same risk-mitigation 
techniques that we’ve been living 
with for decades. That we’re still me-
diocre at it is cause for concern, with 
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regard to both ML systems and com-
puting in general.

I love cryptography and cryptanal-
ysis. I love the elegance of the mathe-
matics and the thrill of discovering a 
flaw—or even of reading and under-
standing a flaw that someone else dis-
covered—in the mathematics. It feels 
like security in its purest form. Simi-
larly, I am starting to love adversarial 
ML and ML security, and its tricks and 
techniques, for the same reasons.

I am not advocating that we stop de-
veloping new adversarial ML attacks. 
It teaches us about the systems being 
attacked and how they actually work. 
They are, in a sense, mechanisms for 
algorithmic understandability. Build-
ing secure ML systems is important re-
search and something we in the secu-
rity community should continue to do.

There is no such thing as a pure 
ML system. Every ML system 
is a hybrid of ML software and 

traditional software. And while ML 
systems bring new risks that we 
 haven’t previously encountered, we 
need to recognize that the majority of 
attacks against these systems aren’t 
going to target the ML part. Security is 
only as strong as the weakest link. As 
bad as ML security is right now, it will 
improve as the science improves. And 
from then on, as in cryptography, the 
weakest link will be in the software 
surrounding the ML system. 
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