∗ †

∗

†

John Kelsey Bruce Sc hneier

Conditional Purc hase Orders

Abstract

1 Intro duction

2 Conditional Purchase Orders

jmkelsey@counterpane.com

schneier@counterpane.com sel ler-

driven

exchange -dr iven

buyer-dr iven

Conditional Pur chase Or der

Coun terpane Systems, 101 East Minnehaha P arkw a y , Minneap o-

lis, MN 55419;

Coun terpane Systems, 101 East Minnehaha P arkw a y , Minneap o-

lis, MN 55419;

W e prop ose a system of commerce based on the Conditional

Purc hase Order (CPO). Individual buy ers issue CPOs, whic h

are ev aluated and fulfilled b y sellers. There are mec hanisms

to bind the buy er to the transaction once the conditions are

met. Additional enhancemen ts include the abilit y to add

anon ymit y , and assurances of pro duct qualit y b y trusted

third parties.

There are dozens of differen t buy er/seller proto cols in use

to da y . Ho w ev er, most of these systems fo cus on the seller,

allo wing him to price, pac k age, or configure go o ds and ser-

vices more effectiv ely . Stores, catalogues, classified adv er-

tisemen ts, telemark eting, auction houses, ev en on-line com-

puterized reserv ations systems for airlines, are all

. The seller’s job is to attract buy ers and then close

the sale.

Other commerce systems are . These

systems–for example, the New Y ork Sto c k Exc hange–matc h

buy ers and sellers b y offering an efficien t, fair, and orderly

mark etplace. They fa v or neither buy ers and sellers, but sim-

ply act as a lo cation that allo ws for the matc hing pro cess.

As commerce seeks to utilize the inheren t adv an tages of

the in ternet, w e are seeing man y forms of commerce systems

b eing p orted o v er to the net and man y differen t pa ymen t

systems b eing created [OO90 , OO92, FY92, Bra93a , Bra93b ,

MN93 , CR93 , F er94, LMP94 , Ok a95, NM95 , BGH+95 , ST95 ,

TMSW95 , 12]. Most of these approac hes and systems seek

to create b etter seller or exc hange-driv en systems. Ho w ev er,

one area of electronic commerce that has not b een widely

explored is the abilit y to implemen t an efficien t

commerce system.

Buy er-driv en systems represen t an extremely small p ortion of the w orld’s commerce. Buy ers do not w an t to sp end

money on comm unication costs (i.e. adv ertising) in order to

lo cate p oten tial sellers. Almost all classic commerce systems

imp ose the adv ertising costs on the seller. Additionally

, buy-

ers do not w an t to b e in undated with n umerous marginal or

unqualified sellers, and buy ers do not w an t to pa y the inher-

en t cost p er transaction of ha ving sellers who m ust customize

eac h item they w ell to eac h individual buy er’s needs.

Our aim is to create an efficien t buy er-driv en system of

commerce. Buy ers can p ost their requiremen ts, m uc h lik e

classified adv ertisemen ts, and sellers can ev aluate these re-

quiremen ts and decide whether or not to fulfill them. More-

o v er, the system pro vides a mec hanism to bind the buy er to

a seller once the seller meets those requiremen ts: a buy er

cannot renege on a deal once a buy er has accepted unless

the buy er fails to meet the stated requiremen ts.

A (CPO) is a purc hase order

whic h (after some in teraction) can b e placed on a public

serv er. P oten tial suppliers can then bro wse these CPOs, and

bind an y that they wish. By “binding” a CPO, a supplier

effectiv ely con v erts it in to a signed con tract.

The purp ose of designing a system for CPOs is to allo w

small-v olume buy ers to effectiv ely solicit for bids for their

desired purc hases, in suc h a w a y that:

1. Buy ers driv e the mark et.

2. Both buy ers and sellers are protected from friv olous

bids, or bids that don’t meet their criteria.

This is somewhat differen t from the curren tly common

mo del of buy er-driv en commerce, in whic h the buy er solicits

bids. With a CPO, w e exp ect the total amoun t of money

c hanging hands to b e relativ ely small–for larger transaction

amoun ts, w e w ould recommend using a mo dified v ersion of

the proto col that collected bids. (The proto cols can b e al-

tered to accept bids, though this c hanges the c haracter of

the system somewhat.) CPOs are somewhat lik e in teractiv e

classified adv ertisemen ts, bac k ed with the promise that, if

someone is curren tly reading this ad, then it almost certainly

is still a v ailable.

W e need sev eral differen t proto cols to implemen t a CPO

system:

1. Bob in teracts with an Arbiter (Alice) and a serv er

A

A

A

A

•

•

•

•

•

K A

K

A

K

A

K

A

E X X K

M AC X X

K

P K E X X

K

S I GN X X

K

X , Y X Y p osting the CPO

br owse the CPOs

binding the CPO

3 Proto cols fo r the CPO

3.1 Pla y ers

3.2 Assumptions

3.3 Notation

3.4 The Structure of a CPO

(Carol) to ha v e his CPO made a v ailable to man y p o-

ten tial sellers. This is kno wn as .

2. Man y sellers , examining them for

w orth while offers.

3. One seller, P am, bro wses Bob’s offer, and decides to

accept. She in teracts with the the serv er to claim this

CPO. If her claim is accepted, the CPO is remo v ed

from bro wsing, and P am is able to complete the trans-

action. This is kno wn as .

4. After the CPO has b een b ound, P am deliv ers the go o ds

to Bob, and is paid. (Bob’s iden tit y ma y b e rev ealed

when the CPO is b ound, or P am ma y ha v e to go

through an in termediary to complete the transaction.)

Some p oten tial problems come up here:

1. It’s p ossible for t w o or more sellers to try to redeem

the CPO at the same time. This m ust b e dealt with

unam biguously in the proto col.

2. There m ust b e some w a y to prev en t b ogus attempts

to bind a CPO.

3. There m ust b e some w a y to prev en t b ogus CPOs from

b eing p osted.

4. The Buy er and Seller should remain m utually anon y-

mous (and anon ymous to the Arbiter) unless there is a

go o d reason for the system to b e designed differen tly .

The Arbiter and Serv er cannot b e anon ymous, since

they ha v e to b e kno wn and trusted b y b oth parties.

(It is an ticipated that in man y systems, the Arbiter

and Serv er will b e the same p erson or organization.)

5. All the transaction details that aren’t made sp ecifically

public should b e rev ealed only to those parties in the

proto col that need to kno w them.

6. The buy er and seller m ust b e qualified to carry out the

transaction. This is the p oin t of the b ond certificates–

if either promises something he can’t deliv er, his b ond-

ing agency pa ys the injured part y a fee, and he proba-

bly can’t get another b ond certificate without pa ying

a lot of money .

These proto cols use the follo wing pla y ers:

1. Bob the Buy er.

2. P am the (P oten tial) Seller.

3. Alice the Arbiter.

4. The Serv er.

All of these proto cols assume the follo w ing:

1. A strong public-k ey encryption and signature sc heme.

Sev eral suc h sc hemes are discussed in [Sc h96 ].

2. A strong encryption sc heme, suc h as 3DES [NBS77].

3. A cryptographic hash function, suc h as SHA1 [NIST93 ].

4. That ev ery one kno ws the public k eys of Alice, the

Serv er, and the Bonding Agencies. (These are all w ell-

kno wn parties.)

5. That P am and Bob ha v e “b onding certificates,” as dis-

cussed b elo w.

6. The a v ailabilit y of k ey pairs for b oth signing and en-

cryption for eac h user. These ma y b e the same k ey-

pairs for signing and encryption, or differen t ones, de-

p ending on the application.

7. A go o d source of random or cryptographically strong

pseudorandom n um b ers a v ailable to eac h user in the

proto col.

Man y of these proto cols mak e use of the idea of a public

k ey certificate, not as a statemen t of iden tit y , but as a state-

men t of authorization to carry out some set of op erations.

Notation in the remainder of this do cumen t is as follo ws :

( ) means that is encrypted under k ey ,

using some symmetric encryption algorithm.

( ) means that is authen ticated under k ey

, using some symmetric message authen tication al-

gorithm.

( ) means that is encrypted under public

k ey .

( ) means that is digitally signed under

priv ate k ey .

means that is concatenated with .

This is the structure of a Candidate CPO (CCPO):

a. ID—A random 160-bit iden tifier.

b. ArbiterID—Unique ID of the arbiter.

c. Serv erID—Unique ID of the serv er.

d. Go o ds—A text description of the go o ds b eing pur-

c hased.

e. Price—A 64-bit in teger describing the price in cen ts.

f. StartDate—A 32-bit represen tation of the time and

date when the CPO will b ecome activ e.

g. EndDate—A 32-bit represen tation of the time and date

when the CPO will expire.

h. T erms—A text description of all of the terms of the

CPO, including those describ ed ab o v e.

i. Bond Certificate—The Buy er’s Bond Certificate.

j. Chec ksum—The hash of fields a–i, ab o v e.

T o b ecome a CPO, the ab o v e data m ust b ear the sig-

nature of b oth the arbiter referenced in the ArbiterID field,

and the serv er referenced in the Serv erID field.

not

p oste d

A B

B A

A B

B A

A

B

B B

S

S

P K S K

P K S K

P K S K

S

P K S K

S K

0

0

0 0 0

0 0 0

1

1

1 1 0 1

1 1 1

2

2 2 1

2 2 2

3

3

3 3 2 3

3 3 3

3 3

3.5 Bond Certificates

3.6 P osting the CPO

3.6.1 Getting the Arbiter’s App roval

B C

P K S K

AR B I T E R AC C E P T AN C E

AR B I T E R AC C E P T AN C E

AR B I T E R AC C E P T AN C E

U ,

R

I D

X U , C C P O , I D , R ,

M P K E X , S ig n X .

U ,

R

X U , X , R

M P K E X , S ig n X .

U ,

X U , X

M P K E X , S ig n X .

U ,

T

X U , X , T , C C P O , I D

M P K E X , S ig n X .

X , S ig n X

AR B I T E R AC C E P T AN C E

An y one who w an ts to tak e part in this sc heme m ust pro-

vide some guaran tee that they will not bac k out on their

commitmen ts. This should b e a v ailable from man y sources,

esp ecially credit card issuers and banks. (Indeed, the sim-

plest implemen tation migh t b e a credit-card pa ymen t to an

arbiter, with an agreemen t ab out under what conditions this

will b e partially or en tirely refunded.) It is necessary to re-

quire this in order to prev en t spurious CPOs and spurious

bindings. W e call the pro of of arrangemen ts to ha v e these

commitmen ts paid a “b ond certificate.”

A “b ond certificate” is a public k ey certificate, suc h that

the certifier (the b onding agency) sp ecifies a set of v alid

dates for the b ond certificate, a limit to the amoun t co v-

ered, and a set of additional conditions, whic h ma y require

online c hec king of a rev o cation list, ma y sp ecify a Serv er

and Arbiter to b e used, etc. The priv ate k ey corresp ond-

ing to the public k ey certified is kno wn to the b onding

agency—only to the user. Kno wledge of that priv ate k ey

is used as pro of of iden tit y for the b ondholder. (This al-

lo ws buy er- and seller-anon ymit y in man y cases, though of

course, neither will b e anon ymous to the b onding agency

except in v ery sp ecial cases.)

A b ond certificate for Bob will b e referred to as ,

while the corresp onding public and priv ate k eys will b e re-

ferred to as and , resp ectiv ely .

A CPO is b y an in teraction b et w een Bob (the buy er),

Alice (the arbiter), and Carol (the serv er). This actually

turns out to b e rather complicated, esp ecially as this part of

the proto col really ough t to b e p ossible with nothing more

than encrypted e-mail.

Before the CPO ma y b e p osted, the buy er m ust get an ar-

biter’s appro v al. This is required so that b oth Bob and the

serv er kno w that the arbiter they’v e designated to decide

whether or not the con tract has b een fulfilled is actually

willing to accept the CPO. (She ma y refuse to deal with

p eople who ha v e caused problems b efore, or to participate in

the sale of items that are esp ecially lik ely to cause disputes,

suc h as used cars or some kinds of in v estmen ts.) (Presum-

ably

, she is paid for doing this.) The Serv er will not accept a

candidate CPO without an .

An will not b e issued b y

the arbiter unless she is con vinced that Bob’s candidate

CPO is fresh (not a repla y), and that it is guaran teed b y

some b onding agency

. Bob m ust also b e con vinced that he

is b eing issued a fresh . This

w orks as follo ws:

1. Bob forms

= 1 1

= a 160-bit random n um b er

= ID of the serv er.

= Additional T erms

and sends to Alice

= ( ( ))

2. Alice resp onds with

= 1 2

= a 160-bit random n um b er

= hash( )

and sends to Bob

= ( ( ))

3. Bob resp onds to this with

= 1 3

= hash( )

and sends to Alice

= ( ( ))

4. Alice finally resp onds with

= 1 4

= Timestamp

= hash( )

and sends to Bob

= ( ( ))

5. Bob stores ( ) as the

.

Note that after step 2, Bob kno ws he’s talking to Alice

in real-time. After step 3, Alice kno ws she’s talking to Bob

in real time. The running hash c hains in all of the mes-

sages guaran tee that the repla y of individual messages from

previous proto cols is not p ossible. Before Alice issues the

Arbiter’s Acceptance in step 4, she is con vinced that she’s

talking to a p erson who kno ws Bob’s priv ate signing k ey and

who has a v alid b onding certificate, and she’s seen the terms

of the CPO, as w ell as an y other terms he ma y ha v e sen t

her (p erhaps her fee for acting as arbiter for this CPO). The

final Arbiter’s Acceptance is timestamp ed, and link ed to a

single serv er. (This prev en ts using a single Arbiter’s Accep-

tance to issue man y differen t CPOs with differen t serv ers.)

It con tains the CPO prop osed, and so cannot b e used for

an y other CPOs.

Note that all messages are encrypted. This is done to

prev en t leak age of an y in ternal information un til it is sp ecif-

ically published.

Note that eac h message has a unique 3-tupple of in tegers

at its b eginning. These w ork as follo ws: The first n um b er

denotes whic h system this is–arbitrarily set to 1 here. The

second n um b er denotes whic h proto col this is–ranging from

1 to 6. The third n um b er denotes whic h message in this

proto col this message is. These are used b oth to simplify

message-pro cessing soft w are, and to mak e it imp ossible for

an attac k er to ev er get an iden tical message from differen t

proto cols.

S

B

B

S

S

B

B S

S

P

P

S

S

P

P

S

P K

S K

P K

S K

P K

S K

P K S K

P

p

P

P K

S K

P K

S K

P K

S K

p

p

P K

S K

0

1

0

0

0 0 0

0 0 0

0

1

1

1 1 0 1

1 1 1

2

2 2 1

2 2 2

3

3 2

3

0

0

0 0 0

0 0 0

1

1

1 1 0 1

1 1 1

2

2 2 1

2 2 2

3

3 3 2

3 3 3

3.7 V a riation: Getting Arbiter’s App roval fo r Bidding

3.7.1 P osting the CPO to the Server

3.8 Bro wsing the CPOs

U ,

U ,

AR B I T E R AC C E P T AN C E

R

U ,

X U , R , AR B I T E R AC C E P T AN C E

M P K E X , X .

M

R

U ,

X U , X , R

M P K E X , X .

U ,

X U , hash X

M P K E X , X .

U ,

C P O U , hash X , C C P O .

M P K E C P O , S ig n C P O .

B C

K

R

T

U ,

X U , R , T , B C

M P K E X , X .

R

U ,

X U , X , R

M P K E X , X .

U ,

X U , X ,

M P K E X , X .

U ,

K

T

X U , X , T , K

M P K E X , X .

Adding bids to the CPO proto col adds a little more w ork for

the Arbiter. This requires the Arbiter’s appro v al, whic h re-

quires only one v ery small c hange in the ab o v e proto col: The

proto col ID go es from b eing 1 to b eing 5. Th us = 5 1,

= 5 2, etc. This differen t proto col ID is enough to en-

sure that the Arbiter kno ws what she’s getting herself in to.

The Serv er, seeing the differen t proto col ID in the arbiter’s

appro v al, will use the bidding v ariation of the binding pro-

to col.

In order for the Serv er to p ost the CPO, it m ust b e con vinced

that the CPO has a fresh ,

and that it is guaran teed b y a b onding agency

. This w orks

as follo ws:

1. Bob forms

= random 160-bit n um b er

= 2 1

=

and then sends to the Serv er

= ( Sign ( ))

2. Serv er receiv es and v erifies it. If it’s not stale, and

if the serv er is willing to p ost the CPO, it forms

= a random 160-bit n um b er

= 2 2

= hash( )

and then encrypts and sends to Bob

= ( Sign ( ))

3. Bob forms

= 2 3

= ( )

and then sends to the Serv er

= ( Sign ( ))

4. If this message’s signature v erifies prop erly

, then the

Serv er p osts the CPO. The Serv er forms

= 2 4

= ( )

It then sends to Bob

= ( ( ))

A t the end of this proto col, Bob has a receipt to ac-

kno wledge that his CPO has b een p osted, and the Serv er

is con vinced that the holder of the b ond certificate has just

agreed to the CCPO, and has the arbiter’s appro v al as w ell.

After step 2, Bob kno ws he’s talking to the Serv er in real-

time. After step 3, the Serv er kno ws it’s talking to Bob in

real time.

P am is a p oten tial seller, with a b onding certificate ( )

of her o wn. Before she is allo w ed to bro wse the CPOs in real

time (with the abilit y to bind them), she m ust go through a

proto col. (The CPOs ma y b e a v ailable to p eople who aren’t

bro wsing, but nob o dy is allo w ed to bind a CPO un til they

go through this proto col.) The purp ose of this proto col is

to pro v e that she is guaran teed b y a b onding agency

, and

also to decrease the computational load on the serv er b y

establishing a secret authen tication k ey , . All of this rad-

ically decreases the computational exp ense of allo wing P am

to bro wse the CPOs.

1. P am forms

= a random 160-bit n um b er

= a time range

= 3 1

=

and sends to the Serv er

= ( Sign ( ))

2. The Serv er decides whether to gran t P am access. If

so, it forms

= a random 160-bit n um b er

= 3 2

= hash( )

and sends to P am,

= ( Sign ( ))

3. P am resp onds b y forming

= 3 3

= hash( )

and sends to the Serv er

= ( Sign ( ))

4. The serv er v erifies the signature, and then resp onds b y

forming

= 3 4

= a random secret k ey for binding CPOs.

= a time range (from first proto col message)

= hash( )

and sends to P am

= ( Sign ( ))

A t the end of this proto col, P am holds the secret shared

k ey with whic h she is allo w ed to bind a CPO, within the time

limits sp ecified in the last message. P am and the Serv er are

b oth con vinced that they ha v e in teracted with one another

in real-time, and the Serv er kno ws that P am’s attempts to

bind CPOs are guaran teed b y her b onding agency .

P p

S p

P

S

S

P p

S p

P

S

S p

p

P K K

P K K

P

P K

S K

S K

p

p

P K K

P K K

Response

P Response

P K

S K

S K

P

0

0

0 0 0

0 0 0

1

1

1 1 0 1

1 1 1

2

2 2 1

2 2 2

2 2

0

0

0 0 0

0 0 0

1

1

1 1 0 1

1 1 1

2

2 2 1

2 2 2

2 2

3.9 Binding the CPO

3.10 V a riation: Accepting Bids

3.11 Delivering the CPO

K

K

B O U N D C P O

U ,

R ,

X U , R ,

M P K E X , X .

U ,

R

X U , X , R ,

M P K E X , Auth X .

U ,

T

X U , X , B C , T , C P O ,

M P K E X , X .

X , X B O U N D C P O

K

K

B I D R E C E I P T

U ,

R ,

X U , R ,

M P K E X , X .

U ,

R

X U , X , R ,

M P K E X , Auth X .

U ,

T

T

X U , X , B C , T , T , C P O ,

M P K E X , X .

X , X B I D R E C E I P T

B O U N D C P O

B O U N D C P O

B C

As P am bro wses the CPOs, eac h is sen t to her b y the Serv er,

authen ticated under , and including a random c hallenge

to prev en t repla y attac ks. When P am w an ts to bind one, she

forms an offer to bind the CPO, and sends it, along with the

hash of the authen ticated CPO, authen ticated under .

The Serv er is con vinced that this is a v alid offer to bind the

CPO, and that it’s happ ening in real time. It resp onds b y

sending her .

1. The Serv er forms

= 4 1

= a random 160-bit n um b er

= CPO description

and sends P am

= ( Auth ( ))

This step is rep eated for eac h CPO bro wsed.

2. P am forms

= 4 2

= a random 160-bit n um b er

= hash( ) Offer Details

and encrypts and sends to the Serv er

= ( ( ))

3. If the offer is acceptable to the Serv er, then it forms

= 4 3

= timestamp

= hash( ) Offer Details

and encrypts and sends to P am

= ( Sign ( ))

4. P am stores Sign ( ) as .

After step 2, the Serv er kno ws it’s receiv ed a message

from P am in real time. After step 3, P am kno ws the same

thing, and immediately has an answ er. Note that the sym-

metric op erations here are mean t to sp eed up the pro cess

of v erifying whether or not a single user has just b ound the

CPO. This also reduces the computational load on the serv er

significan tly .

If w e w an t to accept bids instead of allo wing the first willing

seller tak e the CPO, then the proto col is almost unc hanged.

As P am bro wses the CPOs, eac h is sen t to her b y the

Serv er, authen ticated under , and including a random

c hallenge to prev en t repla y attac ks. When P am w an ts to

bid on one, she forms an bid, and sends it, along with the

hash of the authen ticated CPO, authen ticated under .

The Serv er is con vinced that this is a v alid offer to bind the

CPO, and that it’s happ ening in real time. It resp onds b y

sending her .

1. The Serv er forms

= 6 1

= a random 160-bit n um b er

= CPO description

and sends P am

= ( Auth ( ))

This step is rep eated for eac h CPO bro wsed.

2. P am forms

= 6 2

= a random 160-bit n um b er

= hash( ) Bid Details

and encrypts and sends to the Serv er

= ( ( ))

3. If the bid is acceptable to the Serv er, then it forms

= 6 3

= timestamp

= Time b y whic h bid will get a resp onse.

= hash( )

Bid Details

and encrypts and sends to P am

= ( Sign ( ))

4. P am stores Sign ( ) as .

5. When the time for accepting bids is o v er, the Serv er

presen ts these to the Arbiter, who selects one as b eing

the b est bid. The winning bid is notified, as are all

losing bids.

Note that the Arbiter is used in this v ariation, instead

of the Buy er, to resolv e whic h bid is b est. This giv es the

sellers some assurance that the Buy er isn’t going to c heat,

either b y c hanging his criteria halfw a y through the pro cess,

or b y soliciting bids, and then making a bid himself, whic h

he then can alw a ys tak e to a v oid going through with the

deal.

The “Offer Details” field of sp ecify ho w P am

and Bob are to finish the deal. In most cases, this will

simply in v olv e deliv ering some go o ds in exc hange for some

money

, p ossibly in the presence of the Arbiter. In some

cases, ho w ev er, this will in v olv e in termediaries, to preserv e

anon ymit y for P am, Bob, or b oth. The only crucial p oin ts

of this are that P am has the , and since that

also includes , she can pro v e her iden tit y to Bob or an

in termediary with a simple c hallenge-resp onse proto col.

4 Securit y of the CPO Proto cols

4.1 Black-Bo x A ttacks

4.2 End-Run A ttacks

4.3 Direct A ttacks

Black-Box

Sel ler c ol lusion

Jurisdictional Pr oblems

F ailur e to Deliver

End-R un

F alse Certific ations

Har d-to- Interp r et Conditions

Key Compr omises

R epudiation

Dir e ct

F or ge d Bonding Certific ates

F or ge d A rbiter’s A c c eptan c e

F or ge d Post of a CPO

F or ge d Binding of the CPO

L e arning Details of a CPO in A dvanc e

A attac k is an attac k on a system that can b e

carried out ev en if the system functions exactly as it should.

These attac ks m ust b e dealt with externally–the CPO sys-

tem w e ha v e describ ed cannot resist them. The v alue in

kno wing ab out these attac ks is that it lets us kno w the max-

im um strength of the system.

1. —Nothing can prev en t sellers from col-

luding among themselv es, in order to come to a higher

offering price than migh t otherwise ha v e b een made

p ossible. Ho w ev er, there are significan t incen tiv es for

c heating among colluding sellers.

2. —A user in one coun try ma y

p ost a CPO whose ev en tual seller is in another coun try ,

with serv er and arbiters in still other coun tries. This

could raise some in teresting jurisdictional problems. A

CPO migh t b e p osted from a F renc h citizen offering to

buy Cuban cigars. Ev en if the seller is in Cuba, if the

arbiter or serv er is in the US, there ma y b e some legal

problems with this. The solution w e use is simply to

giv e the serv er and arbiter eac h a c hance to refuse to

tak e part, once they’v e seen the prop osed CPO.

3. —It is p ossible that a w ould-b e seller

binds the CPO, and then refuses to deliv er the agreed-

up on go o ds. This cannot b e prev en ted, though his

b onding agency will probably wind up pa ying the w ould-

b e buy er something for his trouble. It will b e necessary

to design the pa y offs for this carefully

, to a v oid mak-

ing it profitable for a buy er and seller in collusion to

decide ahead of time to ha v e the seller refuse to deliv er

the agreed-up on go o ds.

An attac k is an attac k that b ypasses the system

en tirely

, attac king some of the system’s basic assumptions.

1. —If an attac k er can pro duce suf-

ficien tly con vincing false iden tifying do cumen ts, then

they can en ter in to CPOs on either side in someone

else’s name.

2. —A buy er ma y put some

hard-to-in terpret conditions in to the CPO, hoping to

b e able to refuse man y or most sellers (p erhaps collect-

ing some kind of fee for friv olous binding of the CPO

eac h time). This should b e caugh t b y the Arbiter,

whose job it is to judge whether or not these condi-

tions can b e reasonably met. W e exp ect that most

arbiters w ould require use of “fill-in-the-blank” st yle

conditions, whic h w ould minimize am biguit y .

3. —If a user has his priv ate signing

k ey stolen, then there is no longer an y protection from

ha ving CPOs p osted and b ound in his name. P erhaps

a partial coun termeasure for this w ould b e to require

that the CPO serv er c hec ks CRLs eac h da y to deter-

mine whether this user is on one. If so, then the CPO

is tak en do wn immediately .

4. —If a user has p osted or b ound a CPO,

and no w wishes he had not, he ma y simply claim to

ha v e had his k ey compromised. In some cases, it will

b e relativ ely easy to pro v e, i.e., b y phone records, that

the user himself p osted or b ound the CPO. In other

cases, ho w ev er, the only evidence will b e the claim of

the user. This is not generally solv able b y cryptogra-

ph y . Ho w ev er, in telligen t p olicies for handling certifi-

cations and future CPOs will help.

A attac k is an attac k on the proto cols and algorithms

within the system itself. These attac ks should generally b e

dealt with b y repairing the system.

1. —An attac k er that could

forge b onding certificates for himself could get a w a y

with all kinds of friv olous CPO p osts and bindings.

Ho w ev er, forging these requires either a successful in-

ternal attac k on a recognized b onding agency

, or a

metho d to defeat the signature sc heme used to sign

the certificate. Ev en extending a previously-v alid cer-

tificate to co v er another few da ys is equiv alen t to de-

feating the signature sc heme, b y c hanging the signed

data without detection.

2. —An attac k er migh t try

to get a forged Arbiter’s Acceptance, to allo w him to

p ost a CPO that the arbiter w ould not care to try

to in terpret or enforce. The proto col for getting Ar-

biter’s Appro v al should prev en t repla y of old arbiters’

appro v als. The digital signatures in v olv ed should pre-

v en t alteration of an y fields (including the timestamp

field).

3. —An attac k er migh t try to forge

a p ost of a CPO from someone else. The p osting pro-

to col should prev en t simply repla ys of old CPO p osts.

F orging a p ost should th us require breaking the sig-

nature sc heme, or learning the user’s priv ate signing

k ey .

4. —An attac k er migh t try

to forge a binding of a CPO in someone else’s name.

Ho w ev er, the proto col that allo ws a user to bro wse

the CPOs, and that pro vides a binding k ey to eac h

suc h user, should prev en t an y one from b eing able to

do this unless they kno w that user’s priv ate signing

k ey . This do es p oin t out, ho w ev er, that binding k eys

are imp ortan t and should b e stored and handled as

carefully as other k ey material. It migh t also b e a

go o d idea to add a step to the bro wsing proto col to

tak e a giv en binding k ey out of action once the user

decides to end her session.

5. —An attac k er

migh t w an t to monitor some arbiter (sa y , one who sp e-

cializes in CPOs for an tique cars), in order to learn

details of a prop osed CPO in adv ance. Similarly

, an

attac k er migh t w an t to monitor a b onding agency

, or

a serv er. Tw o things prev en t this:

(a) All comm unications ab out the CPO b et w een the

Buy er, Serv er, and Arbiter are encrypted under

the resp ectiv e parties’ public k eys.

T M

5 Conclusions

6 Ackno wledgments

References

Interfer enc e in Pr oto c ols

Communic ations of the A CM,

Computer Se curity —

ESORICS ’94,

A dvanc es in Cryptolo gy —

CR YPTO ’95,

The

First USENIX Workshop on Ele ctr onic Com-

mer c e,

A dvanc es in Cryptolo gy—CR

YPTO ’93 Pr o-

c e e dings,

Se curity for

Computer Networks,

A dvanc es in Cryptolo gy—CR

YPTO

’93 Pr o c e e dings

The Se c ond

A CM Confer enc e on Computer and Commu-

nic ations Se curity,

The First A

CM Confer enc e

on Computer and Communic ations Se curity,

A dvanc es in Cryptolo gy—

CR YPTO ’95 Pr o c e e dings

A d-

vanc es in Cryptolo gy—CR

YPTO ’89 Pr o c e e d-

ings

A dvanc es in Cryptolo gy—

CR YPTO ’91 Pr o c e e dings

Applie d Crypto gr aphy , 2nd Edi-

tion,

(b) All suc h comm unications include random n um-

b ers, so an attac k er cannot under almost an y con-

ceiv able circumstances try comparing previous CPOs

whose con ten ts he kno ws with curren t prop osed

CPOs.

6. —Ev ery imp ortan t v alue in

all these proto cols is protected b y signature or MA C.

Ho w ev er, there is no real defense against an attac k er

altering bits in early proto col messages to prev en t a

giv en buy er from b eing able to use the CPO system.

There is no cryptographic solution to this problem,

but there ma y b e w a ys of designing comm unications

net w orks so that it is quite difficult to in terrupt these

transmissions.

This set of proto cols describ es one p ossible implemen tation

of an infrastructure to supp ort CPOs. It is imp ortan t to

note that the b onding agency

, arbiter, and serv er can con-

ceiv ably b e the same en tit y . In this case, these proto cols can

b e dramatically simplified.

The authors w ould lik e to thank Chris Hall, James Jorasc h,

Ja y W alk er, and the anon ymous referees for their helpful

commen ts. This w ork is paten t p ending in the United States

and other coun tries.

[And93] R. Anderson, “Wh y Cryptosystems F ail,”

v. 37, n. 11,

No v 1994, pp. 32-40.

[And94] R. Anderson, “Liabilit y and Computer Secu-

rit y: Nine Principles,”

Springer-V erlag, 1994, pp. 231-

245.

[And95] R. Anderson, “Robustness Principles for Pub-

lic Key Proto cols,”

Springer-V erlag, 1995, pp. 236-

247.

[BGH+95] M. Bellare, J.A. Gara y , R. Hauser, A.

Herzb erg, H, Kra w czyk, M. Steiner, G.

Tsudik, and M. W aidner, “iKP - A F amily

of Secure Electronic P a ymen t Proto cols”,

USENIX Asso ciation, 1995, pp. 89–

106.

[Bra93a ] S. Brands, “Un traceable Off-line Cash in W al-

lets with Observ ers,”

Springer-V erlag, 1994 pp. 302–318 .

[Bra93b] S. Brands, “An Efficien t Off-line Electronic

Cash Systems Based on the Represen ta-

tion Problem,” C.W.I. T ec hnical Rep ort CS-

T9323, 1993.

[CR93] CitiBank and S. S. Rosen, “Electronic-

Monetary System,” In ternational Publication

Num b er W

O 93/105 03; Ma y 27 1993.

[DP89] D.W. Da vies and W.L. Price,

Second Edition, John

Wiley & Sons, 1989.

[F er94] N. F erguson, “Extensions of Single-T erm

Coins,”

, Springer-V erlag, 1994, pp.

292–30 1.

[FY92] M. F ranklin and M. Y ung, “T o w ards Pro v ably

Secure Efficien t Electronic Cash,” Colum bia

Univ. Dept of C.S. TR CUCS-018-92, April

24, 1992. (Also in Icalp-93, July 93, Lund Sw e-

den, LNCS Springer-V erlag).

[LMP94] S. H. Lo w, N. F. Maxemc h uk and S. P aul,

“Anon ymous Credit Cards,”

A CM Press, 1994, pp. 108–

117.

[MN93] G. Medvinsky and B. C. Neuman, “Netcash:

A Design for Practical Electronic Currency

on the In ternet,”

A CM Press, 1993, pp. 102–106 .

[NBS77] National Bureau of Standards, NBS FIPS

PUB 46, “Data Encryption Standard,” Na-

tional Bureau of Standards, U.S. Departmen t

of Commerce, Jan 1977.

[NIST93] National Institute of Standards and T ec hnol-

ogy , NIST FIPS PUB 180, “Secure Hash Stan-

dard,” U.S. Departmen t of Commerce, Ma y

93.

[NM95] B. C. Neuman and G. Medvinsky

, “Re-

quiremen ts for Net w ork P a ymen t: The

NetCheque P ersp ectiv e,” Comp con ’95,

pp. 32–36

[Ok a95] T Ok amoto, “An Efficien t Divisible Electronic

Cash Sc heme,”

, Springer-V erlag,

1995, pp. 438–45 1.

[OO90] T. Ok amoto and K. Oh ta, “Disp osable Zero-

Kno wledge Authen tication and Their Appli-

cations to Un traceable Electronic Cash,”

, Springer-V erlag, 1990, pp. 481–49 6

[OO92] T. Ok amoto and K. Oh ta, “Univ ersal Elec-

tronic Cash,”

, Springer-V erlag,

1992, pp. 324–33 7.

[RSA93] RSA Lab oratories, “Public Key Cryptogra-

ph y Standards #1: RSA Encryption Stan-

dard,” v ersion 1.5, 1 No v em b er 1993.

[Sc h96] B. Sc hneier,

John Wiley & Sons, 1996.

[ST95] M. Sirbu and J. D. T ygar, “NetBill: An In ter-

net Commerce System Optimized for Net w ork

Deliv ered Services,” Comp con ’95, pp. 20–25.

[SK96] B. Sc hneier and J. Kelsey

, A P eer-to-P eer

Soft w are Metering System, in The Second

USENIX W orkshop on Electronic Commerce

(USENIX Asso ciation, 1996), pp. 279–286 .

[TMSW95] J. M. T enen baum, C. Medic h, A. M. Sc hiff-

man, and W. T. W ong, “CommerceNet:

Sp on taneous Electronic Commerce on the In-

ternet,” Comp con ’95, pp. 38–43