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organized into regiments or bri-
gades of three battalions, organized 
into divisions of three regiments, 
and organized into corps of two to 
three divisions.

As group sizes grow across these 
boundaries, they have more exter-
nally imposed infrastructure—and 
more formalized security systems. 
In intimate groups, pretty much 
all security is ad hoc. Companies 
smaller than 150 don’t bother with 
name badges; companies greater 
than 500 hire a guard to sit in the 
lobby and check badges.

T he whole brain-size compari-
son might be bunk, and a lot of 

evolutionary psychologists disagree 
with it. But certainly security sys-
tems become more formalized as 
groups grow larger and their mem-
bers are less known to each other. 
When do more formal dispute res-
olution systems arise—town elders, 
magistrates, judges? At what size 
boundary are formal authentication 
schemes required? Small compa-
nies can get by without the red tape 
that large companies require—
when does what tend to appear? 
How does punishment formalize as 
group size increases? People act dif-
ferently on social networking sites 
like Facebook when their list of 
“friends” grows larger and less in-
timate. Local merchants sometimes 
let known regulars run up tabs. I 
lend books to friends with much 
less formality than a public library. 
What examples have you seen? 

Bruce Schneier is chief security technol-

ogy officer of BT. Read his blog at www.

schneier.com.

Primatologist Robin Dunbar 
derived this number by comparing 
neocortex—the “thinking” part 
of the mammalian brain—volume 
with the size of primate social 
groups. By analyzing data from 38 
primate genera and extrapolating 
to the human neocortex size, he 
predicted a human “mean group 
size” of roughly 150.

This number appears regularly 
in human society—it’s the esti-
mated size of a Neolithic farming 
village, the size at which Hittite 
settlements split, and the basic 
unit in professional armies from 
Roman times to the present day. 
Larger group sizes aren’t as stable 
because their members don’t know 
each other well enough. Instead of 
thinking of the members as people, 
we think of them as groups of peo-
ple. For such groups to function 
well, they need externally imposed 
structure, such as name badges.

Of course, badges aren’t the 
only way to determine in-group/
out-group status. Other mark-
ers include uniforms and secret 
handshakes. They have different 
security properties and some make 
more sense than others at differ-
ent levels of technology, but once 
a group reaches 150 people, it has 
to do something.

More generally, there are several 

layers of natural human group size 
that increase with a ratio of approx-
imately three: 5, 15, 50, 150, 500, 
and 1,500—although, really, the 
numbers aren’t as precise as all that, 
and groups that are less focused on 
survival tend to be smaller. The 
layers relate to both the intensity 
and intimacy of relationship and 
the frequency of contact.

The smallest, three to five, is 
a “clique”: the number of people 
from whom you would seek help in 
times of severe emotional distress. 
The 12 to 20 group is the “sym-
pathy group”: people with whom 
you have special ties. After that, 30 
to 50 is the typical size of hunter-
gatherer overnight camps, generally 
drawn from the same pool of 150 
people. No matter what size com-
pany you work for, there are only 
about 150 people you consider to 
be “co-workers.” The 500-person 
group is the “megaband,” and the 
1,500-person group is the “tribe.” 
Fifteen hundred is roughly the 
number of faces we can put names 
to, and the typical size of a hunter-
gatherer society.

These numbers are reflected in 
military organization throughout 
history: squads of 10 to 15 orga-
nized into battalions of three to 
four squads, organized into com-
panies of three to four battalions, 

I
f the size of your company grows past 150 people, it’s 

time to get name badges. It’s not that larger groups 

are somehow less secure, it’s just that 150 is the cog-

nitive limit to the number of people a human brain 

can maintain a coherent social relationship with.
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