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on wanted persons, missing persons,
and gang members, as well as infor-
mation about stolen cars and boats.
More than 80,000 law enforcement
agencies have access to this database.
On average, the database processes
2.8 million transactions each day.

The US Privacy Act of 1974 re-
quires the FBI to make reasonable
efforts to ensure the database
records’ accuracy. However, in
April, the Justice Department ex-
empted the system from the law’s
accuracy requirements.

This isn’t just bad social practice,
it’s bad security. A database with
more errors is much less useful than a
database with fewer errors, and an
error-filled security database is much
more likely to target innocents than
it is to let the guilty go free.

To see this, let’s walk through
some examples. Assume a simple
database—names and a single code
indicating “innocent” or “guilty.”
When a policeman encounters
someone, he looks up that person in
the database, and then arrests him if
the database says “guilty.”

Example one: Assume the data-
base is 100 percent accurate. If that
were the case, there wouldn’t be any
false arrests because of bad data. It
would work perfectly.

Example two: Assume a 0.0001-

percent error rate: one error in a
million. (An error is defined as a
person having an “innocent” code
when guilty, or a “guilty” code
when innocent.) Furthermore, as-
sume that one in 10,000 people are
guilty. In this case, for every 100
guilty people the database correctly
identified, it would mistakenly
identify one innocent person as
guilty (because of an error). And the
number of guilty people erro-
neously listed as innocent would be
tiny: one in a million.

Example three: Assume a 1 per-
cent error rate—one in a hun-
dred—and the same one-in-10,000
ratio of guilty people. The results
would be very different. For every
100 guilty people the database cor-
rectly identified, it would mistak-
enly identify 10,000 innocent peo-
ple as guilty. The number of guilty
people erroneously listed as inno-
cent would be larger, but still very
small: one in 100.

The differences between exam-
ples two and three are striking. In ex-
ample two, one person is erro-
neously arrested for every 100
people correctly arrested. In exam-
ple three, one person is correctly ar-
rested for every 100 people erro-
neously arrested. The increase in
error rate makes the database all but

useless as a system for figuring out
whom to arrest. And this is despite
the fact that, in both cases, almost no
guilty people get away because of the
database error.

The reason for this phenomenon
is that the number of guilty people is
a very small percentage of the popu-
lation. If one in 10 people were
guilty, then a 0.0001 percent error
rate would mistakenly arrest one in-
nocent for every 100,000 guilty, and
a 1 percent error rate would arrest
approximately one innocent for
every guilty. And if the number of
guilty people were even less than one
in 10,000, then the problem of ar-
resting innocents would be magni-
fied even more because the database
has more errors.

Now, these are simple examples,
but the NCIC database has far
more complex data and tries to
make more complex correlations.
And I am assuming that the error
rate for false positives is the same as
the error rate for false negatives,
and that there aren’t any data de-
pendencies that complicate the
analysis. But even with these com-
plications, the problems are still the
same. Because there are so few ter-
rorists (for example) among the
general population, an error-filled
database is far more likely to iden-
tify innocent people as terrorists
than it is to catch actual terrorists.

Too far-fetched, you say? Well, this
kind of thing is already happening.
There are 13 million people on the
FBI’s terrorist watch list. That’s ridicu-
lous—it’s simply inconceivable that a
number of people equal to 4.5 percent
of the US population are terrorists.
There are far more innocents on that
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list than there are guilty people not on
that list. And these innocents are regu-
larly harassed by police; one recent ar-
ticle chronicled the problems anybody
named “David Nelson” has boarding
an airplane. But even without these
problems, any watch list with 13 mil-
lion people is basically useless. How
many resources can anyone afford to
spend watching about one-twentieth
of the population, anyway?

That 13-million-person list feels

a whole like CYA on the FBI’s part.
Adding someone to the list proba-
bly has no cost and, in fact, may be
one criterion for how an FBI em-
ployee’s performance is evaluated.
Removing someone from the list
probably takes considerable courage
because someone is going to have to
take the fall when “the warnings
were ignored” and “they failed to
connect the dots.” What’s the in-
centive to make life easier on all of
those innocent Doug Nelsons?

Best to leave that risky stuff to other
people, and to keep innocent peo-
ple on the list forever.

Many argue that this kind of
thing is bad social policy. I argue that
it is bad security as well. 

Bruce Schneier is chief technology officer
of Counterpane Internet Security and the
author of over seven books on cryptog-
raphy and computer security. You can
subscribe to his free email newsletter,
Crypto-Gram, at www.counterpane.
com/crypto-gram.html, or contact him
directly at schneier@counterpane.com.
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Sign this online petition (www.petitiononline.com/ncic/petition.html) to require accuracy in the National Crime Information Center

(NCIC) database.

Other articles that describe what happens to innocents on the government’s “no fly” list:
Due Process Vanishes in Thin Air,” www.wired.com/news/privacy/0,1848,58386,00.html

“Please Step to the Side, Sir,” www.salon.com/tech/feature/2003/04/10/capps/index_np.html

The risks of being named “David Nelson”:
www.oregonlive.com/news/oregonian/margie_boule/index.ssf?/base/living/1051877124142830.xml

General risks of large law-enforcement databases:
“Putting the Blinders Back on Big Brother,” www.securityfocus.com/news/3482

“Why We May Never Regain the Liberties That We’ve Lost,” www.siliconvalley.com/mld/siliconvalley/5571471.htm
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Computing in Science & Engineering

Computing in Science & Engineering presents scientific and computational contributions in a
clear and accessible format.

http://computer.org/cise/

July/August: Computational Chemistry
Computers have always played an important role in the modeling and simulation of
chemical reactions. In this issue, recent computational advances in molecular dynamics,
quantum chemistry, and quantum scattering will be discussed.

September/October: High-Dimensional Data II
We address challenges in handling and understanding high-dimensional data. in order to
bring together different research and applications in processing and visualizing high-
dimensional data to foster more insight into this fast-growing community.

November/December: Optics
This issue will explore the role of computing in the diverse field of optics. Articles

will focus on subjects including modeling of optical systems and phenomena, adaptive
optics in modern astronomy, and optical bio-imaging. These articles will emphasize many of the

current computing challenges in optics.
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