
Yarrow-160:Notes on the Design and Analysis of the Yarrow CryptographiPseudorandom Number GeneratorJohn Kelsey, Brue Shneier, and Niels FergusonCounterpane Systems; 101 E Minnehaha Parkway, Minneapolis, MN 55419, USA;fkelsey,shneier,nielsg�ounterpane.omAbstrat. We desribe the design of Yarrow, a family of ryptographi pseudo-random number generators(PRNG). We desribe the onept of a PRNG as a separate ryptographi primitive, and the designpriniples used to develop Yarrow. We then disuss the ways that PRNGs an fail in pratie, whihmotivates our disussion of the omponents of Yarrow and how they make Yarrow seure. Next, we de�nea spei� instane of a PRNG in the Yarrow family that makes use of available tehnology today. Weonlude with a brief listing of open questions and intended improvements in future releases.1 IntrodutionRandom numbers are ritial in every aspet of ryp-tography. Cryptographers design algorithms suh asRC4 and DSA, and protools suh as SET and SSL,with the assumption that random numbers are avail-able. Even as straightforward an appliation as en-rypting a �le on a disk with a passphrase typiallyneeds random numbers for the salt to be hashed inwith the passphrase and for the initialization vetor(IV) used in enrypting the �le. To enrypt e-mail,digitally sign douments, or spend a few dollars worthof eletroni ash over the internet, we need randomnumbers.Spei�ally, random numbers are used in ryptogra-phy in the following appliations:� Session and message keys for symmetri iphers,suh as triple-DES or Blow�sh.� Seeds for routines that generate mathematial val-ues, suh as large prime numbers for RSA orElGamal-style ryptosystems.� Salts to ombine with passwords, to frustrate o�-line password guessing programs.� Initialization vetors for blok ipher hainingmodes.� Random values for spei� instanes of many dig-ital signature shemes, suh as DSA.� Random hallenges in authentiation protools,suh as Kerberos.

� Nones for protools, to ensure that di�erent runsof the same protool are unique; e.g., SET andSSL.Some of those random numbers will be sent out in thelear, suh as IVs and random hallenges. Other ofthose random numbers will be kept seret, and usedas keys for blok iphers. Some appliations requirea large quantity of random numbers, suh as a Ker-beros server generating thousands of session keys ev-ery hour, and others only a few. In some ases, anattaker an even fore the random generator to gen-erate thousands of random numbers and send them tohim.Unfortunately, random numbers are very diÆult togenerate, espeially on omputers that are designed tobe deterministi. We thus fall bak on pseudorandom1numbers. These are numbers that are generated fromsome (hopefully random) internal values, and that arevery hard for an observer to distinguish from randomnumbers.Given the importane of generating pseudo-randomnumbers for ryptographi appliations, it is some-what surprising that little formal ryptanalysis ofthese generators exist. There are methodologiesfor generating randomness on omputer systems[DIF94,ECS94℄, and ad ho designs of generators[Gut98℄, but we are aware of only one paper rypt-analyzing these designs [KSWH98a℄.1 It is important to distinguish between the meaning of pseudorandom numbers in normal programming ontexts, wherethese numbers merely need to be reasonably random-looking, and in the ontext of ryptography, where these numbersmust be indistinguishable from real random numbers, even to observers with enormous omputational resoures.



Yarrow 1.0 21.1 What is a Cryptographi PRNG?In our ontext, a random number is a number thatannot be predited by an observer before it is gener-ated. If the number is to be in the range 0 : : : 2n � 1,an observer annot predit that number with prob-ability any better than 1=2n. If m random numbersare generated in a row, an observer given any m � 1of them still annot predit the m'th with any betterprobability than 1=2n. More tehnial de�nitions arepossible, but they amount to the same general idea.A ryptographi pseudorandom number generator, orPRNG, is a ryptographi mehanism for proess-ing somewhat-unpreditable inputs, and generatingpseudorandom outputs. If designed, implemented, andused properly, even an attaker with enormous om-putational resoures should not be able to distinguisha sequene of PRNG outputs from a random sequeneof bits.There are a great many PRNGs in use in ryp-tographi appliations. Some of them (suh as Pe-ter Gutmann's PRNG in Cryptlib [Gut98℄, or ColinPlumb's PRNG in PGP [Zim95℄) are apparentlypretty well designed. Others (suh as the RSAREF2.0 PRNG [RSA94℄, or the PRNG spei�ed in ANSIX9.17 [NIST92℄) are appropriate for some applia-tions, but fail badly when used in other appliations[KSWH98a℄.A PRNG an be visualized as a blak box. Into one endow all the internal measurements (samples) whihthe system designer believed might be unpreditableto an attaker. Out of the other end, one the PRNGbelieves it is in an unguessable state, ow apparentlyrandom numbers. An attaker might oneivably havesome knowledge or even ontrol over some of the inputsamples to the PRNG. An attaker might have om-promised the PRNG's internal state at some point inthe past. An attaker might have an extremely goodmodel of the \unpreditable" values being used as in-put samples to the PRNG, and a great deal of om-putational power to throw at the problem of guessingthe PRNG's internal state.Internally, a PRNG needs to have a mehanism forproessing those (hopefully) unpreditable samples, amehanism for using those samples to update its in-ternal state, and a mehanism to use some part ofits internal state to generate pseudorandom outputs.In some PRNG designs, more-or-less the same meha-nism does all three of these tasks; in others, the meh-anisms are learly separated.

1.2 Why Design a New PRNG?We designed Yarrow beause we are not satis�ed withexisting PRNG designs. Many have aws that allowedattaks under some irumstanes (see [KSWH98a℄for details on many of these). Most of the others donot seem to have been designed with attaks in mind.None implement all the defenses we have worked outover the last two years of researh into PRNGs.Yarrow is an enhanement of a proprietary PRNG wedesigned several years ago for a lient. We kept im-proving our design as we disovered new potential at-taks.1.3 A Guide to the Rest of the PaperThe remainder of this paper is as follows: In Setion2 we disuss the reasons behind our design hoiesfor Yarrow. In Setion 3 we disuss the various waysthat ryptographi PRNGs an fail in pratie. Then,in Setion 4, we will disuss the basi omponents ofYarrow, and show how they resist the kinds of fail-ures listed earlier. Setion 5 gives the generi designideas and their rationale. Finally, we will onsideropen questions relating to Yarrow, and plans for fu-ture releases.In the full paper we will de�ne Yarrow-160, a preiselyde�ned PRNG, and disuss entropy alulation.2 Yarrow Design PriniplesOur goal for Yarrow is to make a PRNG that sys-tem designers an fairly easily inorporate into theirown systems, and that is better at resisting the at-taks we know about than the existing, widely-usedalternatives.We pose the following onstraints on the design ofYarrow:1. Everything is reasonably eÆient. There is nopoint in designing a PRNG that nobody will use,beause it slows down the appliation too muh.2. Yarrow is so easy to use that an intelligent, arefulprogrammer with no bakground in ryptographyhas some reasonable hane of using the PRNG ina seure way.3. Where possible, Yarrow re-uses existing buildingbloks.



Yarrow 1.0 3Yarrow was reated using an attak-oriented designproess. This means we designed the PRNG with at-taks in mind from the beginning. Blok iphers areroutinely designed in this way, with strutures in-tended to optimize their strength against ommonly-used attaks suh as di�erential and linear ryptanal-ysis. The Yarrow design was very muh foused onpotential attaks. This had to be tempered with otherdesign onstraints: performane, exibility, simpliity,ease of use, portability, and even legal issues regard-ing the exportability of the PRNG were onsidered.The result is still a work-in-progress, but it resists ev-ery attak of whih we are aware, while still being ausable tool for system designers.We spent the most time working on a good frameworkfor entropy-estimation and reseeding, beause this isso ritial for the ultimate seurity of the PRNG, andbeause it is so often done badly in �elded systems.Our ryptographi mehanisms are nothing very exit-ing, just various imaginative uses of a hash funtionand a blok ipher. However, they do resist knownattaks very well.2.1 TerminologyAt any point in time, a PRNG ontains an internalstate that is used to generate the pseudorandom out-puts. This state is kept seret and ontrols muh ofthe proessing. Analogous to iphers we all this statethe key of the PRNG.To update the key the PRNG needs to ollet inputsthat are truly random, or at least not known, pre-ditable or ontrollable by the attaker. Often usedexamples inlude the exat timing of key strokes or thedetailed movements of the mouse. Typially, there area fairly large number of these inputs over time, andeah of the input values is fairly small. We all theseinputs the samples.In many systems there are several soures that eahprodue samples. We therefore lassify the samples a-ording to the soure they ame from.The proess of ombining the existing key and newsample(s) into a new key is alled the reseeding.If a system is shut down and restarted, it is desir-able to store some high-entropy data (suh as the key)in non-volatile memory. This allows the PRNG to berestarted in an unguessable state at the next restart.We all this stored data the seed �le.

3 How Cryptographi PRNGs FailIn this setion, we onsider some of the ways that aPRNG an fail in a real-world appliation. By on-sidering how a PRNG an fail, we are able to reog-nize ways to prevent these failures in Yarrow. In otherases, the failures annot be totally prevented, but wean make them less likely. In still other ases, we anonly ensure a quik reovery from the ompromisedstate.3.1 How PRNGs are CompromisedOne the key of a PRNG is ompromised, its outputsare preditable; at least until it gets enough new sam-ples to derive a new, unguessable key. Many PRNGshave the property that, one ompromised, they willnever reover, or they will reover only after a verylong time.For these reasons, it makes sense to onsider how aPRNG's key an be ompromised, and how, one keysare ompromised, they may be exploited.Entropy Overestimation and Guessable Start-ing Points We believe that this is the most ommonfailing in PRNGs in real-world appliations. It is easyto look at a sequene of samples that appears ran-dom and has a total length of 128 bits, feed it intothe PRNG, and then start generating output. If thatsequene of samples turns out only to have 56 bits ofentropy, then an attaker ould feasibly perform anexhaustive searh for the starting point of the PRNG.This is probably the hardest problem to solve inPRNG design. We tried to solve it by making surethat the entropy estimate is very onservative. Whileit is still possible to seriously overestimate the start-ing entropy, it is muh less likely to happen, and whenit does the estimate is likely to be loser to the a-tual value. We also use a omputationally-expensivereseeding proess to raise the ost of attempting toguess the PRNG's key.Mishandling of Keys and Seed Files Keys andseed �les are easy to mishandle in various ways, suhas by letting them get written to the swap �le by theoperating system, or by opening a seed �le, but failingto update it every time it is used. The Yarrow designprovides some funtions to simplify the managementof seed �les. An exellent disussion of some methodsfor avoiding key ompromise appears in [Gut98℄.



Yarrow 1.0 4Implementation Errors Another way that the keyof the PRNG an be ompromised is by exploitingsome implementation error. Errors in the implementa-tion are impossible to prevent. The only preventativemeasures we found for Yarrow was to try to make theinterfae reasonably simple so that the programmertrying to use Yarrow in a real-world produt an useit seurely without understanding muh about howthe PRNG works.This is an area we are still working on. It is notori-ously diÆult to make seurity produts easy to usefor most programmers, and of ourse, it is very hard tobe ertain there are no errors in the Yarrow generatoritself.One thing we an do is to make it easy to verify theorret implementation of a Yarrow PRNG. We havearefully designed Yarrow to be portable and preiselyde�ned. This allows us to reate test vetors that anbe used to verify that a Yarrow implementation is infat working orretly. Without suh test vetors animplementor would never be able to ensure that herYarrow implementation was indeed working orretly.Cryptanalyti Attaks on PRNG GenerationMehanisms Between reseedings, the PRNG out-put generation mehanism is basially a stream i-pher. Like any other stream ipher, it is possible thatthe one used in a PRNG will have some ryptana-lyti weakness that makes the output stream some-what preditable or at least reognizable. The proessof �nding weaknesses in this part of the PRNG is thesame as �nding them in a stream ipher.We have not seen a lot of PRNGs that were easilyvulnerable to this kind of attak. Most PRNGs' gen-eration mehanisms are based on strong ryptographimehanisms already. Thus, while this kind of attakis always a onern, it usually does not seem to breakthe PRNG. To be safe, we have designed Yarrow to bebased on a blok ipher; if the blok ipher is seure,then so is the generation mehanism. This was donebeause there are quite a number of apparently-seureblok iphers available in the publi domain.Side-Channel Attaks Side-hannel attaks are at-taks that use additional information about the innerworkings of the implementation [KSWH98b℄: timingattaks [Ko96℄, and power analysis [Ko98℄ are typi-al examples. Many PRNGs that are otherwise seurefall apart when any additional information about theirinternal operations are leaked. One example of this isthe RSAREF 2.0 PRNG, whih an be implementedin a way that is vulnerable to a timing attak.

It is probably not possible to protet against side-hannel attaks in the design of algorithms. However,we do try to avoid obvious weaknesses, spei�ally anydata-dependent exeution paths.Chosen-Input Attaks on the PRNG An at-taker is not always limited to just observing PRNGoutputs. It is sometimes possible to gain ontrol oversome of the samples sent into the PRNG, espeially ina tamper-resistant token. Some PRNGs, suh as theRSAREF 2.0 PRNG, are vulnerable to suh attaks.In the worst ase the attaker an mount an adaptiveattak in whih the samples are seleted based on theoutput that the PRNG provides. To avoid this kindof attak in Yarrow, all samples are proessed by aryptographi hash funtion, and are ombined withthe existing key using a seure update funtion.3.2 How Compromises are ExploitedOne the key is ompromised, it is interesting to on-sider how this ompromise is exploited. Sine it is notalways possible to prevent an attaker from learningthe key, it is reasonable to spend some serious timeand e�ort making sure the PRNG an reover its se-urity from a key ompromise.Permanent Compromise Attaks Some PRNGs,suh as the one proposed in ANSI X9.17, have theproperty that one the key has been ompromised, anattaker is forever after able to predit their outputs.This is a terrible property for a PRNG to have, andwe have made sure that Yarrow an reover from akey ompromise.Iterative Guessing Attaks If the samples aremixed in with the key as they arrive, an attakerwho knows the PRNG key an guess the next \un-preditable" sample, observe the next PRNG output,and test his guess by seeing if they agree. This meansthat a PRNG whih mixes in samples with 32 bits ofentropy every few output words will not reover froma key ompromise until the attaker is unable to seethe e�ets of three or four suh samples on the out-puts. This is alled an iterative guessing attak, andthe only way to resist it is to ollet entropy samplesin a pool separate from the key, and only reseed thekey when the ontents of the entropy pool is unguess-able to any real-world attaker. This is what Yarrowdoes.



Yarrow 1.0 5Baktraking Attaks Some PRNGs, suh as theRSAREF 2.0 PRNG, are easy to run bakwards aswell as forward. This means that an attaker that hasompromised the PRNG's key after a high-value RSAkey pair was generated an still go bak and learnthat high-value key pair. We inlude a mehanism inYarrow to limit baktraking attaks to a limited num-ber of output bytes.Compromise of High-Value Keys GeneratedFrom Compromised Key Of ourse, the biggestost of a ompromised PRNG is that it leads to om-promised system-keys if the key generation proessuses the PRNG. If the key that is being generatedis very valuable, the harm to the system owner anbe very large. As we mentioned, the iterative guessingattaks require us to ollet entropy in a pool beforereseeding the generator with it. When we are aboutto generate a very valuable key, it is preferable tohave whatever extra entropy there is in the PRNG'skey. Therefore, the user an request an expliit reseedof the generator. This feature is intended to be usedrarely and only for generating high-value serets.4 The Yarrow Design: ComponentsIn this setion, we disuss the omponents of Yarrow,and how they interat. A major design priniple ofYarrow is that its omponents are more-or-less in-dependent, so that systems with various design on-straints an still use the general Yarrow design.The use of algorithm-independent omponents in thetop level design is a key onept in Yarrow. Our goalis not to inrease the number of seurity primitivesthat a ryptographi system is based on, but to lever-age existing primitives as muh as possible. Hene, werely on one-way hash funtions and blok iphers, twoof the best-studied and most widely available rypto-graphi primitives, in our design.There are four major omponents:1. An Entropy Aumulator whih ollets sam-ples from entropy soures, and ollets them in thetwo pools.2. A Reseed Mehanism whih periodially re-seeds the key with new entropy from the pools.3. A Generation Mehanism whih generatesPRNG outputs from the key.4. AReseed ontrol that determines when a reseedis to be performed.

Below, we speify eah omponent's role in the largerPRNG design, we disuss the requirements for eahomponent in terms of both seurity and performane,and we disuss the way eah omponent must interatwith eah other omponent. Later in this paper, wewill disuss spei� hoies for these omponents.4.1 Design PhilosophyWe have seen two basi design philosophies forPRNGs.One approah assumes that it is usually possible toollet and distill enough entropy from the samplesthat eah of the output bits should have one bit ofreal entropy. If more output is required than entropyhas been olleted from the samples, the PRNG ei-ther stops generating outputs or falls bak on a ryp-tographi mehanism to generate the outputs. ColinPlumb's PGP PRNG and Gutmann's Cryptlib PRNGboth fall into this ategory. In this kind of design, en-tropy is aumulated to be immediately reused as out-put, and the whole PRNG mehanism may be seen asa mehanism to distill and measure entropy from var-ious soures on the mahine, and a bu�er to store thisentropy until it is used.Yarrow takes a di�erent approah. We assume thatwe an aumulate enough entropy to get the PRNGinto an unguessable state (without suh an assump-tion, there is no point designing a PRNG). One atthat starting point, we believe we have ryptographimehanisms that will generate outputs an attakerannot distinguish from random outputs. In our ap-proah, the purpose of aumulating entropy is to beable to reover from PRNG key ompromises. ThePRNG is designed so that, one it has a seure key,even if all other entropy aumulated is preditable by,or even under the ontrol of, an attaker, the PRNGis still seure. This is also the approah taken by theRSAREF, DSA, and ANSI X9.17 PRNGs.The strength of the �rst approah is that, if properlydesigned, it is possible to get unonditional seurityfrom the PRNG. That is, if the PRNG really does a-umulate enough entropy to provide for all its outputs,even breaking some strong ipher like triple-DES willnot be suÆient to let an attaker predit unknownPRNG outputs. The weakness of the approah is thatthe strength of the PRNG is based in a ritial way onthe mehanisms used to estimate and distill entropy.While this is inevitably true of all PRNGs, with adesign like Yarrow we an a�ord to be far more on-servative in our entropy estimates, sine we are not ex-peting to be able to distill enough entropy to provide
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Fig. 1. Generi blok diagram of Yarrowfor all our outputs. In our opinion, entropy estima-tion is the hardest part of PRNG design. By ontrast,the design of a generation mehanism that will resistryptanalysis is a relatively easy task, making use ofavailable ryptographi primitives suh as a blok i-pher.Pratial ryptographi systems rely on the strengthof various algorithms, suh as blok iphers, stream i-phers, hash funtions, digital signature shemes, andpubli key iphers. We feel that basing the strength ofour PRNG on well-trusted ryptographi mehanismsis as reasonable as basing the strength of our systemson them.This approah raises two important issues, whihshould be made expliit:1. Yarrow's outputs are ryptographially derived.Systems that use Yarrow's outputs are no moreseure than the generation mehanism used. Thus,unonditional seurity is not available in systemslike one-time pads, blind signature shemes, andthreshold shemes. Those mehanisms are apableof unonditional seurity, but an attaker apableof breaking Yarrow's generation mehanism willbe able to break a system that trust Yarrow out-puts to be random. This is true even if Yarrow isaumulating far more entropy from the samplesthan it is produing as output.2. Like any other ryptographi primitive, a Yarrowgenerator has a limited strength whih we expressin the size of the key. Yarrow-160 relies on thestrength of three-key triple-DES and SHA-1, andhas an e�etive key size of about 160 bits. Systemsthat have swithed to new ryptographi meha-nisms (suh as the new AES ipher, when it isseleted) in the interests of getting higher seurityshould also use a di�erent version of Yarrow to

rely on those new mehanisms. If a longer key isneessary, then a future \larger" version of Yarrowshould be used; it makes no sense to use a 160-bitPRNG to generate a 256-bit key for a blok ipher,if 256 bits of seurity are atually required.4.2 Entropy AumulatorEntropy Aumulation Entropy aumulation isthe proess by whih a PRNG aquires a new,unguessable internal state. During initialization of thePRNG, and for reseeding during operation, it is riti-al that we suessfully aumulate entropy from thesamples. To avoid iterative guessing attaks and stillregularly reseed the PRNG it is important that weorretly estimate the amount of entropy we have ol-leted thus far. The entropy aumulation mehanismmust also resist hosen-input attaks, in the sense thatit must not be possible for an attaker who ontrolssome of the samples, but does not know others, toause the PRNG to lose the entropy from the unknownsamples.In Yarrow, entropy from the samples is olleted intotwo pools, eah a hashing ontext. The two pools arethe fast pool and the slow pool; the fast pool providesfrequent reseeds of the key, to ensure that key om-promises have as short a duration as possible whenour entropy estimates of eah soure are reasonablyaurate. The slow pool provides rare, but extremelyonservative, reseeds of the key. This is intended toensure that even when our entropy estimates are veryoptimisti, we still eventually get a seure reseed. Al-ternating input samples are sent into the fast and slowpools.Eah pool ontains the running hash of all inputs fedinto it sine it was last used to arry our a reseed.



Yarrow 1.0 7In Yarrow-160, the pools are eah SHA-1 ontexts,and thus are 160 bits wide. Naturally, no more than160 bits of entropy an be olleted in these pools, andthis determines the design strength of Yarrow-160 tobe no greater than 160 bits.The following are the requirements for the entropy a-umulation omponent:1. We must expet to aumulate nearly all entropyfrom the samples, up to the size of a pool, evenwhen the entropy is distributed in various oddways in those samples, e.g., always in the lastbit, or no entropy in most samples, but oasionalsamples with nearly 100 bits of entropy in a 100-bit sample, et.2. An attaker must not be able to hoose samplesto undo the e�ets of those samples he does notknow on a pool.3. An attaker must not be able to fore a pool intoany kind of weak state, from whih it annot ol-let entropy suessfully.4. An attaker who an hoose whih bits in whihsamples will be unknown to him, but still has toallow n unknown bits, must not be able to narrowdown the number of states in a pool to substan-tially fewer than 2n.Note that this last ondition is a very strong require-ment. This virtually requires the use of a rypto-graphi hash funtion.Entropy Estimation Entropy estimation is the pro-ess of determining how muh work it would take anattaker to guess the urrent ontents of our pools.The general method of Yarrow is to group the sam-ples into soures and estimate the entropy ontribu-tion of eah soure separately. To do this we estimatethe entropy of eah sample separately, and then addthese estimates of all samples that ame from the samesoure.The assumption behind this grouping into soures isthat we do not want our PRNG's reseeding takingplae based on only one soure's e�ets. Otherwise,one soure whih appears to provide lots of entropy,but instead provides relatively little, will keep ausingthe PRNG to reseed, and will leave it vulnerable to aniterative guessing attak. We thus allow a single fastsoure to ause frequent reseeding from the fast pool,but not the slow pool. This ensures that we reseedfrequently, but if our entropy estimates from our bestsoure are wildly inaurate, we still will eventuallyreseed from the slow pool, based on entropy estimates

of a di�erent soure. Reall that samples from eahsoure alternate between the two pools.Implementors should be areful in determining theirsoures. The soures should not be losely linked orexhibit any signi�ant orrelations.The entropy of eah sample is measured in three ways:� The programmer supplies an estimate of entropyin a sample when he writes the routine to ol-let data from that soure. Thus, the programmermight send in a sample, with an estimate of 20bits of entropy.� For eah soure a speialized statistial estimatoris used to estimate the entropy of the sample. Thistest is geared towards deteting abnormal situa-tions in whih the samples have a very low en-tropy.� There is a system-wide maximum \density" of thesample, by onsidering the length of the sample inbits, and multiplying it by some onstant fatorless than one to get a maximum estimate of en-tropy in the sample. Currently, we use a multiplierof 0:5 in Yarrow-160.We use the smallest of these three estimates as theentropy of the sample in question.The spei� statistial tests used depends on the na-ture of the soure and an be hanged in di�erent im-plementations. This is just another omponent, whihan be swapped out and replaed by better-suitedomponents in di�erent environments.4.3 Generating Pseudorandom OutputsThe Generation Mehanism provides the PRNG out-put. The output must have the property that, if anattaker does not know the PRNG's key, he annotdistinguish the PRNG's output from a truly randomsequene of bits.The generation mehanism must have the followingproperties:� Resistant to ryptanalyti attak,� eÆient,� resistant to baktraking after a key ompromise,� apable of generating a very long sequene of out-puts seurely without reseeding.



Yarrow 1.0 84.4 Reseed MehanismThe Reseed Mehanism onnets the entropy aumu-lator to the generating mehanism. When the reseedontrol determines that a reseed is required, the re-seeding omponent must update the key used by thegenerating mehanism with information from one orboth of the pools being maintained by the entropyaumulator, in suh a way that if either the key orthe pool(s) are unknown to the attaker before thereseed, the key will be unknown to the attaker afterthe reseed. It must also be possible to make reseedingomputationally expensive to add diÆulty to attaksbased on guessing unknown input samples.Reseeding from the fast pool uses the urrent key andthe hash of all inputs to the fast pool sine the lastreseed (or sine startup) to generate a new key. Afterthis is done, the entropy estimates for the fast poolare all reset to zero.Reseeding from the slow pool uses the urrent key, thehash of all inputs to the fast pool, and the hash of allinputs to the slow pool, to generate a new key. Afterthis is done, the entropy estimates for both pools arereset to zero.4.5 Reseed ontrolThe Reseed Control mehanism must weigh variousonsiderations. Frequent reseeding is desirable, but itmakes an iterative guessing attak more likely. Infre-quent reseeding gives an attaker that has ompro-mised the key more information. The design of thereseed ontrol mehanism is a ompromise betweenthese goals.We keep entropy estimates for eah soure as the sam-ples have gone into eah pool. When any soure in thefast pool has passed a threshhold value, we reseed fromthe fast pool. In many systems, we would expet thisto happen many times per hour. When any k of the nsoures have hit a higher threshhold in the slow pool,we reseed from the slow pool. This is a muh slowerproess.For Yarrow-160, the threshhold for the fast pool is 100bits, and for the slow pool, is 160 bits. At least twodi�erent soures must be over 160 bits in the slow poolbefore the slow pool reseeds, by default. (This shouldbe tunable for di�erent environments; environmentswith three good and reasonably fast entropy souresshould set k = 3.)

5 The Generi Yarrow Design andYarrow-160In this setion, we desribe the generi Yarrow design.This is a generi desription, using an arbitrary blokipher and hash funtion. If both algorithms are se-ure, and the PRNG gets suÆient starting entropy,our onstrution results in a strong PRNG. We alsodisuss the spei� parameters and primitives used inYarrow-160.We need two algorithms, with properties as follows:� A one-way hash funtion, h(x), with anm-bit out-put size,� A blok ipher, E(), with a k-bit key size and ann-bit blok size.The hash funtion is assumed to have the followingproperties:� Collision intratable.� One-way.� Given any setM of possible input values, the out-put values are distributed as jM j seletions of theuniform distribution over m-bit values.The last requirements implies several things. Even ifthe attaker knows most of the input to the hash fun-tion, he still has no e�etive knowledge about the out-put unless he an enumerate the set of possible inputs.It also makes it impossible to ontrol any property ofthe output value unless you have full ontrol over theinput.The blok ipher is assumed to have the followingproperties:� It is resistant to known-plaintext and hosen-plaintext attaks, even those requiring enormousnumbers of plaintexts and their orresponding i-phertexts,� Good statistial properties of outputs, even givenhighly patterned inputs.The strength (in bits) of the resulting PRNG is lim-ited by min(m; k). In pratie even this limit will notquite be reahed. The reason is that if you take an mbit random value and apply a hash funtion that pro-dues m bits of output, the result has less than m bitsof entropy due to the ollisions that our. This is avery minor e�et, and overall results in the loss of atmost a few bits of entropy. We ignore this small on-stant fator, and say that the PRNG has a strengthof min(m; k) bits.Yarrow-160 uses the SHA1 hash funtion forh(), and three-key triple-DES for EK().
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KEY

ENCRYPTCOUNTER+ 1 Pseudorandom
OutputsFig. 2. Generation mehanism5.1 Generation MehanismFigure 2 shows the generator whih is based on usingthe blok ipher in ounter mode.We have an n-bit ounter value C. To generate thenext n-bit output blok, we inrement C and enryptit with our blok ipher, using the key K. To generatethe next output blok we thus do the following:C  (C + 1) mod 2nR EK(C)where R is the next output blok and K is the urrentPRNG key.If the key is ompromised at a ertain point in time,the PRNG must not leak too many `old' outputsthat were generated before the ompromise. It is learthat this generation mehanism has no inherent re-sistane to this kind of attak. For that reason, wekeep ount of how many bloks we have output. Onewe reah some limit Pg (a system seurity parameter,1 � Pg � 2n=3), we generate k bits of PRNG output,and use them as the new key.K  Next k bits of PRNG outputWe all this operation a generator gate. Note that thisis not a reseeding operation as no new entropy is in-trodued into the key.In the interests of keeping an extremely onser-vative design, the maximum number of outputsfrom the generator between reseedings is limited tomin(2n; 2k=3Pg) n-bit output bloks. The �rst term inthe minimum prevents the value C from yling. Theseond term makes it extremely unlikely that K willtake on the same value twie. In pratie, Pg shouldbe set muh lower than this, e.g. Pg = 10, in order to

minimize the number of outputs that an be learnedby baktraking.In Yarrow-160, we use three-key triple-DES inounter mode to generate outputs, and planto apply the generator gate every ten outputs.(That is, Pg = 10.)Seurity ArgumentsNormal Operations Consider an attaker who an, af-ter seeing a long sequene of outputs from this genera-tor under the same keyK, extrat the key. This an beonverted into a hosen plaintext attak on the ipherto extrat its key.Consider an attaker who an, after seeing a long se-quene of outputs from this generator under the samekey, predit a single future or past output value. Thealgorithm used by the attaker performs a hosen-plaintext attak on the underlying blok ipher, al-lowing the predition of (part of) one iphertext aftersome number of enryptions of hosen plaintexts havebeen seen. This is enough of a demonstrated weaknessto rule the ipher out for many uses, e.g. in CBC-MAC.Baktraking Protetion Consider an attaker whoan use the outputs after a generator gate has takenplae to mount an attak on the data generated beforethe generator gate. The same attaker an mount hisattak on the generator without the generator gate byusing k known bits of the generator output to forma new key, using that key to generate a sequene ofoutputs, and then applying the attak. (This is possi-ble as the ounter value C is assumed to be known tothe attaker.) Thus, a generator gate annot expose



Yarrow 1.0 10previous output values to attak without also demon-strating a weakness in the generation mehanism ingeneral.Consider an attaker who ompromises the urrentkey of the PRNG somehow. Suppose he an learn aprevious key from the urrent key. To do this, he mustbe able to extrat the key of the blok ipher given asmall number of bits of the generator's output. Thus,the attaker must defeat the generator mehanism todefeat the generator gate mehanism.Consider an attaker who an predit the next keygenerated by the generator gate. The same methodhe uses to do this an be used to predit the nextPRNG output, if the generator is used without gener-ator gate.Limits on Generator Outputs As the number ofoutput bloks from the basi generator available tothe attaker grows loser to and beyond 2n=2 it be-omes easier and easier to distinguish the ipher's out-puts from a real random sequene. A random sequeneshould have ollisions in some n-bit output bloks, butthere will be no repetitions of output bloks in theoutput from running a blok ipher in ounter mode.This means that a onservative design should re-keylong before this happens. This is the reason why werequire the generator gate to be used at least one ev-ery 2n=3 output bloks. Note that Pg is a on�gurableparameter and an be set to smaller values. Smallervalues of Pg inrease the number of generator gatesand thus derease the amount of old data an attakeran retrieve if he were to �nd the urrent key. The dis-advantage of very small Pg values is that performanesu�ers, espeially if a blok ipher is used that has anexpensive key shedule.Eah time we use the generator gate, we generate anew key from the old key using a funtion that we anassume to behave as a random funtion. This funtionis not the same funtion for eah generator gate, asthe ounter C hanges in value. There are thereforeno diret yles for K to fall into. Any yle wouldrequire C to wrap around, whih we do not allow be-tween reseedings. To be on the safe side we do restritthe number of generator gate operations to 2k=3 whihmakes it extremely unlikely that the same valueK willbe used twie between reseedings.Implementation ideas The use of ounter mode al-lows several output bloks to be omputed together,or even in parallel. A hardware implementation anexploit this parallelism using a pipelined design, and

software implementations ould use a bit-slied imple-mentation of the blok ipher for higher performane.Even for simple software implementations it mightvery well be more eÆient to produe many bloksat a time and to bu�er the output in a seure memoryarea. This improves the loality of the ode, and animprove the ahe-hit ratio of the program.5.2 Entropy AumulatorTo aumulate the entropy from a sequene of in-puts, we onatenate all the inputs. One we have ol-leted enough entropy we apply the hash funtion h tothe onatenation of all inputs. We alternate applyingsamples from eah soure to eah pool.In Yarrow-160, we use the SHA1 hash funtionto aumulate inputs in this way. We alternatefeeding inputs from eah soure into the fastand slow pools; eah pool is its own SHA1 hashontext, and thus e�etively ontains the SHA1hash of all inputs fed into that pool.Seurity Arguments If we believe that an attakerannot �nd ollisions in the hash funtion, then wemust also believe that an attaker annot be helpedby any ollisions that exist.Consider the situation of an attaker trying to pre-dit the whole sequene of inputs to be fed into theuser's entropy aumulator. The attaker's best strat-egy is to try to generate a list of the most likely in-put sequenes, in order of dereasing probability. If hean generate a list that is feasible for him to searhthrough whih has a reasonable probability (say, a10�6 hane) of ontaining the atual sequene of sam-ples, he has a worthwhile attak. Ultimately, an at-taker in this position annot be resisted e�etively bythe design of the algorithm, though we do our best.He an only be resisted by the use of better entropysoures, and by better estimation of the entropy in thepool.Now, how an the entropy aumulator help the at-taker? Only by reduing the total number of di�er-ent input sequenes he must test. However, in orderfor the attaker to see a single pair of di�erent inputsequenes that will lead to the same entropy pool on-tents he must �nd a pair of distint input sequenesthat have the same hash value.



Yarrow 1.0 11Implementation ideas All ommon hash funtionsan be omputed in an inremental manner. The inputstring is usually partitioned into �xed size bloks, andthese bloks are proessed sequentially by the hashfuntion. This allows an implementation to omputethe hash of the sequene of inputs on the y. Instead ofonatenating all inputs and applying the hash fun-tion in one go (whih would require an unboundedamount of memory) the software an use a �xed sizebu�er and ompute the hash partially whenever thebu�er is full.As with the generator mehanism, the loality of theode an be improved by using a bu�er that is largerthan one hash funtion input blok. The entropy au-mulator would thus aumulate several bloks worthof samples before hashing the entire bu�er.The entropy aumulator should be areful not to gen-erate any overows while adding up the entropy esti-mates. As there is no limit on the number of samplesthe aumulator might have to proess between tworeseeds the implementation has to handle this ase.5.3 Reseed MehanismThe reseeding mehanism generates a new key K forthe generator from the entropy aumulator's pooland the existing key. The exeution time of the re-seed mehanism depends on a parameter Pt � 0. Thisparameter an either be �xed for the implementationor be dynamially adjusted.The reseed proess onsists of the following steps:1. The entropy aumulator omputes the hash onthe onatenation of all the inputs into the fastpool. We all the result v0.2. Set vi := h(vi�1jv0ji) for i = 1; : : : ; t.3. Set K  h0(h(vPt jK); k).4. Set C  EK(0).5. Reset all entropy estimate aumulators of the en-tropy aumulator to zero.6. Wipe the memory of all intermediate values7. If a seed �le is in use, the next 2k bits of outputfrom the generator are written to the seed �le,overwriting any old values.Step 1 gathers the output from the entropy aumu-lator. Step 2 uses an iterative formula of length Pt tomake the reseeding omputationally expensive if de-sired. Step 3 uses the hash funtion h and a funtionh0, whih we will de�ne shortly, to reate a new key Kfrom the existing key and the new entropy value vPt .Step 4 de�nes the new value of the ounter C.

The funtion h0 is de�ned in terms of h. To omputeh0(m; k) we onstruts0 := msi := h(s0j : : : jsi�1) i = 1; : : :h0(m; k) := �rst k bits of (s0js1j : : :)This is e�etively a `size adaptor' funtion that on-verts an input of any length to an output of the spei-�ed length. If the input is larger than the desired out-put, the funtion takes the leading bits of the input. Ifthe input is the same size as the output the funtion isthe identity funtion. If the input is smaller than theoutput the extra bits are generated using the hashfuntion. This is a very expensive type of PRNG, butfor the small sizes we are using this is not a problem.There is no seurity reason why we would set a newvalue for the ounter C. This is done to allow moreimplementation exibility and still maintain ompat-ibility between di�erent implementations. Setting theounter C makes it simple for an implementation togenerate a whole bu�er of output from the generatorat one. If a reseed ours, the new output should bederived from the new seed and not from the old outputbu�er. Setting a new C value makes this simple: anydata in the output bu�er is simply disarded. Simplyre-using the existing ounter value is not ompatible asdi�erent implementations have di�erent sizes of out-put bu�ers, and thus the ounter has been advaned todi�erent points. Rewinding the ounter to the virtual`urrent' position is error-prone.To reseed the slow pool, we feed the hash of the slowpool into the fast pool, and then do a reseed. In gen-eral, this slow reseed should have Pt set as high as istolerable.In Yarrow-160, this is done as desribed above,but using SHA1 and triple-DES. We generatea three-key triple-DES key from the hash ofthe ontents of the pool or pools used, and theurrent key.Seurity Arguments Consider an attaker whostarts out knowing the generator key but not the on-tents of the entropy pool hash v0. The value vPt is apure funtion of v0, so the attaker has no real infor-mation about vPt . This value is then hashed with K,and the result is size-adjusted to be the new key. Asthe result of the hash has as muh entropy as vPt has,the attaker loses his knowledge about K.



Yarrow 1.0 12Consider an attaker in the opposite situation: hestarts out knowing the samples that have been pro-essed, but not the urrent generator key. The attakerthus knows vPt . However, an attaker with no knowl-edge of the key K annot predit the result of thehash, and thus ends up knowing nothing about thenew key.5.4 Reseed ontrolThe reseed ontrol module determines when a reseedis to be performed. An expliit reseed ours whensome appliation expliitly asks for a reseed operation.This is intended to be used only rarely, and only byappliations that generate very high-valued randomserets. Aess to the expliit reseed funtion shouldbe restrited in many ases.The reseed periodially ours automatially. The fastpool is used to reseed whenever any of its soures havean entropy estimate of over some threshhold value.The slow pool is used to reseed whenever at least twoof its soures have entropy estimates above some otherthreshhold value.In Yarrow-160, the fast pool threshhold is 100bits, and the slow pool threshhold is 160 bits.Two soures must pass the threshhold for theslow pool to reseed.6 Open Questions and Plans for theFutureYarrow-160, our urrent onstrution, is limited to atmost 160 bits of seurity by the size of its entropyaumulation pools. Three-key triple-DES has knownattaks onsiderably better than brute-fore; however,the baktraking prevention mehanism hanges keysoften enough that the ipher still has about 160 bitsof seurity in pratie.At some point in the future, we expet to see a newblok ipher standard, the AES. Yarrow's basi designan easily aommodate a new blok ipher. However,we will also have to either hange hash funtions, orome up with some speial hash funtion onstrutionto provide more than 160 bits of entropy pool. ForAES with 128 bits, this will not be an issue; for AESwith 192 bits or 256 bits, it will have to be dealt with.We note that the generi Yarrow framework will a-omodate the AES blok ipher and a 256-bit hashfuntion (perhaps onstruted from the AES blok i-pher) with no problems.

In pratie, we expet any weaknesses in Yarrow-160to ome from poorly estimating entropy, not fromryptanalysis. For that reason, we hope to ontinueto improve the Yarrow entropy estimation meha-nisms. This is the subjet of ongoing researh; as bet-ter estimation tools beome available, we will upgradeYarrow to use them.We still have to reate a referene implementation ofYarrow-160, and reate test vetors for various pa-rameter sets. These test vetors will test all aspetsof the generator. This will probably require the useof Yarrow-160 versions with di�erent parameters thenthe ones used in Yarrow-160; the details of this remainto be investigated.The reseed ontrol rules are still an ad-ho design.Further study might yield an improves set of reseedontrol rules. This is the subjet of ongoing researh.7 On the Name \Yarrow"Yarrow is a owering perennial with distintive atower heads and lay leaves, like Queen Anne's Laeor wild arrot. Yarrow stalks have been used for div-ination in China sine the Hsia dynasty, in the seondmillennium B.C.E. The fortuneteller would divide aset of 50 stalks into piles, then repeatedly use moduloarithmeti to generate two bits of random information(but with a nonuniform distribution).Here is the full desription of the method: The mostnotable things are: one, it takes an amazing amountof e�ort to generate two random bits; and two, it doesnot produe a at output distribution, but, appar-ently, 1/16 - 3/16 - 5/16 - 7/16.The orale is onsulted with the help of yarrow stalks.These stalks are short lengths of bamboo, about fourinhes in length and an eighth inh in diameter. Fiftystalks are used for this purpose. One is put aside andplays no further part. The remaining 49 stalks are�rst divided into two random heaps. One stalk is thentaken from the right-hand heap and put between thering �nger and the little �nger of left hand. Then theleft-hand heap is plaed in the left hand, and the righthand takes from it bundles of 4, until there are 4 orfewer stalks remaining. This remainder is plaed be-tween the ring �nger and the middle �nger of the lefthand. Next the right-hand heap is ounted o� by fours,and the remainder is plaed between the middle �n-ger and the fore�nger of the left hand. The sum of thestalks now between the �ngers of the left hand is ei-ther 9 or 5. (The various possibilities are 1 + 4 + 4, or1 + 3 + 1, or 1 + 2 + 2, or 1 + 1 + 3; it follows thatthe number 5 is easier to obtain than the number 9.)



Yarrow 1.0 13At this �rst ounting o� of the stalks, the �rst stalk|held between the little �nger and the ring �nger|isdisregarded as supernumerary, hene one rekons asfollows: 9 = 8, or 5 = 4. The number 4 is regardedas a omplete unit, to whih the numerial value 3is assigned. The number 8, on the other hand, is re-garded as a double unit and is rekoned as having onlythe numerial value 2.Therefore, if at the �rst ount9 stalks are left over, they ount as 2; if 5 are left,they ount as 3. These stalks are now laid aside forthe time being.Then the remaining stalks are gathered together againand divided anew. One more one takes a stalk fromthe pile on the right and plaes it between the ring�nger and the little �nger of the left hand; then oneounts o� the stalks as before. This time the sum ofthe remainders is either 8 or 4, the possible ombina-tions being 1 + 4 + 3, or 1 + 3 + 4, or 1 + 1 + 2, or 1+ 2 + 1, so that this time the hanes of obtaining 8or 4 are equal. The 8 ounts as a 2, the 4 ounts as a3. The proedure is arried out a third time with theremaining stalks, and again the sum of the remaindersis 8 or 4.Now from the numerial values assigned to eah ofthe three omposite remainders, a line is formed witha total value of 6, 7, 8, or 9.Yarrow stalks are still used for fortunetelling in China,but with a greatly simpli�ed method: shake a on-tainer of 100 numbered yarrow stalks until one omesout. This random number is used as an index into atable of fortunes.8 AknowledgementsWe wish to thank Christopher Allen, Steve Bellovin,Matt Blaze, Jon Callas, Bram Cohen, Dave Grawrok,Alexey Kirihenko, David Wagner, and James Wallnerfor useful omments on the Yarrow design. We wouldalso like to thank Ari Y. Benbasat for implementingthe preliminary Windows version of Yarrow.Referenes[Agn88℄ G. B. Agnew, \Random Soure for Crypto-graphi Systems," Advanes in Cryptology|EUROCRYPT '87 Proeedings, Springer-Verlag, 1988, pp. 77{81.[ANSI85℄ ANSI X 9.17 (Revised), \Amerian NationalStandard for Finanial Institution Key Man-agement (Wholesale)," Amerian Bankers As-soiation, 1985.
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