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Abstract. In this paper, we discuss ways to attack various reduced-
round variants of MARS. We consider cryptanalysis of two reduced-
round variants of MARS: MARS with the full mixing layers but fewer
core rounds, and MARS with each of the four kinds of rounds reduced by
the same amount. We develop some new techniques for attacking both
of these MARS variants. Our best attacks break MARS with full mix-
ing and �v e core rounds (21 rounds total), and MARS symmetrically
reduced to twelve rounds (3 of each kind of round).

1 In tro duction

MARS [BCD+98 ] is a block cipher submitted by IBM to the AES [NIST97a]
[NIST97b], and one of the �v e �nalists for AES. The cipher has an uncon-
ventional structure, consisting of a cryptographic \core" in the middle, and a
\wrapp er" surrounding the core to protect it from various kinds of attack. As
with all ciphers, the only way we know to determine the strength of MARS is
to try to cryptanalyze various weakenedversionsof it.

In this paper, we discussattacks on reduced-round variants of MARS. Be-
causeof MARS' unconventional structure, there are many di�eren t reduced-
round variants worth considering.Here, we focus on two: A variant with the full
\wrapp er" but fewer rounds of cryptographic core, and a variant with both the
coreand wrapper reducedby the samenumber of rounds. In other work [KS00],
we have consideredthe cryptographic core without the wrapper. In view of the
stated purposeof the \core" and \wrapp er" rounds, we believe the two variants
in this paper have a great deal to teach us about the ultimate strength of MARS.

1.1 Curren t Results

Our results are as follows:

A ttac ks on Reduced-Round MARS Varian ts
Reduced-Round W ork Memory Text Requiremen ts
Version
Full Mixing + 5 Core 2232 half encs 2236 bytes 8 known plain
Full Mixing + 5 Core 2247 partial encs2197 bytes 250 known plain
6 Mixing + 6 Core 2197 partial decs273 bytes 269 chosenplain
0 Mixing + 11 Core 2229 partial encs269 bytes 265 chosenplain



For reasonsof both spaceand clarit y of presentation, the attacks against the
core rounds only are not included in this paper, and can be found in [KS00].

1.2 Implications of the Results

None of our current results on MARS comecloseto breaking the full cipher; our
best results to date break only 21 out of 32 rounds (and this counts attacking 16
mixing rounds, which are far weaker than the corerounds). However, the attacks
in this paper demonstrate ways to attack the MARS structure, and so highlight
potential weaknessesof that structure. They alsohelp us to understand how the
components of this complex cipher interact to resist attack.

We also intro duce a new kind of meet-in-the-middle attack, which may be
of independent interest. Although we demonstrate its use initially on MARS, it
may be useful against other ciphers, especially other ciphers with heterogenous
structures.

1.3 Guide to the Rest of the Paper

The remainder of the paper is arrangedasfollows:First, we discussthe structure
of MARS, and intro ducenotation and terminology to describe its inner workings.
Next, we discussa set of attacks on MARS with only the number of core rounds
reduced.Next, we develop attacks on MARS variants with the samenumber of
each kind of round taken out. We conclude the paper with a discussionof the
new techniques we have developed for MARS, the implications of our results,
and someopen questions.

2 The MARS Structure

The MARS structure can be consideredas six di�eren t layers through which a
plaintext block must passto becomea ciphertext block:

1. Pre-Whitening Layer: The plaintext has 128 bits of key material added to
its words modulo 232.

2. Forward Mixing Layer: Eight rounds of unkeyed mixing operations making
extensive useof the MARS S-box.

3. Forward Core Layer: Eight rounds of keyed unbalancedFeistel cipher, using
a combination of S-box lookups, multiplications, data-dependent rotations,
additions, and xor s to resist cryptanalytic attack.

4. Backward CoreLayer: Eight rounds of keyedunbalancedFeistel cipher, using
a combination of S-box lookups, multiplications, data-dependent rotations,
additions, and xor s to resist cryptanalytic attack.

5. Backward Mixing Layer: Eight rounds of unkeyed mixing operations making
extensive useof the MARS S-box.

6. Post-Whitening Layer: The block has 128 bits of key material subtracted
from its words modulo 232.



In this paper, we typically discussMARS in terms of two di�eren t compo-
nents. The forward and backward core layers together make up the \crypto-
graphic core"; this core looks like a relatively conventional block cipher, and
appearsto be reasonablyresistant to attack. The pre-whitening, forward mixing
layer, backward mixing layer, and post-whitening layer together make up the
\wrapp er," which protects the cryptographic core from various kinds of attack
by requiring a large key guessor some clever cryptanalysis to gain accessto
inputs and outputs of the core. This is a very di�eren t block cipher designthan
is usedin the other AES candidates.Among other things, this new designmakes
it relatively di�cult to determine how to comeup with reduced-roundvariants
of the cipher to attack.

2.1 The Cryptographic Core

The strength of MARS residesfundamentally in the strength of the core rounds.
Both forward and backward core rounds use the sameE function, which takes
one 32-bit input and two subkey words, and provides three 32-bit words. Each
output is combined into oneof the three other words.The only di�erence between
forward and backward rounds is the order in which the outputs are combined
with the words. The core rounds' strength is basedprimarily on mixing incom-
patible operations in the E function, and in their target-heavy Feistel structure,
which causesboth linear and di�eren tial characteristics to quickly spreadout into
every word. A full description of the MARS core rounds appears in [BCD+98 ].

The cryptographic core, with a few additional rounds, could stand alone as
a cipher; indeed, this would have been a fairly conventional design. Instead,
the MARS design team choseto use a smaller number of core rounds,1 but to
surround the core with a \wrapp er."

2.2 The W rapp er

The key addition/subtraction and mixing layers surround the core rounds, pre-
venting direct accessto the core rounds from either the plaintext or the cipher-
text side.While the wrapper itself isn't particularly resistant to cryptanalysis, it
is quite di�eren t in structure than the core,and it is designedto require guessing
of key material before an attacker can learn or control either inputs or outputs
to the core.

The mixing layers, like the core, have an unbalanced (target-heavy) Feistel
structure, but useonly S-boxes and mixing of addition and xor .

We are a little puzzledby the decisionto involve only 128bits of key material
on each side of the core. This leaves the possibility of an attacker guessinghis
way past either half of the wrapper, and thus seeingeither input or output, with
a guessof only half the maximum key length. A small changeto the designwould
have involved 256 bits of key material on each side, and thus made partial key
1 Assuming the same level of performance, adding the wrapper requires reducing the

number of core rounds.



guessingworthless as a method of bypassing the wrapper. Below, we consider
some attacks that simply guesskey material to bypass the wrapper entirely .
Inclusion of additional key material would apparently have stopped such attacks
at very little cost. While we understand the role of the \wrapp er" in helping the
core resist attacks, we don't understand why it couldn't ful�ll this role just as
well with another 128 bits of key material being combined in on each side. Such
a changeto the designwould have renderedmany of the attacks we describe in
this paper impossible,at a low performancecost.

2.3 Reduced-Round MARS Varian ts

In a conventional cipher design, the rounds are all more-or-lessthe sameexcept
for subkeys(and sometimesround constants). There is an obvious way to develop
weakenedversionsof such ciphers:simply reducethe number of rounds. Because
of the very di�eren t roles of the di�eren t kinds of rounds in MARS, however,
there are a number of reduced-roundMARS variants that can teach us valuable
lessonsabout the ultimate strength or weaknessof MARS.

Somereduced-roundvariants we have consideredinclude:

Chopping O� the Beginning or End We evaluate the strength of most ci-
phersby consideringversionswith several of the �rst or last rounds omitted:
�rst the whitening layers and then several rounds of the mixing layers.This
isn't a terribly rewarding way to look at MARS, since it omits important
parts of the cipher's structure.

Core Rounds Only Becausemost of the cryptographic strength of MARS ap-
parently residesin the core rounds, it is reasonableto consider the strength
of these rounds independently . By developing such attacks, we learn how
to attack a fundamental component of the cipher, which may be of use in
mounting attacks on the full cipher in the future. For spacereasons,most of
our analysis of the MARS core is described in another paper [KS00].

Full Cipher with Reduced Core Rounds An alternativ e way to evaluate
the strength of MARS is to consider the full cipher, but with fewer core
rounds. This allows us to seehow the core rounds might be attacked, even
through the whitening and mixing layers that wrap the core rounds of the
cipher. It alsogivesus insights into how strong the coreneedsto be to allow
MARS to resist cryptanalysis.

Symmetric Reductions of the Cipher In the full MARS, there are four dif-
ferent types of rounds, each repeated eight times, for a total of 32 total
rounds. It is reasonableto consider symmetric reductions of this; for ex-
ample, we can consider a MARS variant with only three or four or six of
each kind of round. In somesense,this probably provides more information
about attacking the full MARS cipher than other kinds of weakenedvariant,
becauseall the components of the cipher are present.

We believe the last three can teach us many lessonsabout the ultimate
strength of MARS, both in terms of developing tools for attacking the full cipher,
and in terms of evaluating how closethe best current attacks cometo breaking
the full MARS.



3 Full Mixing with Reduced Core Rounds

In this section,we considerattacks on a MARS variant with the full \wrapp er,"
but a reduced\cryptographic core." Theseattacks demonstratehow it is possible
to mount attacks on a cryptographic core,even through the full wrapper, albeit
againsta much-weakenedcore.Theseattacks penetrateby far the largestnumber
of rounds of the cipher, becausethey focuson the relatively weakmixing rounds,
rather than the much stronger core rounds.

Our attacks in this section are meet-in-the-middle attacks, requiring enor-
mous memory resourcesto implement, and thus purely academic. In the re-
mainder of this section, we will assumethat one memory accessto these huge
memory devicescosts about the sameamount of work as a partial encryption.
There are ways to trade o� time for memory in theseattacks, but they generally
aren't useful in the context of theseattacks.

3.1 A Straigh tforw ard Meet-in-the-Middle A ttac k on Fiv e Core
Rounds

ConsiderMARS with full mixing and whitening layers,but with the corereduced
to three forward and two backward core rounds. This is vulnerable to a meet-
in-the-middle attack as follows:

1. Requesteight plaintext/ciphertext pairs.
2. From the plaintext side, guess:

(a) The 128-bit pre-whitening key.
(b) The 62-bit �rst round key.
(c) K � and the low nine bits of K + for the secondround.
(d) This yields knowledgeof A2 = D3 >>> 13. Compute this value for all

eight plaintexts, and put the resulting 256-bit value in a sorted list.
3. From the ciphertext side, guess:

(a) The 128-bit post-whitening key.
(b) The 62-bit last round key.
(c) K � and the low nine bits of K + for the next-to-last round.
(d) This yields knowledgeof A2 = D3 >>> 13. Compute this value for all

eight ciphertexts, and search the sorted list from the plaintext guesses
for a match on this 256-bit value.

This attack passesthrough 16 mixing rounds and 5 core rounds (thus 21
rounds total), at a cost of about 2232 half encryptions' work (that is, 2229 work
for each of the eight texts), and about 2236 bytes of memory. The memory re-
quirements are totally unreasonablein practice, sothis attack is purely academic.

Summary of Results
A ttac k On: Full Mixing Plus Five Core Rounds (21 total rounds)
A ttac k T yp e: Meet-in-the-Middle
W ork: 2232 half-encryptions
Memory: 2236 bytes
Texts: Eight known plaintexts



3.2 The Di�eren tial Meet-in-the-Middle A ttac k

Here, we intro duce the concept of a di�eren tial meet-in-the-middle attack. This
attack is related to the attack on the Mansour-Even construction by Daemen
[Dae95], the attack on DESX by Kilian and Rogaway [KR96], and the inside-out
attack of Wagner [Wag99].

In a standard meet-in-the-middle attack, we guesssomekey from the �rst
and secondhalves of the cipher, and then match on some middle value. For
example, an attack on double-DES starts by getting two plaintexts and their
corresponding ciphertexts. We then guessthe key for the �rst DES encryption,
and for each such key guess,wecomputethe middle value from the two plaintexts
if they were encrypted under that key. This is stored in a sorted list. We then
guessthe secondDES key, and compute, for each guess,the middle value from
decrypting the two ciphertexts. Thesevaluesare searched for in the sorted list.
When we �nd a matching value, it is very likely that this corresponds to the
right key.

This attack can be generalized.For example, it is not necessarythat the
whole intermediate value to an encryption be computed; we can compute a
singlebit from each direction, and then examinemoreplaintext/ciphertext pairs.
Similarly, if we can compute somechecksum from intermediate valueswe reach
by key guessesfrom the plaintext and ciphertext sides,then we neednever have
any knowledgeof actual intermediate text values,as in [KSW99].

An extension to this idea allows the use of probabilit y one di�eren tials
through some intermediate part of the cipher. Consider the truncated di�er-
ential (0; 0; 0; � 0) ! (� 1; 0; 0; 0), which goes through three MARS core rounds
with probabilit y one. The truncated di�eren tial works the sameway in reverse,
naturally . This means that if we see a right input pair (a pair with di�er-
ence (0; 0; 0; � 0)), we will also seea right output pair (a pair with di�erence
(� 1; 0; 0; 0)).

In a meet-in-the-middle attack, we must �nd somevalue that can be com-
puted from both the top (input) and the bottom (output) of the cipher with
a key guess,build a sorted list of these values, and look for pairs of keys that
match on thesevalues.

With thesedi�eren tials, we can compute such a value as follows:

1. Get about 250 known plaintexts and their corresponding ciphertexts. Label
each plaintext/ciphertext pair with an index number, 0::250 � 1.

2. Guesspart of the key from the top, and compute intermediate states for
each plaintext given that key guess.

3. Sort the plaintext-in termediate valueson their �rst three words.
4. Go through thesevalues,and note each pair of texts that matcheson their

�rst three words by their index numbers. List these in sorted order, lower
index number �rst in each pair. We expect about eight of thesepairs.

5. Guesspart of the key from the bottom, and compute intermediate states for
each ciphertext from that key guess.Sort the ciphertext-in termediate values
on their last three words.



6. Go through thesevalues,and note each pair of texts that matcheson their
last three words by their index numbers. List these in sorted order, lower
index number �rst in each pair. We expect about eight of thesepairs.

7. Becausethe di�eren tial has probabilit y one in both directions, there must
be the samenumber of these pairs, and the pairs must be identical, from
both plaintext and ciphertext. All we've donehere is to list which pairs have
the right input and output xor di�erences to �t this truncated di�eren tial.

From this, we now have a \c hecksum" (the right pair indices) that we can
compute acrossthree MARS corerounds. (We can easily restrict the checksum's
size to four or eight matching pairs. The indices of the pairs must be put in
somestandard order; for example,note each right input pair of indices in sorted
order, and then sort the pairs in order of each pair's lowest index number.) This
checksum costs about 50 � 250 � 256 work to �nd for any block of 250 texts.
We can thus do the following di�eren tial meet-in-the-middle attack on the full
MARS mixing layers plus �v e rounds of core:

1. Get 250 known plaintext/ciphertext pairs, and label each by an index number
as described above.

2. From the plaintext side, guessthe pre-addition key and the �rst core round
key, a total of 2190 di�eren t key guesses.

3. For each key guess,take the predicted inputs to the secondcore round, and
compute the input right pair indices as described above. This takes about
256 work per key guess.Write the input right pair indices to a huge list,
oneentry per key guesswith the �rst eight right input pair indices in sorted
order.

4. Do the samething from the bottom, continuing to add entries to the huge
list.

5. Sort the huge list, which will now have 2191 entries in it, and should thus
take about 191� 2191 � 2199 work to sort.

6. Find the match betweenkey guessesfrom the plaintext and ciphertext sides.

The total work done is thus 2190 � 256 � 2+ 2199 � 2247. The attack recovers
all key material used in the pre- and post-addition/subtraction keys, and the
�rst and last core rounds' values, as well. The total memory taken is 56 � 2191

bytes.

Summary of Results
A ttac k On: Full Mixing Plus Five Core Rounds (21 total rounds)
A ttac k T yp e: Di�eren tial Meet-in-the-Middle
W ork: 2247 partial encryptions
Memory: 2197 bytes
Texts: 250 known plaintexts

3.3 Tradeo�s Bet ween Di�eren tial and Con ventional
Meet-in-the-Middle A ttac ks

Note that the di�eren tial meet-in-the-middle attack requiresslightly more work
but considerably lessmemory than the conventional meet-in-the-middle attack.



The advantage of the di�eren tial meet-in-the-middle attack is that it allows us
to pass through three core rounds for free; the disadvantage is in the cost of
detecting the property that passesthrough those three core rounds for free, and
the far larger number of known plaintexts required. This tradeo� determines
which attack is best-suited for a given cipher and attack model.

For reference,we will point out that the di�eren tial meet-in-the-middle at-
tacks can be usedwith lessmemory against smaller numbers of core rounds. For
example,we can usethe sametruncated di�eren tial and �ltering processagainst
three rounds of core,dropping the total memory required to about 2133 bytes of
memory, at a work factor of about 2185 partial encryptions.

We have considered ways of extending the di�eren tial meet-in-the-middle
attack another round. Unfortunately , there are complications involved in using
either di�eren tials with probabilit y substantially lower than one, or in using
di�eren tials that don't run both directions with approximately equalprobabilit y.

3.4 Using Lower Probabilit y Di�eren tials

Consider a di�eren tial with probabilit y 1=2 through several rounds of someci-
pher, and assumewe must �nd four input right pairs that are also output right
pairs. The problem is that we must have an exact match for the �nal sorting and
searching phaseof the meet-in-the-middle attack to work. The only way we can
seeto mount the attack in this situation is to generateand store many di�eren t
input right pairs, in hopesthat onewill consistof all successfuldi�eren tials, and
thus, right output pairs.

The most e�cien t way to do this will probably be to �nd R right input pairs,
and add to the sorted list of input right pairs every possible4-tuple of the pairs,
and then to do the samewith the right output pairs. That will involve R choose
4 entries in the list, and we can expect it to work if we expect at least 4 of the R
input right pairs to result in output right pairs. The number of expected right
output pairs from R right input pairs is binomially distributed; for reference,
with nine right input pairs, we expect four right output pairs with probabilit y
1=2. With twenty right input pairs, we have about a 0:94 probabilit y of getting
somesubsetof four right input pairs.

This implies an unpleasant tradeo� between probabilit y of the di�eren tial
used,and memory required for the attack. Considerthe following numbers,which
describe the impact of using lower-probabilit y di�eren tials on the di�cult y of the
attack. Thesenumbers are for parameters that give the attack an approximate
probabilit y of successof 1=2.

Memory vs. Probabilit y Tradeo�
Prob. of Num. Right Input Num. Entries in Sorted
Characteristic Pairs Required List per Key Guess
0.9 5 5
0.5 9 126
0.1 47 178365
0.01 467 1:96� 109

0.001 � 5000 2:60� 1013



As a rule, multiplying the number of entries in the sorted list per key guess
by N multiplies the sizeof that list by N , which multiplies the work involved in
handling it by N logN . We thus have great di�cult y in using di�eren tials with
very low probabilities.

Truncated Di�eren tials with Substan tially Lower Probabilities in the
Decryption Direction Normal di�eren tials must have the same probabilit y
in both directions. (This can be established by a simple counting argument.)
However, truncated di�eren tials, which don't specify the whole di�erence, can
have di�eren t probabilities in di�eren t directions. For example, in the MARS
forward core rounds, the following four-round di�eren tial has probabilit y one:

(0; 0; 0; 231) ! (?; ?; (low 12 bits = 0x1000); 212)

However, this truncated di�eren tial cannot be run backwardswith reasonable
probabilit y. There are about 2211 + 2127 pairs of inputs that will yield this output
di�erence; of thesepairs, only about 2� 84 have input di�erence (0; 0; 0; 231). This
makes the attack much more costly; in fact, our best methods to mount the
attack in this caseallow us to attack the full mixing and four rounds of core,
but not �v e rounds of core.

3.5 Bo omerang Meet-in-the-Middle A ttac ks

We have alsoconsideredusing the samekind of technique, but with boomerangs
[Wag99] (basically, 4-tuples with a di�eren tial relationship betweenall four texts
in the middle of the cipher) instead of individual ciphertexts. The problem of
detecting when we have the expected boomerangsis di�cult; thus far, we have
been unable to �nd a way to do this that isn't far costlier than the rest of the
attack can a�ord.

3.6 Other Techniques

In this section,we have focusedon meet-in-the-middle attacks, becausetheseare
the most obvious kinds of attacks to consider.However, there are other attacks
that might be useful against this kind of reduced-round MARS version. For
example,we might guessour way past the pre-addition key and forward mixing
layers, and look for a set of text pairs whoseproperties will show through eight
rounds of backward mixing layer. We haven't yet found an e�ectiv e way to do
this for all eight backward mixing rounds, but research is ongoing.

4 Symmetric Reductions of the Cipher

MARS consistsof eight rounds each of four kinds of round functions. A natural
way to derive a reduced-round version of MARS to analyze is to consider k
rounds of each kind. For example,when k = 2, we have eight total rounds; when



k = 3, twelve; and when k = 4, sixteen. Cryptanalysis of such reduced-round
versionsof the cipher allows us to learn important lessonsabout how to attack
a the generalMARS structure.

Our attacks typically work as follows:

1. First, we chooseN batchesof input pairs, so that onesuch batch is likely to
consist of many pairs that have somedi�eren tial after the mixing layer.

2. We then exploit some di�eren tial property that passesthrough the core
rounds, leaving a detectabledi�eren tial property somewherenear the end of
the cipher.

3. Finally, we guessenough key material at the end to detect the detectable
property; the partial key guessthat allows us to detect the di�eren tial prop-
erty is the correct one.

4.1 A ttac king MARS Symmetrically Reduced to Eigh t Rounds

When k = 2 (eight rounds total), we have a cipher that is obviously not very
strong. It is still worthwhile to considerhow this might be attacked, in part to
help develop techniques for attacking stronger versions.Recall that this cipher
consistsof the key addition, the �rst two forward mixing rounds, two forward
core rounds, two backward core rounds, the last two backward mixing rounds,
and the key subtraction.

For this version, we can simply use one of the meet-in-the-middle attacks
discussedin the previous section, sincethere are only four rounds. However, we
can do much better than that.

Our attack works as follows:

1. We choose N batches of eight pairs each, where N � 240. The batches
will be described below; one batch will have all eight pairs with di�erence
(0; 0; 0; 231) after the forward mixing layer.

2. In the right batch, this passesthrough the four core rounds with probabilit y
one, leaving (?; ?; ?; 212).

3. We guessa few bits of subtraction key at the end of the cipher, and thus
distinguish the right batch from all the wrong batches. If we guessm bits
of e�ectiv e key, we will needabout 2m +44 partial decryptions to distinguish
the right batch from the wrong batches.

Cho osing the Batc hes The �rst step to this attack is to get pairs of texts
through two forward mixing rounds, so that we have pairs with the di�erence
(0; 0; 0; 231) in the input to the �rst core round.

Our plan is to put a 27 di�erence in A, and an o�setting di�erence T in B ,
and �nally a di�erence to cancel A's di�erence in D . To simplify the �ltering
problem at the end, we will choosebatchesof eight pairs of texts, so that one of
the batcheswill give us eight right pairs through the forward mixing layer.



Choosing A; A � We show the �rst di�erence as being 27, in A, which passes
through the key addition with approximate probabilit y 1=2, and then generates
expected di�erence T in the output to the �rst useof S-box s0 with probabilit y
2� 7. This then hasprobabilit y of 2� 8. This is basedon simply looking for a pair
of S-box inputs, (u; u � 27), such that s0[u] � s0[u � 27] = T . We look at all 128
such pairs, and use the di�erence with the lowest weight in its low 31 bits, for
reasonsthat will becomeclear momentarily .

For each batch, we hold the low eight bits of A constant. For onesuch value,
A; A � = A � 27 will leave a 27 di�erence in A, and a T di�erence in the output
from the �rst s0.

Choosing B ; B � The seconddi�erence is shown as being T, in B . This passes
through the key addition with approximate probabilit y 2� w (T ) , where w(T) is
the Hamming weight of the low 31 bits of T . If we get T asthe xor di�erences in
both line B and the s0 output from A, they cancelout with probabilit y one.(We
can also consider a mod 232 di�erence T that passesthrough the key addition
with probabilit y one, and cancelsout the T additiv e di�erence in the s0 output
with probabilit y about 2� w ; naturally , there is no di�erence in the probabilities
involved.) Recall that we choseu; u � 27 in A to minimize w(T). Let us assume
that the minimum value for w(T) is 12. Then, we have about 2� 12 probabilit y of
�nding a pair B ; B � such that their di�erence after the key addition is T , simply
by using the rule that B � = B � T . We can actually do somewhatbetter than
this in our selectionof batches.

Building the Batches The third di�erence is shown as being 231, in D . This
di�erence passesthrough all xor s and additions with probabilit y one.

We can thus build batchesof (A; B ; C; D); (A � ; B � ; C; D � ) pairs. Each batch
of eight pairs contains the samelow-order eight bits for A and all the samebits
for B . There are thus 224 � 232 � 232 = 288 possiblepairs for each batch, and
there are 240 batchespossible,and about 212 � 28 = 220 expectedto be necessary.

We build 220 batchesof eight pairs, for a total of 224 chosenplaintexts.

Guessing Key at the End After the core rounds, input pairs with di�erence
(0; 0; 0; 231) must have output di�erence (?; ?; ?; 212). We must thus learn the
value of D in the output from the core rounds. To do this, we must guessabout
12 bits of the subtractive key for C, and all of the subtractive key for D . Using
theseguesses,we can derive the valuesfor D after the core rounds. We must do
this for all 224 texts. We thus have total work of about 224 � 244 = 268 partial
decryptions. (We suspect that there are better attacks for k = 2, but that these
attacks don't generalizefor larger k values.)

Summary of Results
A ttac k On: MARS Symmetrically Reducedto Eight Rounds
A ttac k T yp e: Di�eren tial
W ork: 268 partial decryptions
Memory: 229 bytes
Texts: 225 chosenplaintexts



4.2 Extending the A ttac k to k = 3 (Tw elv e Rounds)

Wenow consideran attack on MARS symmetrically reducedto 12rounds.Again,
the cipher is obviously not very strong. However, the structure is beginning to
add di�culties to the attack. We usea boomerang-ampli�er to cover the six core
rounds with probabilit y 2� 96 for each pair of pairs with di�erence (0; 0; 0; 231)
into the core rounds. With about 250 right pairs into the core rounds' input, we
expect to seeabout four right pairs of pairs. Thesepairs will then passthrough
six more rounds, and can be detected by examining the whole output blocks
from all the texts.

Requesting Inputs We usethe sameinput structure as before,but instead of
requesting eight pairs for each batch, we request 250 pairs for each batch.

The Bo omerang Ampli�er The boomerang-ampli�er attack is intro duced in
[KS00], and is basedon the concept of \b oomerangs," as described in [Wag99].
The basic idea of the attack involves a property occurring in pairs of pairs of
texts.

For the MARS core,we usethe batchesof input pairs described above to try
to �nd a batch of 250 pairs of texts, all of which will have di�erence (0; 0; 0; 231)
in the input to the �rst core round. Since there is a probabilit y one di�eren tial
for the core rounds, (0; 0; 0; 231) ! (231; 0; 0; 0), this meansthat all 250 pairs of
the batch will have di�erence (231; 0; 0; 0) after three core rounds.

Consider the set of 250 of these pairs in the batch. We will refer to these
pairs as ((W0; W �

0 ); (W1; W �
1 ); :::; (Wi ; W �

i )) in input to the core rounds, and as
((X 0; X �

0 ); (X 1; X �
1 ); :::; (X i ; X �

i )) after round three. There are about 299 pairs
of pairs. That is, there are about 299 di�eren t ways to choosetwo of thesepairs
out of this batch and look at them together; for example, ((X i ; X �

i ); (X j ; X �
j )).

Now, consider the di�erence (0; 0; 0; a), where a is unknown. For any pair of
texts to have such a di�erence, they must collide in 96 bits; the di�erence thus
is expected to occur in 2� 96 of all random pairs of texts. Thus, if X i ; X j can
be consideredas a more-or-lessrandom pair of texts (and they apparently can),
then the probabilit y that each i; j pair will have this di�erence is 2� 96, and since
we have 299 such pairs, we expect about eight pairs X i ; X j with this di�erence.
However, we know that X i � X �

i = (231; 0; 0; 0) for all i . This lets us algebraically
show that when X i � X j = (0; 0; 0; a), X �

i � X �
j must also equal (0; 0; 0; a).

This boomerangstructure thus ampli�es the e�ect of the low-probabilit y event,
making it detectable, since when this happens we get two pairs of texts that
follow the truncated di�eren tial (0; 0; 0; a) ! (b;0; 0; 0) over three rounds.

Distinguishing the Righ t Key Guess To distinguish the right key guess,
we examine the result of trial partial decryption of a whole batch of pairs at
a time. Let Yi ; Y �

i be the results of encrypting input pair Wi ; W �
i through the

whole cryptographic core in some batch. We build a list of all the Yi and Y �
i

values.We then sort this list on its low-order 96 bits. Next, we go through the



list, and for each pair Yi ; Yj or Yi ; Y �
j that matchesin those last 96 bits, the pair

i; j is added to a sorted list of pairs that collided. Finally, we count the number
of times each i; j appears in the list. When we seetwo or more instancesof the
samei; j occurring twice, we are extremely likely to have a correct key guess.

Recall that we expect eight pairs i; j such that X i � X j = X �
i � X �

j =
(0; 0; 0; a) These will inevitably lead to eight pairs i; j such that Yi � Yj =
(b;0; 0; 0) and Y �

i � Y �
j = (b0; 0; 0; 0). (The property works just as well if the

collision occurs betweenX i and X �
j , naturally .)

The probabilit y of any given i; j pair having this property after a random
permutation has been applied to it is 2� 192 Since there are 299 pairs in each
batch, we expect no such i; j pairs. The probabilit y of seeingtwo such pairs in a
batch (that is, among 299 potential pairs) is about 2� 186. We will be examining
220 di�eren t batches, each under 2128 di�eren t keys, so we'll have 2148 total
batchesto examine in this way. So with overwhelming probabilit y, there will be
only one partial key guessthat will give us two or more such i; j pairs.

Summary of the Attack The attack on 12 rounds (k = 3) makes use of a
boomerang ampli�er. It requires about 220 � 248 � 2 = 269 texts, about 225

bytes of random-accessmemory (to hold a batch of texts at a time), and about
273 bytes of sequential memory to store all the ciphertexts so we can apply
our guessesto them. The attack also requires about 2128 � 269 = 2197 partial
decryptions, each consisting of about one quarter of the cipher.

Summary of Results
A ttac k On: MARS Symmetrically Reducedto 12 Rounds
A ttac k T yp e: BoomerangAmpli�er
W ork: 2197 partial decryptions
Memory: 273 bytes
Texts: 269 chosenplaintexts

5 Conclusions

In this paper, we have developed several new attacks on reduced-roundversions
of MARS. While none of these attacks is able to break the full cipher, we feel
that theseresults provide valuable insights into the security of MARS. We regard
theseresults aspreliminary, and would be unsurprised to seemoderate improve-
ments in any of our attacks. However, if major improvements in the results are
possible, we expect that they will require new techniques. Below, we describe
someideasfor additional attacks on reduced-roundMARS variants.

5.1 Lessons from the Analysis

The results in this paper show the overwhelming importance of the strength of
the MARS cryptographic core; we can attack the full mixing layers with only
�v e core rounds, a total of 21 rounds, but can currently attack no more than 11
core rounds.



Our results alsoshow how the \wrapp er" layersprotect the corerounds from
attacks that require large numbers of chosenplaintexts or chosenciphertexts.

Finally, our results demonstrate that, when evaluating a fundamentally new
cipher design,it is important to be able to innovate|to develop new techniques
to attack the cipher, rather than merely reusing the standard di�eren tial and
linear attacks. BecauseMARS is such an unconventional block cipher, we needed
to develop new attacks to get very far in our analysis.

5.2 Wh y This Is Imp ortan t

The only way we know of actually determining the strength of a cipher is to try
to attack it, including reduced-round versions. Proofs of security have proven
unreliable; security arguments based on estimates of the best di�eren tial and
linear characteristics tell us little about what other attacks may be done;design
principles that protect against someattacks sometimesallow newattacks in their
place; as in Square,where the useof the MDS matrix made di�eren tial attacks
extremely di�cult, while allowing Knudsen's dedicated attack. The history of
cryptography is littered with ciphers whose designerswere convinced of their
security, but whose attackers were not. Without a solid understanding of the
security of each of the AES �nalists, NIST and the cryptographic communit y
will likely make a �nal decisionon AES basedonly on performance.

In this paper, we have done somevery preliminary analysis of two versions
of MARS with reduced rounds. MARS is a complicated enough design that
beginning to analyze it involves a signi�can t investment of time (though even
conceptually very simple ciphers seemto have much the same property). We
hope to seeour work spur others to go beyond the very preliminary results in
this paper.

5.3 Ideas for Future A ttac ks

We have spent considerabletime trying to get boomerangsto work within meet-
in-the-middle attacks. A \b oomerang-in-the-middle" attack would go through
six rounds for free, and thus would be quite powerful. Similarly, there is a seven-
round impossibledi�eren tial through the core rounds; we are as yet unable to
�nd a way to use either of these ideas in a meet-in-the-middle attack. The un-
derlying problem in the caseof the boomerang-in-the-middle attack is that a
boomerang4-tuple can be identi�ed only by consideringboth input and output
simultaneously. We have not been able to �nd a way around this problem so
far. The underlying problem with the impossibledi�eren tial meet-in-the-middle
attack is that we can rule out candidate key guessesonly by (again) examining
right pairs for both input and output simultaneously. We are still looking for a
way around this problem, or for a proof than none exists.

In our di�eren tial meet-in-the-middle attacks, wedealt with the mixing layers
by simply guessingour way past them. We expect signi�can t improvements to
the attacks are possiblewith more analysis of the mixing layers, particularly in
terms of partial guessingof key material. We have spent far more time analyzing



the core rounds than the unkeyed mixing layers, and so this is a good area for
further research.

Attacking the symmetrically reduced version of the cipher with k = 4 ap-
parently requires a better way of choosing inputs than the input structure we
discussabove. We hope to �nd a better input structure, or a better property
to push through all eight core rounds. Previous attempts to attack k = 4 have
exceeded2256 work, usually due to the huge plaintext requirements.

It may also be worthwhile to attack variants of MARS that cut o� in the
middle (after 12 or 16 rounds total); we have someideas in this direction.

Finally, in future work, we hope to examine how the MARS key schedule
functions with various reduced-roundvariants.

6 Ac knowledgemen ts

The \extended Two�sh team" met for two week-longcryptanalysis retreats dur-
ing Fall 1999, once in San Joseand again in San Diego. This paper is a result
of those collaborations. Our analysisof MARS and Serpent has very much been
a team e�ort, with everybody commenting on all aspects. The authors would
like to thank Niels Ferguson,Mik e Stay, David Wagner, and Doug Whiting for
useful conversationsand comments on theseattacks, and for the great time we
had together. The authors would also like to thank SusanLangford for helpful
suggestionson one of the attacks, and Beth Friedman for proofreading the �nal
paper.
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