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Customers, Passwords,
and Web Sites

riminals follow money. Today, more and more

money is on the Internet: millions of people

manage their bank, PayPal, or other accounts—

and even their stock portfolios—online. Its a

tempting target—if criminals can access one of these accounts,
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they can steal a lot of money.

And almost all these accounts are
protected only by passwords.

You already know that passwords
are insecure. In my book Secrets and
Lies (published way back in 2000), I
wrote: ““...password crackers can
now break anything that you can rea-
sonably expect a user to memorize.”

On the Internet, password secu-
rity is actually much better than that,
because dictionary attacks work best
offline. It’s one thing to test every
possible key on your own computer
when you have the actual ciphertext,
but it’s a much slower process when
testing remotely. And if a Web site’s
creators are halfway clever, the site
would shut down an account if there
were too many incorrect password
attempts in a row.

This is why criminals have turned
to stealing passwords.

Phishing is now very popular
with attackers, and it’s amazingly ef-
fective. Think about how the attack
works. You get an email that seems
to be from your bank; it has a plausi-
ble message, and contains a URL
that seems legitimate and opens a
window containing your bank’s Web
site. When the site asks for your user-
name and password, you type it in.
Okay, maybe you or I are aware
enough not to type it in. But the av-
erage home banking customer
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doesn’t stand a chance against this
kind of social engineering attack.

In June 2004, a Trojan surfaced
that captured passwords. It looked
like an image file, but it was actually
an executable that installed an add-
on to Internet Explorer, monitor-
ing and recording outbound con-
nections to the Web sites of several
dozen major financial institutions.
It then sent usernames and pass-
words to a computer in Russia.
Using SSL didn’t help; the Trojan
monitored keystrokes before they
were encrypted.

Banks are increasingly fielding
calls from customers who have fallen
victim to these attacks. But even
though the security problem has
nothing to do with the bank, and
customers are at fault, banks must
make good on customers’ losses. It’s
one of the most important lessons of
Internet security: sometimes your
biggest security problems are ones
that you have no control over.

The problem is serious. In a May
survey report, Gartner estimated that
approximately 3 million Americans
have fallen victim to phishing at-
tacks. “Direct losses from identity
theft fraud against phishing attack
victims—including new-account,
checking-account, and credit-card
account fraud—cost US banks and
credit-card issuers about $1.2 billion
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last year” (in 2003). Keyboard snif~
fers and Trojans will push this num-
ber even higher in 2004.

Even if financial institutions re-
imburse customers, the inevitable
result is that people will begin to
distrust the Internet. The average
Internet user doesn’t understand se-
curity; he thinks that a gold lock
icon in the lower-right-hand cor-
ner of his browser means that he’s
secure. If it doesn’t protect him—
and we all know that it doesn’t—
he’ll stop using financial Web sites
and applications.

he solutions are not easy. The

never-ending stream of Win-
dows vulnerabilities limits the effec-
tiveness of any customer-based soft-
ware solution—digital certificates,
plug-ins, and so on—and the ease
with which malicious software can
run on Windows limits other solu-
tions’ effectiveness. Point solutions
might force attackers to change tac-
tics, but won't solve the underlying
insecurities. Computer security is an
arms race, and money creates very
motivated attackers. Unsolved, this
type of security problem will change
the way people interact with the In-
ternet. It'll prove that the naysayers
were right all along—the Internet
isn’t safe for electronic commerce. O

Bruce Schneier is one of the world’s fore-
most security experts and chief technical
officer of Counterpane Internet Security.
His most recent book is Beyond Fear:
Thinking Sensibly about Security in an
Uncertain World. You can subscribe to
his email newsletter, Crypto-Gram, at
www.schneier.com.

Ed. note: Another version of this column ap-
pears in Schneier’s Crypto-Gram newsletter.

IEEE SECURITY & PRIVACY




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 1.8)
  /CalRGBProfile (Apple RGB)
  /CalCMYKProfile (U.S. Sheetfed Uncoated v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo false
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (Color Management Off)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName <FEFF0068007400740070003a002f002f007700770077002e0063006f006c006f0072002e006f00720067ffff>
  /PDFXTrapped /False

  /Description <<
    /ENU <FEFF0049004500450045002000580070006c006f0072006500200073007000650063007300200066006f0072002000440069007300740069006c006c0065007200200036002e0020004d0056>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


